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Enhanced: Tools, Apps, Devices, and the Impact of Technology: — Shelly Cashman Series,
2017. — 640 p. (HaBUaNbHI TEKCTH) Ta HASBHHUX B IIMPOKOMY HOCTymi IHTepHeT-mkepen i
pO3paxoBaHWi Ha CTYJEHTIB 2 KypCy BUIIMX HaBUAIBHUX 3aKJIaiB YKpaiHu, siKi HABYAIOTHCS
3a ocBiTHBO-KBami(ikaniiHuM piBHeM «bakanaBp» 3a cremiansHicTio 125 «KibepOesmnekay i
MaroTh 0a30BHI piBeHb MIATOTOBKH 3 aHTIiichkoi moBu He Hmxk4de Bl (srimmo CEFR).
[TociGHHMK MICTHTBH OMOPHI TEKCTH, LUKIIN JIEKCHYHUX BIIPaB, CIpsiMOBaHi Ha: (1) BUBUCHHS Ta
3aCBOEHHS CTyAeHTaMH (haXxOBOi aHTJIOMOBHOI TEPMIHOJIOTT 13 3a3HaYeHO1 crenianbHOCTi; (2)
aKTHBI3AIlll0 HAaBMYOK YWTAHHSA, TEpeKiany, pedepyBaHHS Ta AaHOTYBaHHS aHTIOMOBHOI
(haxoBoi miteparypu; (3) akTHBi3aIlif0 HABUYOK YCHOTO MOBJICHHS B MeXaX TEMAaTHKH, II0
BHUBYAEThCSI. Mera TMOCIOHMKA: * 3a0e3MEUUTH CTYACHTIB 0a30BOI0 iH(pOpMAIlEId PO
HaHHOBIIII TEXHOJOTIT B Tajdy3l KiOepOe3nmeku 3 aBTEHTHYHUX AaHIVIOMOBHHUX JDKEpEIN; ©
3a0e3rmeynTy TOTINOIeHe PO3YMIHHS BaXKIIMBOCTI BMIIIOTO ¥ O€3MEeYHOr0 3acTOCYBaHHS
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BEFORE YOU START...

(1) Read the Information file below and answer the following questions.
Information file

Cybersecurity is the body of technologies, processes and practices designed to protect
networks, computers, programs and data from attack, damage or unauthorized access. In a
computing context, security includes both cybersecurity and physical security.

Ensuring cybersecurity requires coordinated efforts throughout an information
system. Elements of cybersecurity include:

o Application security

e Information security

o Network security

o Disaster recovery / business continuity planning

e Operational security

e End-user education

One of the most problematic elements of cybersecurity is the quickly and constantly
evolving nature of security risks. The digital world moves very fast, but a new survey
claims that cybersecurity strategy does not move fast enough to keep up with threats — and
experts tend to agree.

The traditional approach has been to focus most resources on the most crucial system
components and protect against the biggest known threats, which necessitated leaving
some less important system components undefended and some less dangerous risks not
protected against. Such an approach is insufficient in the current environment.

"The threat is advancing quicker than we can keep up with it. The threat changes
faster than our idea of the risk. It's no longer possible to write a large white paper about
the risk to a particular system. You would be rewriting the white paper constantly..."

(Adam Vincent, CTO-public sector at Layer 7 Technologies (a security services
provider to federal agencies including Defense Department organizations)

To deal with the current environment, advisory organizations are promoting a more
proactive and adaptive approach, for example, recently issued updated guidelines in its
risk assessment framework that recommended a shift toward continuous monitoring and
real-time assessments.

1. What do you need to know about digital safety and security?
2. While you may be familiar with some of the content in this manual, do you know how to:
a) avoid risks when playing online games?
b) determine if an email message has been spoofed?
c) tell if your computer or device is functioning as a zombie?
d) set up a personal firewall?
e) protect computers and devices from viruses and other malware?
f) protect your passwords?
g) use two-step verification?
h) prevent your data from being lost on the cloud?
i) follow a disaster recovery plan?
J) secure your wireless network?



k) safeguard your hardware and data from a disaster?
I) protect against a phishing scam?

m) protect yourself from social engineering scams?
n) evaluate your electronic profile?

(2) Read and discuss the statement in the box basing on the questions below.

“Users should take precautions to protect their digital content. 1 am
careful when browsing the web, use antivirus software, and never open
email messages from unknown senders. | use a cloud storage provider to
back up my computer and mobile devices.”

1. Do you agree with the author of the statement above? 2. Do you take precautions when you
browse the Internet? 3. Which of the steps mentioned in the statement do/don’t you do?

After completing this course, you will be able to:

- define the term ‘digital security risks’ and briefly describe the types of cybercriminals.

- describe various types of Internet and network attacks (malware, botnets, denial of
service attacks, back doors, and spoofing) and explain general ways to safeguard against these
attacks, including firewalls.

- discuss techniques to prevent unauthorized computer access and use, including access
controls, user names, passwords, possessed objects, and biometric devices.

- explain ways that software manufacturers protect against software piracy.

- discuss how encryption, digital signatures, and digital certificates work.

- identify safeguards against hardware theft, vandalism, and failure.

- explain options available for backing up.

- identify risks and safeguards associated with wireless communications.

- recognize issues related to information accuracy, intellectual property rights, codes of
conduct, and green computing.

- discuss issues surrounding information privacy, including electronic profiles, cookies,
phishing, spyware and adware, social engineering, privacy laws, employee monitoring, and
content filtering.



Unit 1. Digital Security Risks

Pre-Reading Activity

Answer the guestions.

1. What digital security risks can you name? 2. Can you give an example of an accidental
security breach? 3. What categories of cyber criminals can you name? What do these people
do? Why is their activity considered criminal? Give your reasons and examples.

1. a) Read the texts using the dictionary; b) translate the underlined words and word
combinations into Ukrainian (in writing); c) pay attention to the terminological units in bold
type. Be sure you can give their definition in English and their Ukrainian equivalents.

Digital Security Risks

Today, people rely on technology to create, store, and manage their critical information.
Thus, it is important that computers and mobile devices, along with the data and programs
they store, are accessible and available when needed. It is also_crucial that users take measures
to protect or safeguard their computers, mobile devices, data, and programs from loss,
damage, and misuse.

For example, organizations must ensure that sensitive data and information, such as credit
records, employee and customer data, and purchase information, is secure. Home users must
ensure that their credit card numbers are secure when they make online purchases.

A digital security risk is any event or action that could cause a loss of or damage to
computer or mobile device hardware, software, data, information, or processing capability.
The more common digital security risks include Internet and network attacks (for example,
virus attacks), unauthorized access and use (e.g.l, intercepting wireless communications),
hardware theft (e.g., stolen computers), software theft (illegal copying), information theft
(stolen identity), and system failure (e.g., caused by a lightning strike).

While some breaches to digital security are accidental, many are intentional. Some
intruders do not disrupt a computer or device’s functionality; they merely access data,
information, or programs on the computer or mobile device before signing out. Other
intruders indicate some evidence of their presence either by leaving a message or by
deliberately altering or damaging data.

Cybercrime

An intentional breach to digital security often involves a deliberate act that is against the
law. Any illegal act involving the use of a computer or related devices generally is referred to
as a computer crime. The term cybercrime refers to online or Internet-based illegal acts such
as distributing malicious software or committing identity theft. Software used by
cybercriminals sometimes is called crimeware. Today, combating cybercrime is one of the
top priorities.

Perpetrators of cybercrime typically fall into one of these basic categories: hacker,
cracker, script kiddie, corporate spy, unethical employee, cyberextortionist, and
cyberterrorist. The term hacker, although originally a complimentary word for a computer
enthusiast, now has a derogatory meaning and refers to someone who accesses a computer or
network illegally. Some hackers claim that the intent of their security breaches is to improve
security.

A cracker also is someone who accesses a computer or network illegally but has the
intent of destroying data, stealing information, or other malicious action. Both hackers and
crackers have advanced computer and network skills. A script kiddie has the same intent as a




cracker but does not have the technical skills and knowledge. Script kiddies often use
prewritten hacking and cracking programs to break into computers and networks.

Some corporate spies have excellent computer and networking skills and are hired to
break into a specific computer and steal its proprietary data and information, or to help
identify security risks in their own organization. Unscrupulous companies hire corporate
spies, a practice known as corporate espionage, to gain a competitive advantage. Unethical
employees may break into their employers’ computers for a variety of reasons. Some simply
want to exploit a security weakness. Others seek financial gains from selling confidential
information. Disgruntled employees may want revenge.

A cyberextortionist is someone who demands payment to stop an attack on an
organization’s technology infrastructure. These perpetrators threaten to expose confidential
information, exploit a security flaw, or launch an attack that will compromise the
organization’s network — if they are not paid a sum of money.

A cyberterrorist is someone who uses the Internet or network to destroy or damage
computers for political reasons. The cyberterrorist might target the nation’s air traffic control
system, electricity-generating companies, or a telecommunications infrastructure. The term,
cyberwarfare, describes an attack whose goal ranges from disabling a government’s
computer network to crippling a country. Cyberterrorism and cyberwarfare usually require a
team of highly skilled individuals, millions of dollars, and several years of planning. Some
organizations hire individuals previously convicted of computer crimes to help identify
security risks and implement safeguards because these individuals know how criminals
attempt to breach security.

Labbreviation for exempli gratia: a Latin phrase that means "for example"

2. Translate the following word combinations.

a) into Ukrainian:

1) to know how criminals attempt to breach security; 2) the goal ranges from disabling a
government’s computer network to crippling a country; 3) credit records, employee and
customer data, and purchase information; 4) financial gains from selling confidential
information; 5) to indicate some evidence of their presence; 6) the intent of destroying data,
stealing information, or other malicious action; 7) to launch an attack that will compromise
the organization’s network; 8) to disrupt a computer or device’s functionality; 9) to safeguard
the computers from loss, damage, and misuse; 10) to target the nation’s air traffic control
system, electricity-generating companies, or a telecommunications infrastructure.

b) into English:

1) HeBmOBOJICHI KOMIIaHii MOXXYTh HOMCTUTHUCS; 2) HaBMHUCHE IMOpYLICHHS L(pOoBOi
Oesnexu; 3) AEXTO MPOCTO XOYe CKOPHCTATUCS 31 CIAOWHM y 3aXMCTi; 4) TOJOJIaHHS
KiOep3JIOYMHHOCTI — HAMBUINMI MpiopuTeT; 5) HEJeraabHUil JOCTYN 10 KOMIT'IOTepa 4u
Mepeki; 6) 37TOBMUCHHUKH MTOTPOXKYIOTh BUKA3aTH TaEMHY iH(GOpMAIlito; 7) HaBMHCHA Jis, 110 €
NPOTU3aKOHHOO; 8) pO3MOBCIOKYBATH LIKIUIMBE TporpaMHe 3abe3nedeHHs; 9) BH3HAYUTH
ciabki micist y 6esmerti cuctemu; 10) ogepikyBaTH KOHKYPEHTHI TIepeBary.

3. Fill in the table choosing from the box the appropriate Ukrainian equivalents of the
following words and word combinations.

HafBaXNMMBIMIa/KpUTHYHA iHGOPMAIlis;, HE3aXWINEHi JaHi; TOKIagaTHCs; IOIIKOAUTH
KOMIU'IOTep; JedeKT (Bpa3iuBICTh) CHUCTEMH Oe3leKH; 3OiCHUTH BTOPTHEHHS 10




KOMIT'IOTEpPHUX CHCTEM Ta MEPEXK; 3AaTHICTh 00poOsaTH iH(pOpMaLilo; NpuBaTHA iHPOpMALIis;
3amo0iraTu, 3aXUIIaTH; HABMUCHUIA(-0); HEBOBOJICHHUIT; OyTH 3BUHYBAYCHUM Yy 3JIOYHHHOMY
BUKOPHCTAaHHI MOXKJIMBOCTEH KOMIT F0Tepa; poouTn HETIPUIaTHUM;
He00pOCOBICHUI/HEPO30ipIMBUiT B 3aco0ax; KOPHOpPAaTMBHE IIMUTYHCTBO; OOPOTHCS 3
KiOep3IOYMHHICTIO; 3JIOBMUCHHK/3JIOYMHEIb;, 3HEBAXKIWBUHN, PO3KPHBATH KOH(DIIEHIIIITHY
iHopMmarrito; Ha3uBaTUCS

1. to rely on

2. to be referred to

3. crucial/critical information

4. derogatory

5. to cripple

6. to safeguard

7. sensitive data

8. security flaw

0. processing capability

10. | to break into computers and networks
11. | to expose confidential information
12. | to disrupt a computer

13. | intentional/deliberate(ly)

14. | proprietary data

15. | disgruntled

16. | to be convicted of computer crimes
17. | unscrupulous

18. | corporate espionage

19. | to combat cybercrime

20. | perpetrator

4. What do we call?

1) an attack whose goal ranges from disabling a government’s computer network to
crippling a country; 2) someone who accesses a computer or network illegally but has the
intent of destroying data, stealing information, or other malicious action; 3) any illegal act
involving the use of a computer or related devices; 4) someone who uses the Internet or
network to destroy or damage computers for political reasons; 5) someone who has the same
intent as a cracker but does not have the technical skills and knowledge 6) any event or action
that could cause a loss of or damage to computer or mobile device hardware, software, data,
information, or processing capability; 7) software used by cybercriminals; 8) online or
Internet-based illegal acts such as distributing malware or committing identity theft; 9)
someone who demands payment to stop an attack on an organization’s technology
infrastructure; 10) someone hired to break into a specific computer and steal its proprietary
data and information.

5. a) Match the definitions with the following terms and terminological units; b) translate
the terms into Ukrainian.

No. Word Definition Ukrainian
equivalent
1. cyberwarfare a) | viewing private accounts, messages, | xi6epsiiina




files or resources when one has not
been given permission from the
owner to do so

script kiddie

b)

any event or action that could cause
a loss of or damage to computer or
mobile device hardware, software,
data, information, or processing
capability

computer crime

any program or file that is harmful
to a computer user and can perform
a variety of functions, including
stealing, encrypting or deleting
sensitive data, altering or hijacking
core computing functions and
monitoring users' computer activity
without their permission

crimeware

d)

stealing of personal information that
makes it possible to use someone’s
bank account, credit card etc.

breach

any illegal act involving the use of a
computer or related devices

hacker

online or Internet-based illegal acts

malicious software
(malware)

9)

an incident in which sensitive,
protected or confidential data has
potentially been viewed, stolen or
used by an individual unauthorized
to do so

software theft

h)

unauthorised duplication and/or use
of computer software

cyberterrorist

someone who uses the Internet or
network to destroy or damage
computers for political reasons

10.

unauthorized
access

)

an attack whose goal ranges from
disabling a government’s computer
network to crippling a country

11.

identity theft

software used by cybercriminals

12.

cybercrime

someone who accesses a computer
or network illegally

13.

cyberextortionist

is someone who demands payment
to stop an attack on an
organization’s technology
infrastructure

14.

system failure

someone Who accesses a computer
or network illegally with the intent
of destroying data, stealing
information, or other malicious
action

15.

digital security risk

someone Who uses prewritten




hacking and cracking programs to
break into computers and networks

16. | information theft p) | stealing a computer and/or the
associated physical equipment
directly involved in the performance
of data-processing or
communications functions

17. | cracker q) | acondition which prevents a
computer system from functioning
properly

18. | intruder r someone trying to gain secret

information on a government or a
business competitor

19. | hardware theft s) | stealing of financial and/or personal
information through the use of
computers for making its fraudulent
or other illegal use

20. | corporate spy t) a person who is not authorised to
use a computer or connect to a
network

6. Choose the correct answer.
1. According to the passage, corporate spies ...
a) are hired to break into a specific computer and steal its proprietary data.
b) demand payment to stop an attack on an organization’s technology infrastructure.
c) require a team of highly skilled individuals, millions of dollars, and several years of
planning.
d) claim that the intent of their security breaches is to improve security.
2. Someone who uses the Internet or network to destroy or damage computers for political
reasonsis ...
a) a hacker.
b) acracker.
c) ascript kiddie.
d) acyberterrorist.
3. A script kiddie is...
a) software used by cybercriminals.
b) someone who accesses a computer or network illegally.
c) someone who uses prewritten programs to break into computers and networks.
d) any program or file that is harmful to a computer user.
4. The word breach in this text is closest in meaning to
a) “an act of breaking or failing to observe a law, agreement, or code of conduct”;
b) “agap inawall, barrier, or defence, especially one made by an attacking army”;
c) “viewing, stealing or using sensitive, protected or confidential data by an individual
unauthorized to do so0”;
d) “rise and break through the surface of the water”.
5. Any illegal act involving the use of a computer or related devices generally is referred to as
a...
a) computer crime.
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b) corporate espionage.
c) malicious software.
d) cyberwarfare.
6. The word gains in the text is translated into Ukrainian as
a) TpUOYTKH.
b) 36inbmIeHHs.
C) KoedilmieHT i ACHITCHHSI.
d) ruisgo, mas.
7. The word intruder in the text is closest in meaning to
a) someone not authorised to use a computer or connect to a network.
b) a person who for some reason is not wanted or welcome.
c) someone who settles on land without right or title.
d) someone who enters the privacy or property of another without permission.
8. According to the text, organizations hire individuals previously convicted of computer
crimes
a) to expose confidential information, exploit a security flaw, or launch an attack.
b) to help identify security risks and implement safeguards.
c) to gain a competitive advantage.
d) to improve security.
9. Which is the best way to translate the following sentence:
A script kiddie has the same intent as a cracker but does not have the technical skills
and knowledge.
a) Xakep-IWIETaHT Ma€ Ti cami HaMipw, IO i 37IaMmyBad, aje HE BOJOIE€ TEXHIYHUMHU
HAaBMYKAMH 1 3HAHHSAMHU.
b) Cxpuntkigi mMae Ti cami Hamipu, IO ¥ Kpekep, ajie HE Ma€ TEXHIYHUX HABHYOK i
3HAHBb.
€) CxpunTMmaiioKk Ma€ Taki caMi iHTEHII, ki ¥ 3aloMyBad, ajie He BOJIOII€ TEXHIYHUMHU
BMIHHSIMH 1 3HAHHSM.
d) Xaxep-muiaeTaHT Ma€ TOH ke HaMip, M0 W KpeKep, aje He Mae€ TEXHIYHHX yMiHb i
3HaHb.
10. The word combination to implement safeguards in the text is translated as:
a) IMIUIEMEHTYBaTH cerdrapis.
b) 3acrocoByBaTH 3ac00M 3aXHUCTY.
C) pealti3oByBaTH 3aX0/H OE3MEKH.
d) wHamaBaT rapaHTii.

7. a) Translate the following sentences into Ukrainian. Use the dictionary if necessary.

1. A security breach is one of the earliest stages of a security attack by a malicious
intruder, such as a hacker, cracker or malicious application. 2. To gain advantage over their
competitors, many corporations hire ex-military and government agents trained as spies. 3
Hacker is a term used by some to mean "a clever programmer™ and by others, especially those
in popular media, to mean "someone who tries to break into computer systems.” 4. My co-
worker opened an unknown email containing multiple viruses, infected our data center, and
caused a large security breach in our network. 5. Due to their most recent security breach, the
company offered identity theft protection to all of their customers as a countermeasure. 6. If
an intrusion, abnormality or violation is detected, the firewall issues a notification to the
network or security administrator. 7. A cracker is someone who breaks into someone else's
computer system, often on a network; bypasses passwords or licenses in computer programs;
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or in other ways intentionally breaches computer security. 8. When a company tracks web
searches and keystrokes of employees who are using its computers, it is not breaking the law.
9. The typical script kiddy uses existing and frequently well-known and easy-to-find programs
to exploit weaknesses in other computers on the Internet — often randomly and with little
regard or perhaps even understanding of the potentially harmful consequences. 10. Hackers
view script kiddies with alarm and contempt since they do nothing to advance the "art" of
hacking but sometimes unleashing the wrath of authority on the entire hacker community.

b) Match the synonyms:

intruder easy-to-find contempt violation wrath malicious intentional breach

gap anger trespasser harmful disrespect deliberate intrusion accessible

8. a) Render the following text in English. b) Be ready to explain how script kiddies use
malware.

Xakep-nmuieTanT (CKpUITKiAi) — 1€ 4YacTo, aje He 3aBXIW, HEMOBHONITHIA Xakep,
3IMIOBMHCHHK, SIKHH BHKOPUCTOBYE CKPHIITH 200 MPOTpaMu, po3pobIIeHi OUIbII TOCBI TYeHIMU
XaKepaMy 4M 3j1aMyBadaMu. YacTo OCHOBHA MOTHBAIlisSl XaKePiB-IUJICTAHTIB JJI1 aTaku — 1Ie
MPOCTO NMPUBEPHYTH yBary OAHOMITKIB. CKPUNTKII, SIK MPAaBUIIO, HE KOPUCTYIOTHCS TIOBAroko
0OKy CIUTBHOTH XaKepiB Yepe3 BiJCYTHICTh CAMOCTIHHO HaOyTHX HAaBHYOK i 3aJIeKHICTh Bif
MOTIEPEAHBO PO3POOJICHUX TporpaM i (aimiB. YacTo BBOKAETHCS, 110 CKPUIITKII IPUPEUCH]
CTaTH XaKepaMHu-3J1aMyBadyaMH, OCKITBKU IXHE MParHeHHs 10 HaO0yTTA MaiicTepHOCTI Ta BiIau
MEPeBAXHO BUTICHSE iXHE Oa)KaHHS HABYATHCS CKJIAJHOIIAM XaKEPChKOi CIpaBU. XaKepH-
JWIICTAaHTH BUPI3alOTh Ta BCTaBISIOTH KOJW, HAIWCaHI IHIIMMHU, HE po3ymiroun abo He
OaxarouM 3pO3yMITH, 5K IIei KOJI HACIpaBIi MPAIIOE, 1 B3arai Juiine A0arTh PO T€, YUM IeH
KOl MOXeE MpHCIyKHTHCS iM. Yacrilme BOHHM 3aiiMarOThCS CKaHyBaHHAM [HTepHeTy Yy
TIONIYKaX KOMIT'IOTepa-)KEPTBH, SIKMI Ma€ MEBHY BPa3JIHBICTh, PAjLIe JJIs TOTO, 00 3HAUTH
crnoci6 3acTocyBaTH cBOT OOMeXeHi HABHYKH, a HE HAIUIUTHCh HA KOHKPETHY KOMIIAHIIO YU
caiiT 3 AKUXOCh MNpHYMH. Yepe3 BeNWKY KUIBKICTh JOCTYMHHX B IHTEpHETI mporpam,
PO3pOOIIEHNX CIIPAaBKHIMHU XaKepaMu 4M 3J1aMyBadaMH, CKPHIITKIJII MOXKYTb JIETKO 3aBIaBaTH
IIKOJH, 1HOJI MpocTo BBiBIIM [P-anpecy Ta HaTHCHYBIIM KHOMKY. BBaxkaeThcs, mo 3apa3 B
[HTEpHEeTI MOXXYTh ICHYBaTH MIJILHOHU TaKUX XaKepiB-TUIICTAHTIB.

c)* Internet Research

- Browse the free web resources to search for ‘Difference between the main types of
cybercrime and cybercriminals’. Be ready to present the results of your research in class in
the form of PowerPoint Presentation / written (oral) report / 200-250-word essay (choose the
form that suits you best).

9. Write a short summary of the text “How Should Cybercriminals Be Punished?”, p. 13
(see the scheme in the box below).

The title of the article/text is:

*The authors of the article/text are:

The article/text is dedicated to

It also touches upon the problems of : are discussed in the article/text.
The authors stress that

It should be (noted / stressed / pointed out / emphasized / mentioned) that
*The (experimental) data analysis led to the following conclusions:
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Extended Reading

(1) How Should Cybercriminals Be Punished?

A hacker received a 10-year jail sentence for selling credit card information from several
large corporations, costing one company approximately $200 million. In another case, a
hacker accessed the personal online accounts of celebrities, as well as people he knew, and
distributed revealing photos and information. He also received 10 years in jail, in part for the
emotional distress his actions caused his victims. Do these sentences seem too harsh? Some
legal experts point out that the punishment given to some hackers is not in line with crimes of
a violent nature.

In addition to the extent of the punishment, other issues surrounding cybercrime laws
include whether an action is defamation or free speech and who should be punished, the
hacker or those who were hacked. If a hacker’s actions damage the reputation of another via
libel or slander, should the hacker be prosecuted under the defamation law or be protected
under the First Amendment? A hacktivist, which is a type of hacker whose actions are
politically or socially motivated, believes his or her actions should be protected under the First
Amendment. Should companies whose systems have been breached be punished for their lax
security? The Federal Trade Commission (FTC) has fined companies whose security flaws
enabled hackers to access their systems.

Legislators have made efforts to define and prevent cybercrime, with both new laws and
the expansion of existing laws. Cybercrime laws vary between states and countries, making it
difficult to establish what is illegal.

Determining who has jurisdiction over a case can create more legal hassles. For example,
which area is responsible for determining punishment: where the victim(s) resides or where
the criminal lives?

Consider This:

1. Should hacktivism be punishable? Why or why not? 2. Should corporations be liable
for damages caused by hackers? Why or why not? 3. Should hackers receive comparable
punishment to violent criminals? Why or why not?

(2) Corporate Cyber Crime Definition

Cyber crime is the criminal enterprise of our age. In the same way that the Cold War
feared spying by enemy agents and the turn of the last century was terrified of anarchist
bombings, cyber crime has come to define what it is that we are most afraid of. Perhaps most
prominent of the varieties of these crimes is corporate cyber crime, which by some reports
costs billions of dollars every year. However, we are often very afraid of things we don’t
understand, so why don’t we take a look at what corporate cyber crime actually is.

Cyber crime is leveraging the power of the internet in order to defraud, spy on, or
otherwise violate the private systems of other individuals. Corporate cyber crime is focused
specifically on large companies and trying to gain access to their systems for a variety of
reasons. Some of those reasons include attempting to gain access to proprietary data like
formulas for products, whether it be a new medication or simply how they make Coca-Cola,
trying to access business plans and intended corporate strategies, attempting to gain personal
information about employees of the company, or trying to maliciously alter data for one
reason or another. Having access to a corporate database gives a hacker amazing amounts of
power to do incredible damage with little more than erasing a file or changing a few numbers.

Methods of Cyber Criminals
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While there are highly technical ways of gaining access to corporate systems, the most
common ways are fairly low tech in their method, if not necessarily in their execution. Since
the beginning of spying, those involved in espionage have relied primarily on their ability to
convince people who have access to sensitive information to give the spies access as well.
Modern cyber criminals do much the same thing, but they do it online and usually in exchange
for passwords. There are three primary ways in which this is accomplished.

e Security Breaches — Hackers use their social skills and charm in order to convince an
employee to simply give them the access they want. Sometimes this is just by trying to make a
friend, sometimes it involves threats or blackmail, and sometimes it comes with the promise
of rewards for the person inside. Regardless, this is merely them speaking to the right person
in the right way.

e Spear Phishing — this method involves using other forms of access to gain greater
access. A hacker who has already broken into somebody’s email can then send a message to
somebody else, pretending to be the owner, and convince them to give up sensitive
information.

o Social Media Fraud — This comes in a variety of different forms. It can be a method of
one of the above two types, or it can also mean accessing a person’s social media account,
doing research on them, and trying to determine what sorts of passwords or security keys they
might employ.

There are also a number of security holes in any operating system or connection client. In
a system that is designed to communicate to outside actors, it’s sometimes very difficult to
make sure that all of the extra access methods that creates are closed. Techniques like packet
sniffing can also be employed, where somebody can “watch” the data being transferred over a
wireless network and pick out important information.

Methods of Preventing Corporate Cyber Crime

There are a number of methods that corporations use in order to try to avoid these types of
breaches. First of all, they usually will use a Unix based system for most of their networking.
While employing this form of operating system with every computer in the company would be
even more secure, they are often difficult to use, so companies are forced to provide Windows
or Mac machines instead. They also employ cyber security teams to keep an eye out for
potential security holes.

Something that many companies have started doing is putting highly sensitive information
on closed networks with no access to the outside world so that enterprising cyber criminals
have to be physically present to access them.

More than that, though, companies are starting to require that their employees undergo
training designed to help them recognize when a hacker is trying to manipulate them into
sharing company secrets and what they should do if this happens. More than anything,
humans are the easiest piece of any security plan to exploit, so arming them with knowledge
can help to significantly reduce a hacker’s chance of getting what they want.

These types of attack don’t happen often, but it only takes one breach to be devastating.

That’s why it’s so important that companies take cyber crime seriously.
(http://www.internationalbusinessguide.org/what-is-corporate-cyber-crime/)

(3) Computer Security Ethics and Privacy
By Vincent Deguzman
Today, many people rely on computers to do homework, work, and create or store useful
information. Therefore, it's important for the information to be stored and kept properly. It's
also extremely important to protect computers from data loss, misuse and abuse. For example,
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businesses need to keep their information secure and shielded from hackers. Home users also
need to ensure their credit card numbers are secure when participating in online transactions.
A computer security risk is any action that could cause loss of information to software, data,
processing incompatibilities or damage to computer hardware.

An intentional breach in computer security is known as a computer crime, which is
slightly different from a cybercrime. A cybercrime is known as illegal acts based on the
Internet and is one of the FBI's top priorities. There are several distinct categories for people
that perpetrate cybercrimes, and they are: hacker, cracker, cyberterrorist, cyberextortionist,
unethical employee, script kiddie and corporate spy. A hacker is defined as someone who
accesses a computer or computer network unlawfully. They often claim that they do this to
find leaks in the security of a network.

The term cracker refers to someone intentionally accessing a computer or computer
network with malice in mind. They access computers with the intention of destroying or
stealing information. Both crackers and hackers have advanced network skills.

A cyberterrorist is someone who uses a computer network or the Internet to destroy
computer systems for political reasons. It’s similar to a terrorist attack because it requires
highly skilled individuals, millions of dollars to implement and years of planning. The term
cyberextortionist is someone who uses email as an offensive force. They usually send a
company a threatening email stating that they will release some confidential information,
exploit a security leak, or launch an attack that will harm a company’s network. They use
blackmail to demand a certain amount of money in exchange for not launching an attack.

An unethical employee is one who illegally accesses their company’s network for
numerous reasons. One could be the money they can get from selling top secret information,
or some may be bitter and want revenge.

A script kiddie is similar to a cracker because they might want to do harm, but often lack
the technical skills. Script kiddies tend to use prewritten hacking and cracking programs.

A corporate spy has extensive computer and networking skills and is hired to break into a
specific computer or computer network to steal, delete data and/or information. Shady
companies hire these types of people in a practice known as corporate espionage. They do this
to gain an advantage over their competition. Business and home users must do their best to
protect or safeguard their computers from security risks. [...] However, one must remember
that there is no guaranteed way of protecting your computer, so learning about your options is
important.

When you transfer information over a network it has a high security risk compared to
information transmitted in a business network because the administrators usually take
stringent measures to protect against security risks. Over the Internet the risk is much higher.
If you're not sure if your computer is secure, it's advisable to use an online security service to
check your computer for email and Internet vulnerabilities. The company will then give some
pointers on how to correct these vulnerabilities. The Computer Emergency Response Team
Coordination Center is a good resource.

The typical network attacks that puts computers at risk are: viruses, worms, spoofing,
Trojan horses and denial of service attacks. Every unprotected computer is vulnerable to a
computer virus. Once the virus is in the computer it can spread throughout, infecting other
files and potentially damaging the operating system itself.

A computer worm is a program that repeatedly copies itself and is similar to a computer
virus. However, a virus needs to attach itself to an executable file and become part of it. A
computer worm doesn’t need to do that. It copies itself, travels to other networks and eats up a
lot of bandwidth. A Trojan horse is a program that hides and seems to be a legitimate program
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but in reality is a fake. A certain action usually triggers the Trojan horse, and unlike viruses
and worms they don’t replicate. Computer viruses, worms, and Trojan horses are all classified
as malicious-logic programs. These three are the most common but there are many variations,
which are impossible to list here. You know when a virus, worm, or Trojan horse if one
infects a computer or more of the following events take place:

e Screen shots of strange messages or pictures appear.

You experience a sudden drop in memory.
Music or sound plays randomly.

Files become corrupted.

Programs or files don’t work properly.
Unknown files or programs randomly appear.
System properties fluctuate.

Computer viruses, worms, and Trojan horses deliver their payload or instructions through
four common ways:

o When an individual runs an infected program. If you regularly download data from
the Internet, you should always scan it, especially if you've downloaded executable
files.

e When an individual runs an infected program.

¢ When an individual boots a computer with an infected drive. Don't leave media files
in your computer when you shut it down.

o When a user connects an unprotected computer to a network.

Today, a common method of infection is by opening an infected file, which arrives as an
email attachment. Again, it's important to scan all incoming data. There are literally thousands
of computer malicious logic programs and new ones appear every day, so it’s important to
update your virus and spyware protection programs regularly. Whenever you start a computer,
you should have no removable media in the drives. This goes for CD, DVD, and floppy disks,
as well.

As mentioned earlier, there's no known method for completely protecting a computer or
computer network from computer viruses, worms, and Trojan horses, but people can take

several precautions to significantly reduce their chances of being infected.
(http://lwww.webreference.com/internet/security/index.html)
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Unit 2. Internet and Network Attacks

Pre-Reading activities:

Answer the guestions.

1. What is malware? Can you give examples of any software that leads to security risks?
2. What harm can this software cause to the computer system? 3. How do you protect your
computer from Internet and network attacks?

1. a) Read the texts using the dictionary. b) Translate the underlined words and word
combinations into Ukrainian (in writing). ¢) Pay attention to the terminological units in bold
type. Be sure you can give their definition in English and their Ukrainian equivalents.

Malicious Software

Information transmitted over networks has a higher degree of security risk than
information kept on an organization’s premises. In an organization, network administrators
usually take measures to protect a network from security risks. On the Internet, where no
central administrator is present, the security risk is greater. Internet and network attacks that
jeopardize security include malware, botnets, denial of service attacks, back doors, and
spoofing.

Malware, short for malicious software, consists of programs that act without a user’s
knowledge and deliberately alter the operations of computers and mobile devices. Some
malware contains characteristics in two or more classes. For example, a single threat could
contain elements of a virus, worm, and trojan horse.

The term malware was first used by computer scientist and security researcher Yisrael
Radai in 1990. However, malware existed long before this; one of the first known examples of
malware was the Creeper virus in 1971, which was created as an experiment by BBN
Technologies engineer Robert Thomas. Creeper was designed to infect mainframes on
ARPANET. While the program did not alter functions, or steal or delete data, the program
moved from one mainframe to another without permission while displaying a teletype
message that read, "I'm the creeper: Catch me if you can." Creeper was later altered by
computer scientist Ray Tomlinson, who added the ability to self-replicate to the virus and
created the first known computer worm. The concept of malware took root in the technology
industry, and examples of viruses and worms began to appear on Apple and IBM personal
computers in the early 1980s before becoming popularized following the introduction of the
World Wide Web and the commercial internet in the 1990s.

Malware can deliver its payload, or destructive event or prank, on a computer or mobile
device in a variety of ways, such as when a user opens an infected file, runs an infected
program, connects an unprotected computer or mobile device to a network, or when a certain
condition or event occurs, such as the computer’s clock changing to a specific date. A
common way that computers and mobile devices become infected with viruses and other
malware is through users opening infected email attachments.

What if you cannot remove malware? In extreme cases, in order to remove malware from
a computer or mobile device, you may need to erase, or reformat, an infected computer’s
hard drive, or reset a mobile device to its factory settings. For this reason, it is critical you
have uninfected (clean) backups of all files. Consider creating recovery media when you
purchase a new computer, and be sure to keep all installation media in the event you need to
reinstall the computer’s operating system and your apps. Seek advice from a technology
specialist before performing a format or reformat instruction on your media.
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Types of malware. There are different types of malware that contain unique traits and
characteristics. A virus is the most common type of malware, and it's defined as a malicious
program that can execute itself and spreads by infecting other programs or files. A worm is a
type of malware that can self-replicate without a host program; worms typically spread
without any human interaction or directives from the malware authors. A Trojan horse is a
malicious program that is designed to appear as a legitimate program; once activated
following installation, Trojans can execute their malicious functions. Spyware is a kind of
malware that is designed to collect information and data on users and observe their activity
without users' knowledge.

Other types of malware include functions or features designed for a specific purpose.
Ransomware, for example, is designed to infect a user's system and encrypt the data.
Cybercriminals then demand a ransom payment from the victim in exchange for decrypting
the system's data. A rootkit is a type of malware designed to obtain administrator-level access
to the victim's system. Once installed, the program gives threat actors root or privileged access
to the system. A backdoor virus or remote access Trojan (RAT) is a malicious program that
secretly creates a backdoor into an infected system that allows threat actors to remote access it
without alerting the user or the system's security programs.

2. Translate the following word combinations.

a) into Ukrainian:

1) to infect a user's system and encrypt the data; 2) without alerting the user or the
system's security programs; 3) the computer’s clock changing to a specific date; 4) to move
from one mainframe to another without permission; 5) opening infected email attachments; 6)
privileged access to the system; 7) the ability to self-replicate; 8) to execute itself and spread
by infecting other programs or files; 9) to be designed to appear as a legitimate program; 10)
to collect information and data on users and observe their activity without users' knowledge.

b) into English:

1) ¢yHkiii Ta BIACTHBOCTI, PO3pOOJICHI I OCOOMMBOI METH; 2) CHOCTEpiraTté 3a
JISUTBHICTIO KOpHCTyBaya 0e3 Horo Bigoma; 3) IEpEeBCTAHOBHTH OIEpPAIliiHy CHCTEMY
KOMIT'foTepa 1 BCl Jnopatku; 4) ojepaTtd JOCTYN Ha PIBHI aJMiHICTpaTopa 10 CHCTEMH
KepTBH; 5) BKMBATH 3axOJiB ISl 3aXUCTy Mepexi; 6) BUMaraTtd BHUIUIATH BHKYIy 3a
posimbpyBanHs iHGOpMAIlii; 7) HagaTH 3JI0OBMUCHUKY BiJUIaJIeHHH IOCTYIl 0 CHCTEMH; 8)
mikiguBe [13 31 3natHicTiO 10 camoBiaTBopeHHs; 9) 30upatu iHOopMalliro PO KOPUCTYBaua;
10) 3BepraTHCs 3a MOPaI0I0 10 (axiBIIs.

3. Choose from the box the appropriate Ukrainian equivalents of the following words and
word combinations.

migaaBatd HeOesmeri; mkignuee [13; BuTiBka; mmuryHcbke [13; «4yopHHE Xim»/ma3iBka;
TPOSHCHKHMH KiHb; iMiTalisl 3’€HaHHS, 4YepB’sK, MporpaMa-BHUMaray; camoOBiATBOPIOBAHHIA,
pe3epBHa  KOIis;, ILEHTPAIbHUM Mpomecop (CepBep/TOJIOBHUM  KOMIT'IOTEp);  Bipyc,
BCTAHOBJIIOBAJIbHI HOCIT; 30M0Oi-Mepexka; mporpama-npuxoByBad BTOPTHEHHS (PYTKIT); araka
Ul TIOPYLIEHHS HOPMalbHOro OOCIyroByBaHHS KOPHCTYBadiB, IporpaMa TOJOBHOI'O
polecopa; BKa3iBKa/iIHCTPYKIIs, JuKepeso (BUKOHABELb) 3arpo3u

malware

botnet

denial of service attack

W N

back door
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5. spoofing

6. virus

7. worm

8. | trojan horse
9. | jeopardize
10. | prank

11. | backup

12. | spyware

13. | ransomware
14. | rootkit

15. | installation media

16. | self-replicate

17. | directive

18. | mainframe

19. | threat actor

20. | host program

4. What do we call:

1) a kind of malware that is designed to collect information and data on users and observe
their activity without users' knowledge; 2) a program designed to breach the security of a
computer system while ostensibly performing some innocuous function; 3) a type of malware
that can self-replicate without a host program without human interaction ; 4) controls of a
computer hardware or software (or of a device, equipment, or machine) as preset by its
manufacturer ; 5) a malicious program that can execute itself and spreads by infecting other
programs or files 6) malware designed to infect a user's system, encrypt the data and then
demand a ransom payment from the victim in exchange for decrypting them; 7) a collection of
compromised computers often referred to as "zombies" infected with malware that allows an
attacker to control them; 8) a type of malware designed to obtain administrator-level access to
the victim's system; 9) a malicious program that secretly creates an access into an infected
system without alerting the user or the system's security programs; 10) programs that act
without a user’s knowledge and deliberately alter the operations of computers and mobile
devices.

5. a) Match the definitions with the following terms and terminological units; b) translate
the terms into Ukrainian.

1. | Virus a) | A program that hides within or looks like a legitimate
program. Unlike a virus or worm, a trojan horse does
not replicate itself to other computers or devices.

2. | Worm b) | A program that hides in a computer or mobile device
and allows someone from a remote location to take
full control of the computer or device.

3. | Trojan horse c) | A program placed on a computer or mobile device
without the user’s knowledge that secretly collects
information about the user and then communicates the
information it collects to some outside source while
the user is online.

4. | Rootkit d) | A program that copies itself repeatedly, for example
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in memory or on a network, using up resources and
possibly shutting down the computer, device, or
network.

5. | Adware e) | A potentially damaging program that affects, or
infects, a computer or mobile device negatively by
altering the way the computer or device works
without the user’s knowledge or permission.

6. | Spyware f) | A program that displays an online advertisement in a
banner, pop-up window, or pop-under window on
webpages, email messages, or other Internet services.

6. Choose the correct answer.
1. According to the passage, a virus is...
a) akind of malware that is designed to secretly collect information and data on users.
b) akind of malware to infect mainframes on ARPANET.
c) a malicious program that can execute itself and spreads by infecting other programs
or files.
d) s atype of malware that can self-replicate without a host program.
2. A type of malware designed to obtain administrator-level access to the victim's system
1S ...
a) a Troyan horse.
b) arootkit.
c) aprank.
d) aransomware.
3. A script backdoor is...
a) aransom payment from the victim in exchange for decrypting the system's data.
b) malware that typically spread without any human interaction or directives from the
malware authors.
c) a malicious program that once activated following installation, can execute its
malicious functions.
d) a malicious program that secretly creates an access to an infected system that allows
threat actors to remote access it without alerting the user or the system's security
programs.
4. The word backup in this text is closest in meaning to
a) “acopy or duplicate version, especially of a file, program, or entire computer system,
retained for use in the event that the original is in some way rendered unusable.”
b) “a person, plan, device, etc., kept in reserve to serve as a substitute, if needed.”
c) “anoverflow or accumulation due to stoppage, malfunctioning, etc.”
d) “aball that curves in a direction corresponding to the bowling hand of the bowler”.
5. Any programs that act without a user’s knowledge and deliberately alter the operations of
computers and mobile devices is referred to as a ...
a) spyware
b) ransomware
c) malicious software
d) cyberwarfare.
6. The word prank in the text is translated into Ukrainian as
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a) mpuOyTKH
b) BuriBka, 31muit KapT
C) BUKYI
d) pe3epBHa Koris.
7. The word threat actor in the text is closest in meaning to
a) someone partially or wholly responsible for an incident that can impact an
organization's security.
b) a person who for some reason is not wanted or welcome.
¢) indication of impending danger or harm.
d) aperson or thing that is regarded as dangerous or likely to inflict pain or misery.
8. According to the text, the Creeper virus
a) was created as an experiment to infect mainframes on ARPANET.
b) to help identify security risks and implement safeguards on ARPANET.
c) execute itself and spreads by infecting other programs.
d) to remote access without alerting the system's security programs.
9. Which is the best way to translate the following sentence:
In an organization, network administrators usually take measures to protect a network
from security risks.
a) B opramizamii Mepeka aaMiHICTPaTOPIiB BXKHMBa€ 3aXOMdiB IJIS 3aXHUCTy Mepexi Bin
PH3UKiB Oe3MeKu.
b) B oprauizamii aaMiHicTpaTOpu MepeXk MPUIMAIOTh MipH 1100 3aXMCTHTH MEPEKi BiJl
OC3ITeKH PHU3HKIB.
C) B opranizamii MepexeBi aaMiHICTpaTOpH 3a3BHYail BXHMBAIOTh 3aXOiB Ul 3aXUCTY
MEpPEexKi BiJ] pU3UKIB OC3MEKH.
d) 3a3Buuyaii B oprasizailii Mepexi BiJ pU3HKiB OC3MEKH BXUBAIOTH 3aXO/IB JUIS 3aXUCTY
MEpEKEBUX aMiHICTpaTOPIB.
10. The word combination to demand a ransom payment in the text is translated as:
a) BMMaraTH CIUIaTH 3a BUKYNIOM D) BUMaratu 3aruiaTuTv BUKyH C) BUMaraTé BUKYII
omwtati d) BUKYyIIUTH IUIATy 32 BUMOT'Y.

7. a) Translate the following sentences:

- into Ukrainian.

1. The system is an in-house tool that aggregates and analyses threat intelligence
information from a number of sources in order to detect and mitigate the impact of infected
computers or local websites. 2. A threat analysis derived from intelligence on these networks
leads to proposals for combating such cyberterrorism. 3 You must not load or transmit
through the site any computer virus or anything designed to interrupt or disrupt the proper
operation of the site. 4. Such events, as a rule, may occur as a consequence of a computer
virus working or a careless handling of some programs. 5. One of the fundamental differences
between a Trojan and a virus is that a virus on your computer executes autonomously,
whereas a Trojan horse is constructed to be used directly by a remote intruder. 6. The
materials accessible through this website will be free of bugs, viruses, worms, cancelbots,
trojan horses or other harmful components. 7. Many organizations had not applied the
required patch to protect against the MSBLAST worm when it struck corporate networks all
over the world. 8. Additionally, mobile devices allow a new pathway into the network
environment for hackers, as these can be compromised to allow a backdoor around security
mechanisms. 9. Rootkit Hunter scans systems for known and unknown rootkits, backdoors,
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sniffers and exploits. 10. A ransomware is a kind of malware that withholds some digital
assets from victims and asks for payment for the assets’ release.

- into English

1. Jlna 3axucTy Bim MepexkeBUX arak minminu I[P aapec ycepemuni JOKalbHOI Mepexi,
MOJKHA JIOJIATH CTATUYHI 3amucy B Tabnuio. 2. 30MOi-Mepexi, K MPaBUIIO, TAKOXK MOXKYTh
aTaKyBaTH CEPBEPU: BIAMPABIAIOYM YHCIEHHI 3allUTH Ha cepBep 3 0aratboX 3apaKeHHX
kimienTiB. 3. Hami cucteMHi agMiHicTpaTOpH HIYKaTHUMYTh MOTPiOHI pe3epBHI KOMii JaHUX,
CKOMIIOIOTH 1 HAJIAIITYIOTh CepBep AJISI Bac a00 3pOOIIATH Pe3epBHUMA (paill MOCTYITHUM IS
Bac. 4. [Iporpama-BumMarad — 1ie THIT IIKiJUTMBOTO TPOTPAMHOTO 3a0e3MeueHHs], IKHii 00Mexye
JOCTYI 0 KOMIT'FOTEpHOI CUCTEMHU, SIKY BiH 3apakae, i BUMarae cIulaTd BUKYITy ii TBOpIIIO,
Uil Toro, mobu 3HiITH oOMexkeHHsA. 5. lllykaiiTe yHiBepcanbHe OaraTorpaHHe MporpaMHe
3abe3neyenns as 11K, sike 3aXxucTuTh Bac Bif BipyciB, MpOrpaM-IIIUTyHiB, pexiamHoro I13,
XaKepiB, HeOaXKaHWX TOBIOMIICHb €JIEKTPOHHOI MOINTH, (BIIMHTY Ta KPaAiKKH OCOOHUCTHX
nanux. 6. Ilicist m3BiHKA Baul Ipyr OTPUMAaE IOBIMOMIICHHS 3 HAIIOrO CaiTy, 110 Iie OyB
NPOCTO HEBMHHMH JXKapT. /. B OHOBIEHOMY BHITyCKy NMPOTpaMd MH BHUIIPABWIN HOMHIKY,
3HaWJIeHy B TIOTEpeaHild Bepcii mporpamMHOro 3adesnedeHHs. 8. LmuryHceki mporpamu B
OCHOBHOMY BHKOPHCTOBYIOThCsl [T-KOpmopanisimu A1t MapkeTHHToBUX 1inei. 9. Kpim Toro,
BBKAIOTh EKCIIEPTH, 3apa3 Modanacs HOBa epa B icTOpii MOOLIBHOTO 3IOBMHCHOTO
MPOrPaMHOT0 3a0e3Me4eHHs, KOJIM CMapTHOHU CTAIOTh 00 €KTaMHU HIMUTYHCHKHX aTak, Tak
camo sK 1 3BuuaiiHi komm'orepu. 10. ['moGanmpHa emigeMiss KOMITIOTEpHHX BIpycCiB
MopyIyBajia poOOTy IIIOBUX Ta CIOXHBYUX MEPEK MPOTATOM OCTaHHIX JABOX JNECATHIIITH; 1
JaITi TIEPiOAMYHO 3’ SABISIOTHCS OCOOIMBO 3JIOBMHCHI HOBI «4EpPBW» Ta 1HIII BipyCH.

b) Translate the following terms (consult a dictionary). *Define their meaning.
cancelbot
bug
patch
sniffer
exploit
adware
phishing
botnet
spoofing
threat intelligence

8. a) Read and translate the Information file below (use the dictionary if needed).

b)* Be ready to categorize threat actors, explain the difference between them and the
way they use malware.

Information file

A threat actor, also called a malicious actor, is an entity that is partially or wholly
responsible for an incident that impacts — or has the potential to impact — an organization's
security.

In threat intelligence*, actors are generally categorized as external, internal or partner.
With external threat actors, no trust or privilege previously exists, while with internal or
partner actors, some level of trust or privilege has previously existed. The actor may be an
individual or an organization; the incident could be intentional or accidental and its purpose
malicious or benign.

External actors are the primary concern of threat intelligence services not only because
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they are the most common, but also because they tend to be the most severe in terms of
negative impact. Such threat actors are sometimes categorized as either being commaodity or
advanced. A commodity threat actor launches a broad-based attack hoping to hit as many
targets as possible, while an advanced threat actor targets an organization, often seeking to
implement an advanced persistent threat (APT) in order to gain network access and remain
undetected for a long time, stealing data at will.

Another type of external threat actor is the so-called hacktivist. Hacktivist groups such as
Anonymous use many of the same tools employed by financially-motivated cybercriminals to
detect website vulnerabilities and gain unauthorized access or carry out distributed denial-of-
service (DDoS) attacks. The motivation of most hacktivists is to gain access to sensitive
information that will negatively impact the reputation of an individual, a brand, a company or
a government.

* cyKynHicTh npouecis 360py, ananizy indopmanii npo KiGep3arposu

c)* Internet Research

- Browse the free web resources to search for:

‘The most disastrous cyber attacks in the world: their reasons and consequences’.

‘What are the latest malware threats?’ (Search for: malware news).

- Analyze the information you found and be ready to present the results of your research
in class in the form of PowerPoint Presentation / written (oral) report / 200-250-word essay
(choose the form that suits you best).

9.* a) Read the following to learn about how to determine if an email message has been
spoofed.
Information file

Determine if an email message has been spoofed

Spoofed email messages appear to originate from one source, but in reality originate from
another source. Spoofed email messages are often sent by nefarious people attempting to
obtain personal information. For example, an email message appearing to be sent from a
reputable source, such as your financial institution, may ask you to reply with personal
information, such as a password, Social Security number, or account number. If you reply,
you will be sending personal information to an unknown third party that could use the
information to steal your identity, make unauthorized purchases, and more. The following
steps describe some ways to determine if an email message has been spoofed.

*» The email message requests personal information, such as account numbers, passwords,
Social Security numbers, and credit card humbers.

* The email message contains spelling and/or grammatical errors.

* The email message encourages you to tap or click a link that takes you to another
website.

* The header in the email message contains a different domain in the MessagelD than the
domain of the supposed sender.
* The “From” and “Reply-To” email addresses do not match. If you ever are unsure of
whether an email message was spoofed, contact the supposed sender either via phone or a new
email message (do not reply to the original email message) to verify the authenticity of the
message.

b) Consider This:
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Have you ever received a spoofed email message? Did you know it was spoofed? What
steps did you take?

10. Write a short summary of the text ‘Play It Safe to Avoid Online Gaming Risks’, p. 24
(see the scheme in ex.10, Unit 1).

Extended Reading

(1) Play It Safe to Avoid Online Gaming Risks

Gamers often understand general security issues regarding online behavior, but they may
not be aware of a different set of technology and social risks they may encounter as they
interact in the online world. Anyone experiencing the joys of playing games online or playing
games with others through online services should realize that thieves and hackers lurking
behind the scenes may take advantage of security holes and vulnerabilities that can turn a
gaming session into a nightmare.

Viruses, worms, and malware can be hidden in downloaded game files, mobile apps,
email message attachments, and messaging software. In addition, messages on online social
networks may encourage gamers to visit fraudulent websites filled with malware. If the game
requires a connection to the Internet, then any computer connected to the game’s server is
subject to security cyberthreats.

Thieves can take control of a remote computer that does not have a high level of security
protection and use it to control other computers, or they could break into the computer and
install malware to discover personal information.

Malicious users know that the gaming community uses social media intensely, so they
also create accounts and attempt to mislead uninformed users into revealing personal
information. The thieves may claim to have software updates and free games, when they
really are luring users to bogus websites that ask users to set up profiles and accounts.

Gamers should follow these practices to increase their security:

*» Before downloading any software or apps, including patches to games, or disclosing any
private details, check the developer to be certain the website or the person making the request
is legitimate.

* Read the permissions notices to learn what information is being requested or being
collected. Avoid games requiring passwords to be saved to an online account on a
smartphone.

* Exercise extreme caution if the game requires ActiveX or JavaScript to be enabled or if
it must be played in administrator mode.

» Use a firewall and make exceptions to allow only trusted individuals to access your
computer or mobile device when playing multiplayer online games.

* Do not share personal information with other gamers whom you meet online.

Consider This:
Have you played online games or downloaded gaming apps and followed the advice listed here?
How will you change your gaming behavior now that you are aware of specific security threats?

(2)
A botnet, or zombie army, is a group of compromised computers or mobile devices
connected to a network, such as the Internet, that are used to attack other networks, usually for
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nefarious purposes. A compromised computer or device, known as a zombie, is one whose
owner is unaware the computer or device is being controlled remotely by an outsider.

A bot is a program that performs a repetitive task on a network. Cybercriminals install
malicious bots on unprotected computers and devices to create a botnet. The perpetrator then
uses the botnet to send spam via email, spread viruses and other malware, or commit a
distributed denial of service attack.

How can you tell if your computer or mobile device is functioning as a zombie? Your
computer or mobile device may be a zombie if you notice an unusually high drive activity, a
slower than normal Internet connection, or connected devices becoming increasingly
unresponsive. The chances of your computer or devices becoming part of a botnet greatly
increase if your devices are not protected by an effective firewall.

A denial of service attack (DoS attack) is an assault whose purpose is to disrupt
computer access to an Internet service, such as the web or email. Perpetrators carry out a DoS
attack in a variety of ways. For example, they may use an unsuspecting computer to send an
influx of confusing data messages or useless traffic to a computer network. The victim
computer network slows down considerably and eventually becomes unresponsive or
unavailable, blocking legitimate visitors from accessing the network.

A more devastating type of DoS attack is the distributed DoS attack (DDoS attack) in
which a zombie army is used to attack computers or computer networks. DDoS attacks have
been able to stop operations temporarily at numerous websites, including powerhouses such as
Yahoo!, eBay, Amazon.com, and CNN.com.

The damage caused by a DoS or DDoS attack usually is extensive. During the outage,
retailers lose sales from customers, news websites and search engines lose revenue from
advertisers, and time-sensitive information may be delayed. Repeated attacks could tarnish
reputations, causing even greater losses.

Why would someone execute a Dos or DDoS attack? Perpetrators have a variety of
motives for executing a DoS or DDoS attack. Hactivists, or those who disagree with the
beliefs or actions of a particular organization, claim political anger motivates their attacks.
Some perpetrators use the attack as a vehicle for extortion. Others simply want the
recognition, even though it is negative.

A back door is a program or set of instructions in a program that allows users to bypass
security controls when accessing a program, computer, or network. Once perpetrators gain
access to unsecure computers, they often install a back door or modify an existing program to
include a back door, which allows them to continue to access the computer remotely without
the user’s knowledge. A rootkit can be a back door. Some worms leave back doors, which
have been used to spread other worms or to distribute spam from the unsuspecting victim
computers.

Programmers often build back doors into programs during system development. These back
doors save development time because the programmer can bypass security controls while writing
and testing programs. Similarly, a computer repair technician may install a back door while
troubleshooting problems on a computer. If a programmer or computer repair technician fails to
remove a back door, a perpetrator could use the back door to gain entry to a computer or network.

Spoofing is a technique intruders use to make their network or Internet transmission
appear legitimate to a victim computer or network. Two common types of spoofing schemes
are IP and email spoofing.

+ IP spoofing occurs when an intruder computer fools a network into believing its IP
address is associated with a trusted source. Perpetrators of IP spoofing trick their victims into
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interacting with the phony website. For example, the victim may provide confidential
information or download files containing viruses, worms, or other malware.

» Email spoofing occurs when the sender’s address or other components of an email
header are altered so that it appears that the email message originated from a different sender.
Email spoofing commonly is used in virus hoaxes, spam, and phishing scams.
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Unit 3. Antivirus Programs

Pre-Reading activities:

1. What precautions do you take to prevent viruses and other malware from infecting your
computer? 2. What new steps will you take to attempt to protect your computer? 3. Which
programs on your computer should have access to the Internet? Which programs should not?

1. a) Read the texts using the dictionary; b) translate the underlined words and word
combinations into Ukrainian (in writing); c) pay attention to the terminological units in bold
type. Be sure you can give their definition in English and their Ukrainian equivalents.

(1) Protection from Viruses and Other Malware

In addition to protecting against viruses and other malware, many antivirus programs also
include protection from DoS and DDoS attacks. It is impossible to ensure a virus or malware
never will attack a computer, but you can take several steps to protect your computer.

» Use virus protection software. Install a reputable antivirus program and then scan the
entire computer to be certain it is free of viruses and other malware. Update the antivirus
program and the virus signatures, i.e. known specific patterns of viruses, regularly.

* Use a firewall. Set up a hardware firewall or install a software firewall that protects your
network’s resources from outside intrusions.

» Be suspicious of all unsolicited email and text messages. Never open an email message
unless you are expecting it, and it is from a trusted source. When in doubt, ask the sender to
confirm the message is legitimate before you open it. Be especially cautious when deciding
whether to tap or click links in email and text messages or to open attachments.

» Disconnect your computer from the Internet. If you do not need Internet access,
disconnect the computer from the Internet. Some security experts recommend disconnecting
from the computer network before opening email attachments.

» Download software with caution. Download programs or apps only from websites you
trust, especially those with music and video sharing software.

» Close spyware windows. If you suspect a pop-up or pop-under window may be
spyware, close the window. Never tap or click an Agree or OK button in a suspicious window.

» Before using any removable media, scan it for malware. Follow this procedure even for
shrink-wrapped software from major developers. Some commercial software has been
infected and distributed to unsuspecting users. Never start a computer with removable media
inserted in the computer unless you are certain the media are uninfected.

« Keep current. Install the latest updates for your computer software. Stay informed about
new virus alerts and virus hoaxes.

* Back up regularly. In the event your computer becomes unusable due to a virus attack or
other malware, you will be able to restore operations if you have a clean (uninfected) backup.

How can you determine if your computer or mobile device is vulnerable to an Internet or
network attack? You could use an online security service, which is a web app that evaluates
your computer or mobile device to check for Internet and email vulnerabilities. The online
security service then provides recommendations of how to address the vulnerabilities.

(2) Firewalls

A firewall is hardware and/or software that protects a network’s resources from intrusion
by users on another network, such as the Internet. All networked and online users should
implement a firewall solution.

Organizations use firewalls to protect network resources from outsiders and to restrict
employees’ access to sensitive data, such as payroll or personnel records. They can implement
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a firewall solution themselves or outsource their needs to a company specializing in providing
firewall protection.

Large organizations often route all their communications through a proxy server, which
typically is a component of the firewall. A proxy server is a server outside the organization’s
network that controls which communications pass in and out of the organization’s network.
That is, a proxy server carefully screens all incoming and outgoing messages. Proxy servers
use a variety of screening techniques. Some check the domain name or IP address of the
message for legitimacy. Others require that the messages have digital signatures.

Home and small/home office users often protect their computers with a personal firewall.
A personal firewall is a software firewall that detects and protects a personal computer and
its data from unauthorized intrusions. Personal firewalls constantly monitor all transmissions
to and from the computer and may inform a user of any attempted intrusions. Both Windows
and Mac operating systems include firewall capabilities, including monitoring Internet traffic
to and from installed applications.

Some small/home office users purchase a hardware firewall, such as a router or other
device that has a built-in firewall, in addition to or instead of a personal firewall. Hardware
firewalls stop malicious intrusions before they attempt to affect your computer or network.

2. a) Read and translate the following chains of related words. Determine what part of
speech they belong to.

1) intrude — intruder — intrusion — intrusive; 2) outsource — outsourcer — outsourced —
outsourcing; 3) route — router — routed; 4) suspect — suspected — unsuspecting — suspicion —
suspicious; 5) connect — connection — connector — connective — unconnected — disconnect; 6)
use — user — usage — usable — unusable 7) infect — infection — infected — uninfected; 8) repute —
reputation — reputed — reputedly — reputable; 9) capable — incapable — capability; 10) attach —
attached — attachment.

b) Match the words and their synonyms.

1. | uninfected a) | reliable

2. | reputable b) | to safeguard
3. | toscan c) | legal

4. | to determine d) | torenew

5. | to protect e) | unsanctioned
6. | legitimate f) | to specify

7. | to restore g) | toharm

8. | to implement h) | to perform

9. | unauthorized i) | clean

10. | to affect j) | to examine

3. Translate the following word combinations.

a) into Ukrainian:

1) to monitor all transmissions to and from the computer; 2) to be certain the computer is
free of viruses and other malware; 3) to implement a firewall solution; 4) how to address the
vulnerabilities; 5) to inform a user of any attempted intrusions; 6) a web app that evaluates
your computer or mobile device; 7) to screen all incoming and outgoing messages; 8) to
become unusable due to a virus attack; 9) to scan removable media for malware; 10) to restrict
employees’ access to sensitive data.

b) into English:
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1) amaparni OpaHaMayepy 3yMUHSAIOTH IIKIITABI BTOPTHEHHS; 2) MEPEBIPATH iM'S JOMEHY
abo IP-anpecy; 3) HamaBaTH pexoMeH[allii; 4) KOHTPOJIIOBATH, SIKi 3’€HAHHS MPOXOSTH Y
MepesKi oprasizallii Ta BUXOAATH 3 HEl; 5) MaTH YKCTY pe3epBHY KOIIil0; 6) BITHOBUTH poOOTY
CHCTEMH; 7) 3aXHINATH KOMIT IOTEp BiJl HECAHKIIOHOBAHOTO BTOPTHEHHS; 8) poOUTH cripobu
BIUIMHYTH Ha poOOTY KOMIT'foTepa 4u Mepexi; 9) oOMexyBaTH JAOCTYI A0 KOH(DIACHIIHHUX
nanux; 10) mpuctpiii, o Mae BOymoBaHuii OpaHaMayep.

4. Give the appropriate Ukrainian equivalents of the following words and word
combinations (in writing).

virus protection software

virus signature

proxy server

pop-up/ pop-under window

shrink-wrapped software

intrusion

virus alert

1
2
3
4.
5.
6
7
8

vulnerable

9 online security service

10. | virus hoax

11. | legitimacy

12. | router

13. | removable media

14. | outsource

15. | unsolicited email

16. | self-replicate

17. | directive

18. | mainframe

19. | threat actor

20. | host program

5. What do we call:

1) a software firewall that detects and protects a personal computer and its data from
unauthorized intrusions; 2) a server outside the network that controls which communications
pass in and out of the network; 3) a numerical label assigned to each device connected to a
computer network that uses the Internet Protocol for communication; 4) a new window that
opens quickly on a computer screen in front of what you are working on; 5) a piece of
electronic equipment that connects computer networks to each other, and sends information
between networks; 6) a computer program that can make copies of itself and is intended to
prevent the computer from working normally; 7) to purchase (goods) or subcontract (services)
from an outside supplier or source; 8) to observe, check, keep under systematic review the
progress or quality of (something) over a period of time; 9) the low-level software that
supports a computer's basic functions, such as scheduling tasks and controlling peripherals;
10) a flaw in a computer system that can leave it open to attack.

6. a) Match the definitions with the following terms and terminological units.

1. virus signature a) | the part of a network address which identifies it as
belonging to a particular domain
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2. pop-up window

b)

an additional window, usually an advertisement,
that is under a Web browser's main or current
window and appears when a user tries to exit

3. domain name

c)

a piece of equipment which allows access to other
computers or networks, for example the Internet

4, firewall

d)

make (something) more modern or up to date

o

pop-under window

e)

a browser window appearing without having been
requested, esp. for the purpose of advertising

6. digital signature

f)

a message warning the recipients of a non-existent
computer virus threat. The message is usually a
chain e-mail that tells the recipients to forward it to
everyone they know

7. router

9)

commercial, off-the-shelf software sold in retail, in
contrast to the specially-developed (unique)
software written by a firm's own or contracted
programmers

8. to update

h)

a digital code (generated and authenticated by
public key encryption) that is attached to an
electronically transmitted document to verify its
contents and the sender's identity

9. virus hoax

a distinctive pattern or characteristic feature of
malicious software/virus

10. | shrink-wrapped software

a part of a computer system or network which is
designed to block unauthorized access while
permitting outward communication

7. Choose the correct answer.
1. According to the passage, a personal firewall is ...
a) a software that detects and protects a personal computer and its data from

unauthorized intrusions.

b) ahardware firewall, such as a router or other device.
c) amalicious program that can execute itself and spreads by infecting other programs or files.
d) a server outside the organization’s network that controls which communications pass
in and out of the organization’s network.

2. Hardware and/or software that protects a network’s resources from intrusion by users
on another network, such as the Internet is ...

a) adomain name.
b) arouter.
c) afirewall.
d) apop-up window.
3. Organizations use firewalls ...

a) to carefully screen all incoming and outgoing messages.
b) to protect network resources from outsiders and to restrict employees’ access to

sensitive data.

c) to start a computer with removable media inserted in the computer.
d) to recommend disconnecting from the computer network before opening email

attachments.

4. The word legitimacy in this text is closest in meaning to
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a) “conformity to the law or to rules.”
b) “ability to be defended with logic or justification.”
c) “validity.”
d) “honesty”.
5. A web app that evaluates your computer or mobile device to check for Internet and email
vulnerabilities is referred to as ...
a) an online security service.
b) a proxy-server.
c) abackup.
d) ashrink-wrapped software.
6. The word transmission in the text is translated into Ukrainian as
a) Tmepenauva.
b) mepecuika.
C) xopoOka mepeaay.
d) TpancMmicis.
7. The word signature in the text is closest in meaning to
a) aperson's name written in a distinctive way as a form of identification.
b) adistinctive pattern by which a certain malware can be identified.
c) the part of a medical prescription that gives instructions about the use of the medicine
or drug prescribed.
d) the action of signing a document.
8. According to the text, personal firewalls
a) restore operations if you have an uninfected backup.
b) carefully screen all incoming and outgoing messages.
c) constantly monitor all transmissions to and from the computer and may inform a user
of any attempted intrusions.
d) ask the sender to confirm the message is legitimate before you open it.
9. Which is the best way to translate the following sentence:
Hardware firewalls stop malicious intrusions before they attempt to affect your
computer or network.
a) AmnaparHi OpaHaMmayepu 3yNMUHSIOTh UIKI[UIMBI TPOHUKHEHHS, MHEpII HDX BOHU
HaMararOTbC4 MMOTraHO BIVIMHYTHU Ha Balll KOMH'}OTep abo MCPCKY.
b) AmaparHi OpaHamayepd 3yNHHSIOTH 3JOBMHCHI BTOPIHEHHS, NEpII HIK BOHHU
3MIHCHATE CIIPOOY 3aIIKOUTH BalllOMy KOMIT'IOTEpY a00 Mepexi.
C) XapaBepHi GaepBoiH 3yNMHUHSIOTH 3JI0CTHBI BTOPTHEHHSI, 710 TOTO SIK BOHU CIIPOOYIOTh
Bpa3uTH Ha Balll KOMITTOTEP a00 MEPEKy.
d) AmnapatHi MDKMEpEeKeBi eKpaHHW 3YMHHSIOTH IIKIJJIMBI BTPYYaHHS, MEPII HiXX BOHU
CcrpoOyIOTh BIUIMHYTH Ha Ball KOMI'IOTep a00 Mepexy.
10. The word combination removable media in the text is translated as:
a) TmepecyBHi 3ac00M MacoBoi iH(popMalrii.
b) pyxomi cepenosumia.
C) 3HIMHI CepeIOBHIIIA.
d) 3HimHI HOCIi iHpopMmaii.

8. a) Render the following:
- in Ukrainian.
You probably don't actually need anyone to tell you just how important it is these days to
download the best antivirus software possible for your computer and mobile devices.
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Protecting yourself and ensuring that your laptop is virus free is possibly even more
crucial in 2018 than ever before, owing to how much information we now store online.
Cybercriminials and the viruses, malware, Trojan Horses and phishing scams they try to con
us with aren't going anywhere soon — that's why it is extremely important for you to get the
best antivirus in the world.

Hackers are always coming up with new ways to gain access to your PC and other internet
enabled devices (with your mobile phone and tablet included). Luckily the best antivirus
companies are constantly updating their security software packages. We're already starting to
see their 2019 packages come to market, with user experience tweaks and the latest protection
against phishing scams, ransomware and all other types of viruses and malware.

You want to make sure you get a complete suite of security tools that the best antivirus
software can provide. If you’re looking for all-round protection against the latest cyber
threats, then investing in the best antivirus download is the best solution you can hope for in
2018. That doesn't mean you have to start spending big money either, as our guide also gives
you the best available prices for your PC's protection.

- in English*:

[Mopsin 31 3pocTaHHSAM KiOEP3TOYMHHOCTI Ta OOCSATOM 30MTKIB 3a pe3ysbTaTaMHu arak,
BiI0OYBa€ThCSl BIOCKOHAJICHHS 1 PO3poOKa HOBHX «Oi3Hec-mojenei» kibep3noumHiB. Kpim
TOT0, TIOCTIHO CTUPAIOTHCS KOPAOHU B KiOEpIPOCTOpi, M0 TO3BOJISE 3TOBMUCHUKAM JIETIIIE
MacIITadyBaTH CBOI aTaku.

Hanpuxman, Ttakmii BuAg kibepaTak, SK TOMMPEHHS Bipycy-IIU(pyBaIbHUAKA
(Ransomware), 10 OCTaHHBOTO 4YacCy BBaXXaBCA OJHIED 3 HaHCepHO3HIMNX 3arpo3
KibepOe3nekn y CBiTi, BIH JO3BOJSE 3IOBMHUCHHKAM BHMAaraTH BeJIUYE3Hi CyMH Tpoulei 3
KOMIaHiH, siki Oynu 3apakeHi nuM Bipycom. CyTh Ransomware mosnsirae B TOMy, IO L€
mikianuse nporpaMue 3adesneuyenss (I113) mix yac npoHUKHEHHS 10 cucTeMu mudpye naHi Ta
OJIOKye€ X, THM CaMUM BUMaradi OTpUMYIOTh TIPEAMET TOPTY 1 CYTTEBI apryMEeHTH Ha KOPUCTh
BUIUIATH M HeoOximHoi cymu. HaBiTh Oinblie, ctamu 3'sBisTucs crenianbHi RaaS-cepsicu,
SKi MPOTIOHYIOTh KPINTOOJIOKEpH ISl CKadyBaHHS 3 MPUXOBAHOTO BeO-cepBepa, IOCTYIHI
OyIb-sikoMy OakarouoMy, JIJIsl OTPUMaHHS JIOXO/AY BiJl BUMaradb y KPUIITOBAIIOTI.

b) Consider this:

Do you use free antivirus software for your PC’s protection or do you pay for it? Does
free software provide a complete protection against the latest cybersecurity threats? Do you
trust your free antivirus software? Are you ready to invest in your PC’s protection?

8. a) Read the Information file below (use the dictionary if needed).
b) Be ready to explain which programs on your computer should have access to the Internet
and which programs should not. Motivate your answer.

Information file

Set Up a Personal Firewall

A personal firewall is a program that helps protect your computer from unauthorized
access by blocking certain types of communications. For example, if somebody knows the IP
address of your computer and attempts to access it using a browser or other program, the
personal firewall can be configured to deny the incoming connection. The following steps
describe how to set up a personal firewall.

1. Locate and purchase a personal firewall. You can purchase personal firewalls online
and in stores that sell software. Many operating systems include a personal firewall.
Computers typically can have only one active personal firewall running at a time. If you
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purchase a personal firewall, you may need to disable the one that is included with the
operating system.

2. If you purchase a personal firewall, follow the instructions to install the program on
your compulter.

3. Run the personal firewall.

4. If necessary, ensure the personal firewall is enabled.

5. Review the settings for the incoming and outgoing rules. Incoming rules display
programs and services that are allowed to access your computer. Outgoing rules display
programs and services on your computer that are allowed to communicate with other
computers and mobile devices on your network or the Internet.

6. Back up or export your current list of incoming and outgoing rules. If your computer
does not function properly after you adjust the rules (in Steps 7 and 8), you will be able to
restore the current rules.

7. Adjust your incoming rules to disallow devices, programs, and services you do not
want accessing your computer. Be careful adjusting these settings, as adding or removing
rules may hinder a legitimate program’s capability to work properly.

8. Adjust your outgoing rules to allow only appropriate programs on your computer to
communicate with other computers and mobile devices on your network or the Internet.
Examples include a browser, email program, or other communications programs.

9. Save your settings.

10. Test programs on your computer that require Internet access. If any do not function
properly, restore the list of rules you backed up or exported in Step 6.

11. EXxit the personal firewall.

c)* Internet Research

- Browse the free web resources to search for:

‘The most popular antivirus programs’;

- ‘AVG, Intel Security, and Symantec (or any other security product developers)’;

- Analyze the information you found and be ready to present the PowerPoint Presentation
or written (oral) report, or 200-250-word essay (choose the form that suits you best): "The
antivirus protection that keeps my own personal computer secure”. Give reasons and all
necessary details to motivate your choice.

9.* a) Read the Information file below to learn about how to make the analysis of the
antivirus products efficiency.
Information file

What's the Best Malware Protection?

Which antivirus should you choose? You have a wealth of options. In our hands-on tests,
Norton AntiVirus Basic outscored every other recent product except Webroot. A single
subscription for McAfee AntiVirus Plus lets you install protection on all of your Windows,
Android, Mac OS, and iOS devices. And its unusual behavior-based detection technology
means Webroot SecureAnywhere Antivirus is the tiniest antivirus around. We've named these
five commercial antivirus products, but they're not the only ones worth consideration. Read
the reviews of our top-rated products, and then make your own decision.

Bitdefender Antivirus Plus

Pros: Outstanding scores in independent lab tests and our web protection tests. Multi-
layered ransomware protection. Password manager. Banking protection. Offers a virtual
private network, or VPN. Many security-centered bonus features.
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Cons: Unlimited VPN access requires separate subscription. With antivirus disabled,
ransomware-specific features missed one uncommon sample.

Bottom Line: With outstanding antivirus test results and a collection of features that puts
some security suites to shame, Bitdefender Antivirus Plus is a top choice.

Symantec Norton AntiVirus Basic

Pros: Perfect scores in our malware and exploit protection tests. Best score in our
malicious URL blocking test. Includes spam filter, password manager, and other bonus
features.

Cons: First full scan unusually slow. Limited tech support.

Bottom Line: Symantec Norton AntiVirus Basic blows the tires off our hands-on tests,
and it offers a large collection of bonus features. It remains an antivirus Editors' Choice.

Webroot SecureAnywhere AntiVirus

Pros: Perfect score in malware protection test. Light on system resources. Good scores in
malicious and fraudulent URL tests. Ransomware protection. Fastest scan. Advanced features.

Cons: No lab test results.

Bottom Line: Small, speedy Webroot SecureAnywhere AntiVirus hardly uses any of your
system'’s resources. It aces our hands-on malware protection test, and it can even roll back
ransomware activity.

McAfee AntiVirus Plus

Pros: Cross-platform, multi-device protection. Good scores in hands-on tests. Includes
firewall, file shredder, and many other bonus features.

Cons: Some so-so scores from independent labs. WebAdvisor's Site Report didn't work
consistently in testing.

Bottom Line: A single subscription for McAfee AntiVirus Plus lets you protect every
Windows, Android, macQOS, and iOS device in your household. It's quite a deal.

Avast Pro Antivirus

Pros: Excellent scores in our hands-on tests. Good scores from independent labs. Wi-Fi
inspector. Password manager. Numerous useful, security-related bonus features. Pro-only
Sandbox and Real Site features.

Cons: Password manager features limited. Some bonus features require separate purchase.
Pro-only features don't merit the price.

Bottom Line: Avast Pro Antivirus 2017 offers the same wealth of features as its free edition,
and not a lot more. It's an excellent product, but for most people the free version will suffice.

ESET NOD32 Antivirus

Pros: Good scores from independent testing labs. New UEFI scanner finds malware in
firmware. HIPS component blocks exploits. Speedy full scan. Comprehensive device control.

Cons: So-so phishing protection. Device control too complex for most users.

Bottom Line: ESET NOD32 Antivirus gets good scores in lab tests and our own tests, and
its unusual new UEFI scanner can detect a malware infestation in your PC's firmware.

b) Consider This:

1) Which of the antivirus products mentioned above have you tried on your PC? Was it
effective? 2) What antivirus software do you use to protect your PC now? What features of
this software did you consider when making your choice? 3) After reading the passage above,
which of the products analysed there would you choose to protect your PC (if you had to
decide it right now)? Give your reasons. 4) Describe all pros and cons of the antivirus
software you use now.
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10. Write a short summary of the text ‘Multilayered Malware Protection’, p. 36 (see the
scheme in ex.10, Unit 1).

Extended Reading

(1) Malware, Spyware, and Adware Protection

Hackers trying to affect election returns have an arsenal of tools. They can fool officials
using directed fraudulent emails (called spear phishing), infect a horde of computers with bots
that then participate in DDoS attacks on government sites, or install malware directly on
voting machines. You can't do much about duped officials or hacked machines, but you can
keep your own systems from being co-opted by installing and maintaining a powerful
antivirus utility. How do you select the one that's best for you? We've thoroughly evaluated
more than 40 antivirus tools; refer to our reviews and pick the one that's right for you.

We call it antivirus, but in truth it's unlikely you'll get hit with an actual computer virus.
Malware these days is about making money, and there's no easy way to cash in on spreading a
virus. Ransomware and data-stealing Trojans are much more common, as are bots that let the
bot-herder rent out your computer for nefarious purposes. Modern antivirus utilities handle
Trojans, rootkits, spyware, adware, ransomware, and more. PCMag has reviewed more than
40 different commercial antivirus utilities, and that's not even counting the many free antivirus
tools. Out of that extensive field we've named five Editors' Choice products.

Several other commercial antivirus utilities proved effective enough to earn an excellent
four-star rating. We eliminated two special-purpose products that aren't really like the rest:
The Kure and VoodooSoft VoodooShield. Also, Check Point's ZoneAlarm PRO uses
antivirus licensed from Kaspersky, with almost no lab test results for ZoneAlarm itself. That
leaves the ten excellent products you see above. If you have malware, one of these products
should do the job. All of them are traditional, full-scale, antivirus tools, with the ability to scan
files for malware on access, on demand, or on schedule.

These commercial products offer protection beyond the antivirus built into Windows 10;
the best free antivirus utilities also offer more. However, Microsoft Windows Defender
Security Center is looking a bit better lately, with some very good scores from independent
testing labs. In our hands-on tests, it showed a marked improvement since our previous
review, enough to finally bring it up to three stars.

Listen to the Labs. We take the results reported by independent antivirus testing labs very
seriously. The simple fact that a particular vendor's product shows up in the results is a vote of
confidence, of sorts. It means the lab considered the product significant, and the vendor felt
the cost of testing was worthwhile. Of course, getting good scores in the tests is also
important. We follow four labs that regularly release detailed reports: SE Labs, AV-Test
Institute, MRG-Effitas, and AV-Comparatives. We also note whether vendors have contracted
with ICSA Labs and West Coast labs for certification. We've devised a system for aggregating
their results to yield a rating from 0 to 10.

We Test Malware, Spyware, and Adware Defenses. We also subject every product to our
own hands-on test of malware protection, in part to get a feeling for how the product works.
Depending on how thoroughly the product prevents malware installation, it can earn up to 10
points for malware protection.

Our malware protection test necessarily uses the same set of samples for months. To
check a product's handling of brand-new malware, we test each product using 100 extremely
new malware-hosting URLs supplied by MRG-Effitas, noting what percentage of them it
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blocked. Products get equal credit for preventing all access to the malicious URL and for
wiping out the malware during download.

Some products earn absolutely stellar ratings from the independent labs, yet don't fare as
well in our hands-on tests. In such cases, we defer to the labs, as they bring significantly
greater resources to their testing. Want to know more? You can dig in for a detailed
description of how we test security software.

(2) Multilayered Malware Protection

Antivirus products distinguish themselves by going beyond the basics of on-demand
scanning and real-time malware protection. Some rate URLSs that you visit or that show up in
search results, using a red-yellow-green color-coding system. Some actively block processes
on your system from connecting with known malware-hosting URLs or with fraudulent
(phishing) pages.

Software has flaws, and sometimes those flaws affect your security. Prudent users keep
Windows and all programs patched, fixing those flaws as soon as possible. The vulnerability
scan offered by some antivirus products can verify that all necessary patches are present, and
even apply any that are missing.

Spyware comes in many forms, from hidden programs that log your every keystroke to
Trojans that masquerade as valid programs while mining your personal data. Any antivirus
should handle spyware, along with all other types of malware, but some include specialized
components devoted to spyware protection.

You expect an antivirus to identify and eliminate bad programs, and to leave good programs
alone. What about unknowns, programs it can't identify as good or bad? Behavior-based detection
can, in theory, protect you against malware that's so new researchers have never encountered it.
However, this isn't always an unmixed blessing. It's not uncommon for behavioral detection systems
to flag many innocuous behaviors performed by legitimate programs.

Whitelisting is another approach to the problem of unknown programs. A whitelist-based
security system only allows known good programs to run. Unknowns are banned. This mode
doesn't suit all situations, but it can be useful. Sandboxing lets unknown programs run, but it
isolates them from full access to your system, so they can't do permanent harm. These various
added layers serve to enhance your protection against malware.

Firewalls, Ransomware Protection, and More. Firewalls and spam filtering aren't
common antivirus features, but some of our top products include them as bonus features. In
fact, some of these antivirus products are more feature-packed than certain products sold as
security suites.

Among the other bonus features you'll find are secure browsers for financial transactions,
secure deletion of sensitive files, wiping traces of computer and browsing history, credit
monitoring, virtual keyboard to foil keyloggers, cross-platform protection, and more. You'll
even find products that enhance their automatic malware protection with the expertise of
human security technicians. And of course we've already mentioned sandboxing, vulnerability
scanning, and application whitelisting.

We're seeing more and more antivirus products adding modules specifically designed for
ransomware protection. Some work by preventing unauthorized changes to protected files.
Others keep watch for suspicious behaviors that suggest malware. Some even aim to reverse

the damage. Given the growth of this scourge, any added protection is beneficial.
(https://www.pcmag.com/article2/0,2817,2372364,00.asp)
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Unit 4. Authorized and Unauthorized Access and Use
4.1. Authorized Access

Pre-Reading Activity

1. Answer the questions.

1. What devices and objects are used to secure access to data and places? 2. What do you
use your ATM bank card for? 3. How do you lock/unlock your smartphone? 4. What devices
are called biometric? Where are they used?

2. a) Read and translate the texts using the dictionary. b) Translate the underlined words
and word combinations into Ukrainian (in writing); c) Pay attention to the terminological
units in bold type. Be sure you can give their definition in English and their Ukrainian
equivalents.

Possessed Objects and Biometric Devices

A possessed object is any item that you must possess, or carry with you, in order to gain
access to a computer or computer facility. Examples of possessed objects are badges, cards,
smart cards, and keys. The card you use in an ATM (automated teller machine), for example,
is a possessed object that allows access to your bank account.

A biometric device authenticates a person’s identity by translating a personal
characteristic, such as a fingerprint, into a digital code that is compared with a digital code
stored in a computer or mobile device verifying a physical or behavioral characteristic. If the
digital code in the computer or mobile device does not match the personal characteristic code,
the computer or mobile device denies access to the individual.

Biometric devices grant access to programs, computers, or rooms using computer analysis
of some biometric identifier. Examples of biometric devices and systems include fingerprint
readers, face recognition systems, hand geometry systems, voice verification systems,
signature verification systems, iris recognition systems, and retinal scanners.

A fingerprint reader, or fingerprint scanner, captures curves and indentations of a
fingerprint. Organizations use fingerprint readers to secure doors, computers, and software.
With the cost of fingerprint readers often less than $100, some home and small business users
install fingerprint readers to authenticate users before they can access a personal computer.

The reader also can be set up to perform different functions for different fingers; for
example, one finger starts a program and another finger shuts down the computer. External
fingerprint readers usually plug into a USB port. Some laptops, smartphones, and
smartwatches have a built fingerprint reader. Using their fingerprint, users can unlock the
computer or device, sign in to programs and websites via their fingerprint instead of entering a
user name and password, and on some devices, even test their blood pressure and heart rate.

A lock screen is a screen that restricts access to a computer or mobile device until a user
performs a certain action. Some simply require a user to swipe the screen to unlock it. Others
verify a user’s identity by requiring entry of a password, PIN, or passcode, a fingerprint scan
or a gesture swipe. Gestures are motions users make on a touch screen with the tip of one or
more fingers or their hand. For example, to unlock the screen on a phone, a user could connect
the dots on the screen using a pattern previously defined by the user.

A face recognition system captures a live face image and compares it with a stored image
to determine if the person is a legitimate user. Some buildings use face recognition systems to
secure access to rooms. Law enforcement, surveillance systems, and airports use face
recognition to protect the public. Some mobile devices use face recognition systems to unlock
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the device. Face recognition programs are becoming more sophisticated and can recognize
people with or without glasses, makeup, or jewelry, and with new hairstyles.

A hand geometry system measures the shape and size of a person’s hand. Because hand
geometry systems can be expensive, they often are used in larger companies to track workers’
time and attendance or as security devices. Colleges use hand geometry systems to verify
students’ identities. Daycare centers and hospital nurseries use them to identify parents who
pick up their children.

A voice verification system compares a person’s live speech with their stored voice
pattern. Larger organizations sometimes use voice verification systems as time and attendance
devices. Many companies also use this technology for access to sensitive files and networks.
Some financial services use voice verification systems to secure phone banking transactions.

A signature verification system recognizes the shape of your handwritten signature, as
well as measures the pressure exerted and the motion used to write the signature. Signature
verification systems use a specialized pen and tablet. Signature verification systems often are
used to reduce fraud in financial institutions.

High security areas use iris recognition systems. The camera in an iris recognition
system uses iris recognition technology to read patterns in the iris of the eye. These patterns
are as unique as a fingerprint. Iris recognition systems are quite expensive and are used by
government security organizations, the military and financial institutions that deal with highly
sensitive data. Some organizations use retinal scanners, which work similarly but instead scan
patterns of blood vessels in the back of the retina.

3. Translate the following word combinations.

a) into Ukrainian:

1) to verify a physical or behavioral characteristic; 2) to translate a personal characteristic
into a digital code; 3) to capture curves and indentations; 4) to set up a reader; 5) a tip of the
finger; 6) to measure the shape and size; 7) back of the retina; 8) to verify students’ identities;
9) to reduce fraud; 10) to deal with highly sensitive data.

b) into English:

1) 3abopoHsTH/HamaBaTH IOCTYH; 2) OOMEXyBaTH JOCTYI; 3) yOe3nmeuuTd AOCTYH B
MpUMIlIeHHS; 4) TPOBOJUTH MAIBIIEM 110 eKpaHy, 00 Po30JIOKYBaTH €KpaH; 5) BiICTEKYBaTH
yac poOOTH Ta BiJIBiTyBaHICTh MPaIliBHUKIB; 6) TOCTYN 10 KOH(]iIEHIIHNX (aiiiB i Mepex;
7) mia Oesnekn TeneOHHMX OAaHKIBCHKMX omeparliid; 8) i imeHTHdiKamii 0aTbKiB, sKi
3a0HMparoTh CBOIX AiTeH; 9) 1iIst 0XOpoHHU ABepeid, koMl 1oTepiB Ta [13; 10) moeqHyBaTH TOUKH
Ha eKpaHi, 3aCTOCOBYIOUH MOMEPETHHO BU3HAYCHY KOPUCTYBAYEM CXEMY.

4. Choose from the box appropriate Ukrainian equivalents to the following words and
word combinations.

Komm’rotepHa ycraHoBka, eKpaH OJIOKYBaHHS, >KMBAa MOBA, CHCTeMa pO3Ii3HaBaHHS
paiiyHOi OOOJIOHKM OKa, CHCTeMa pO3Mi3HaBaHHS MOBIS, CHCTEMa pO3Mi3HABAHHS I10
reoMeTpii JOJIOHI, CHCTeMa PO3Mi3HaBaHHS OONHYYs, MPUCTPIH Uil 3YUTYBaHHS BiIOWUTKIB
NaJIBLIB, CHCTEMa MEPEBIPKH CIIPABKHOCTI MiANHCY, NPUCTPil OiomeTpuyHol ineHTH(IKALII,
KOJ 1HAMBIAYaJIbHOI XapaKTEPUCTHKH, YCKJIaTHEHUH, BiIacHUM 00’ekT, migkmountu B USB
MOPT, PYX JKECTOM, BIIACHOPYYHHWH MiAMMC, HaJA3BHYaiHO KOH(piAeHMmilHA iHpopMaIlis,
creliaibHa pyyKa Ta IUIAHIIET, CHCTEMa CIIOCTEPEKECHHS, BAMKHYTH KOMIT FOTEp

1. hand geometry system

2. signature verification system
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computer facility

to shut down the computer

live speech

specialized pen and tablet

3
4.
5. possessed object
6
7
8

lock screen

9. handwritten signature

10. biometric identifier

11. | sophisticated

12. iris recognition system

13. | personal characteristic code

14. | voice verification system

15. | plug into a USB port

16. | face recognition system

17. | surveillance system

18. | fingerprint reader

19. | highly sensitive data

20. | gesture swipe

5. What do we call:

1) a system that measures the shape and size of a person’s hand; 2) the opaque
contractile diaphragm perforated by the pupil and forming the colored portion of the
eye; 3) kept secret or with restrictions on disclosure to avoid endangering security; 4) a
technology to read patterns in the iris of the eye; 5) a system that compares a person’s live
speech with their stored voice pattern; 6) a system captures a live face image and compares it
with a stored image to determine if the person is a legitimate user; 7) a device that captures
curves and indentations of a fingerprint; 8) a screen that restricts access to a computer or
mobile device until a user performs a certain action; 9) a device that authenticates a person’s
identity by translating a personal characteristic, such as a fingerprint, into a digital code; 10)
the impression of a fingertip on any surface.

6. Choose the correct answer.
1. According to the passage, ...

a) there are not many ways to secure data;

b) possessed objects are biometric identifiers;

c) biometric devices include a hand geometry system, a signature verification system, an
iris recognition system, a voice verification system, a face recognition system and a
fingerprint reader;

d) biometric devices are costly, that’s why they are used by few people.
2. The word sophisticated in the text is closest in meaning to:

a) complex; b) beautiful; c) fine; d) intellectually appealing.
3. Signature verification systems often are used...

a) to verify students’ identities;

b) to reduce fraud in financial institutions;

c) to secure phone banking transactions;

d) to identify parents who pick up their children.
4. The word with the opposite meaning to the word sensitive:
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a) secret; b) delicate; c) easily upset; d) known about.

5. People don’t use their fingerprint while using a built fingerprint reader to:

a) unlock the computer or device;

b) sign in to programs and websites;

c) test their blood pressure and heart rate;

d) scan patterns of blood vessels in the back of the retina.

6. Signature verification systems use...

a) aspecialized pen and tablet;

b) asmartwatch;

c) apen and a notebook;

d) some red ink.

7. According to the passage, ...

a) biometric devices are widely used at many organizations for many purposes;

b) biometric passports are being issued in Ukraine;

c) there are still organizations that hesitate implementing biometric devices;

d) fingerprints are the same on all five fingertips.

8. ... is an affordable biometric device and can be easily installed at home.

a) an iris recognition system;

b) ahand geometry system;

c) afingertip reader;

d) asignature verification system.

9. Which is the best way to translate the following sentence:

A signature verification system recognizes the shape of your handwritten signature, as
well as measures the pressure exerted and the motion used to write the signature.

a) Cucrema MiATBEp/HKEHHS MIAMKCY BU3HAE (JOPMY BAIIOTO BIACHOPYYHOTO Mi/IUCY, a
TaK0XX BUMIPIOE THUCK 1 PyX, IKHH BUKOPUCTOBYETHCS [T HATTUCAHHS TTTIHCY.

b) Cucrema nepeBipkH CIIPaBXHOCTI MIiAMKCY po3Mi3Hae GopMy BAIIOrO0 PYKOIHUCHOTO
MiAMKACY, 8 TAKOXK BUMIPIOE JOKJIAaJeHHI HATHCK 1 PO3YEpK, SIKUH BUKOPHCTOBYETHCS IS
HaIlMCaHHA l'IiI[HI/Icy.

¢) Cucrema miATBep/KEHHS MiANUCY BUBYae (GopMy BalIOro PyKONMHUCHOTO MiANHUCY, a
TaKOX THCK 1 pyX, SKHH BUKOPUCTOBYETHCS JUIsl HATMCAHHS TTiJIITHCY .

d) Cucrema miATBep/KEHHS MiANUCY BUMIpIOE ()OPMY BAIIOTO PYKOMHCHOTO Mi/IHUCY, a
TaKOX TUCK 1 pyX, SIKHH BUKOPUCTOBYETHCS JJIsl HAMMCAHHS ITiIITUCY.

10. Biometric data are:

a) sophisticated;

b) unique;

c) dependent on the personality type;

d) easy to obtain.

7. a) Translate the following sentences:

- into Ukrainian.

1. Biometric data cannot be lent and hacking of Biometric data is complicated hence it
makes it safer to use than traditional methods of authentication like passwords which can be
lent and shared. 2. Passwords don't have the ability to judge the user but rely only on the data
provided by the user, while Biometrics works on the uniqueness of each individual. 3.
Passwords can be forgotten and recovering them can take time, whereas Biometric devices
rely on biometric data, which tends to be unique to a person, hence there is no risk of
forgetting the authentication data. 4. Passwords are still extremely popular because a password
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is static in nature while Biometric Data can be subject to change (person’s voice becoming
heavier due to puberty, accidents to the face could lead to improper reading of facial scan
data). 5. Accuracy is a major issue with Biometric Devices and a major reason why
corporations and people are hesitant to implement them deeper into their working. 6.
Biometric spoofing is a method of fooling a biometric identification management system,
where a counterfeit mold is presented in front of the biometric scanner. 7. This counterfeit
mold emulates the unique biometric attributes of an individual so as to confuse the system
between the artifact and the real biological target and gain access to sensitive data/materials.
8. Researchers are targeting the drawbacks of present-day biometric devices and developing to
reduce problems like biometric spoofing and inaccurate intake of data. 9. Using the principle
of pulse oximetry the liveliness of the test subject is taken into account by measure of blood
oxygenation and the heart rate. 10. These methods aren’t commercially applicable as costs of
implementation are high that reduces their real world application and hence makes biometrics
insecure until these methods are commercially viable.

- into English

1. bioMmerpmuni mnpwiagm — TNPUCTPOi OE3MeKH, 3a SIKUMH IIeHTHdIKAIis ocoou
3MIACHIOETBCSI 32 JOMOMOTOI0 1HAWBIAYIbHUX (Di310JOTIYHUX XapaKTEPHUCTHK (BiIOWUTKH
MaibIliB, MATIOHOK CITKIBKH OKa, TeMOp Toiocy, miamuc). 2. biomeTpuyHi 3aMKH TifOThH 3a
JIOTIOMOT'OI0 CEHCOpa, KWK CKaHye HeoOXimHy il imeHTHdikamii TIISIHKY i J03BOJIIE abo
oOMexye mocTyrl. 3. OcoOnuBICTh 0IOMETPHUYHOrO MMACIOpTa B TOMY, IO II€ MOCBIAYEHHS
0co0HU MICTUTH ENEKTPOHHHUI HOCIH JaHWX, HA SKOMY BIHMCAHO iH(GOpMALilo Mpo OioMeTpUdHi
MMOKa3HWKH BJIACHUKA JIOKYMEHTa 3 METOI0 Horo imeHTudikarii. 4. Jlana TeXHOJOTIS aKTHBHO
BUKOPUCTOBYETbCS B MDKHAPOJAHHUX aepolopTax, Ha BOIMCHKUX MpaBax, B Macmoprax 3
010METPHYHOIO iZICHTU(]IKAIII€I0, a B ISSKUX KpaiHax HaBiTh AJIS TOJIOCYBaHHS Ha BHOOpax. 5.
Maiike TpeTMHa CydYaCHHMX HOYTOYKIB OCHalieHa BOYZOBAHOIO CHCTEMOIO 3YHTYBaHHS
BIIOMTKIB manbisl. 6. Mix dYacThHaMH OOJMYYS OOYHCIIOETHCS BIICTaHb 1 OYIyeThCS
MHOXHMHA BapiaHTIB y 3aJE€XKHOCTI BiJl MOBOPOTY OONMYYS, HaXMiIy, 3MiHH Mimiku. 7. [lpu
CKaHyBaHHI CITKIBKM OKa BCEpPEIUHY OKa HampaBJIsI€Tbcd IydyoK cBitia (iHOAl
iH(pauepBOHOr0), a OOMMYYS IMOBUHHO OYTH PO3TAIIOBaHE 3 BHCOKOK TOYHICTIO BiTHOCHO
CKaHepa, IO BBAKAETHCS OJHUM 13 HEAOMIKIB MeToy. 8. MalltoHOK paiiyKHO1 000JIOHKH OKa
a0coMoTHO yHiKanbHUE. 9. BioMeTpuuHi NpUCTPOi IOUINBHO BUKOPHCTOBYBATH y CHUCTEMaX
3axucty iHdopmamii. 10. Jlaktmiockomiyna —cucrema Futronic  ckmamaetscst 3
HAaITBITPOBITHUKOBOT'O CKaHEPy PO3MipOM i3 CIpHUKOBY KOPOOKY Ta 3 mporpamu, BOYJI0BaHOI
y MEHIO BXOJy JIO ONEpaliiHOi CHCTEMH, SKI BUKOHYIOTH 1ICHTHU(}IKAII0 KOPUCTYBadiB 3a
BiIOMTKOM TaJbIisl Ta BBOJIOM IapOJII0 Yepe3 KiIaBiaTypy.

8. @) Read the Information file below (use the dictionary if needed).
Information file

How popular are biometric devices?

Biometric devices are gaining popularity as a security precaution because they are a
virtually foolproof method of identification and authentication. For example, some grocery
stores, retail stores, and gas stations use biometric payment, where the customer’s fingerprint
is read by a fingerprint reader that is linked to a payment method, such as a checking account
or credit card. Users can forget their user names and passwords.

Possessed objects can be lost, copied, duplicated, or stolen. Personal characteristics, by
contrast, are unique and cannot be forgotten or misplaced. Biometric devices do have
disadvantages. If you cut your finger, a fingerprint reader might reject you as a legitimate
user. Hand geometry readers can transmit germs. If you are nervous, a signature might not
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match the one on file. If you have a sore throat, a voice recognition system might reject you.
Many people are uncomfortable with the thought of using an iris scanner.

b) Consider this:

1. Where are biometric devices widely used? 2. Why are biometric devices so popular
now? Motivate your answer. 3. What are the main advantages of biometric methods? 4. Are
there any disadvantages of these methods? Describe them. 5. Do you use any of biometric
methods? When? What gadgets do you use for that?

9. a) Read the Information file below and determine the verification steps.
Information file

Two-Step Verification

In an attempt to further protect personal data and information from online thieves, many
organizations such as financial institutions or universities that store sensitive or confidential
items use a two-step verification process. With two-step verification, also known as two-factor
verification, a computer or mobile device uses two separate methods, one after the next, to
verify the identity of a user.

ATMs (automated teller machines) usually require a two-step verification. Users first
insert their ATM card into the ATM (Step 1) and then enter a PIN (Step 2) to access their
bank account. Most debit cards and some credit cards use PINs. If someone steals these cards,
the thief must enter the user’s PIN to access the account.

Another use of two-step verification requires a mobile phone and a computer. When users
sign in to an account on a computer, they enter a user name and a password (Step 1). Next,
they are prompted to enter another authentication code (Step 2), which is sent as a text or
voice message or via an app on a smartphone. This second code generally is valid for a set
time, sometimes only for a few hours. If users do not sign in during this time limit, they must
repeat the process and request another verification code. Microsoft and Google commonly use
two-step verification when you sign in to their websites. If you sign in from a device you use
frequently, you can elect to bypass this step.

Users should register a landline phone number, alternate email address, or other form of
contact beyond a mobile phone number so that they still can access their accounts even if they
lose their mobile phone.

b) Consider this:
1. What is a two-step verification? Describe the process, giving examples. 2. Can users
circumvent the two-step verification process? Why/ Why (not)?

c)* Internet Research

- Browse the free web resources to search for two-step verification websites.

- Analyze the information you found and be ready to present the results of your research
in class in the form of oral presentation / written (oral) report / 200-250-word essay (choose
the form that suits you best).

10. Write a short summary of the text ‘Techniques for face acquisition’, p. 48 (see the
scheme in the box: ex.10, Unit 1).
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4.2. Unauthorized Access

Pre-Reading activities:
1. Do you use a password manager? 2. If so, do you feel secure storing all your sign in
and password information in this service? 3. If not, how do you keep track of your passwords?

11. a) Read and translate the texts using the dictionary; b) translate the underlined words
and word combinations into Ukrainian (in writing); c) pay attention to the terminological
units in bold type. Be sure you can give their definition in English and their Ukrainian
equivalents.

Unauthorized access is the use of a computer or network without permission.
Unauthorized use is the use of a computer or its data for unapproved or_possibly illegal
activities.

Home and business users can be a target of unauthorized access and use. Unauthorized
use includes a variety of activities: an employee using an organization’s computer to send
personal email messages, an employee using the organization’s word processing software to
track his or her child’s soccer league scores, or a perpetrator gaining access to a bank
computer and performing an unauthorized transfer.

Safeguards against Unauthorized Access and Use

Organizations take several measures to prevent unauthorized access and use. At a
minimum, they should have a written acceptable use policy (AUP) that outlines the activities
for which the computer and network may and may not be used. An organization’s AUP should
specify the acceptable use of technology by employees for personal reasons.

Some organizations prohibit such use entirely. Others allow personal use on the
employee’s own time, such as a lunch hour. Whatever the policy, an organization should
document and explain it to employees. The AUP also should specify the personal activities, if
any, that are allowed on company time. For example, can employees check personal email
messages or respond to personal text messages during work hours? To protect your personal
computer from unauthorized intrusions, you should disable file and printer sharing in your
operating system. This security measure attempts to ensure that others cannot access your files
or your printer. You also should be sure to use a firewall.

There are other techniques for protecting against unauthorized access and use. The
technique(s) used should correspond to the degree of risk that is associated with the
unauthorized access.

Access Controls

Many organizations use access controls to minimize the chance that a perpetrator
intentionally may access or an employee accidentally may access confidential information on
a computer, mobile device, or network. An access control is a security measure that defines
who can access a computer, device, or network; when they can access it; and what actions
they can take while accessing it. In addition, the computer, device, or network should maintain
an audit trail that records in a file both successful and unsuccessful access attempts. An
unsuccessful access attempt could result from a user mistyping his or her password, or it could
result from a perpetrator trying thousands of passwords.

Organizations should investigate unsuccessful access attempts immediately to ensure they
are not intentional breaches of security. They also should review successful access for
irregularities, such as use of the computer after normal working hours or from remote
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computers. The security program can be configured to alert a security administrator whenever
suspicious or irregular activities are suspected. In addition, an organization regularly should
review users’ access privilege levels to determine whether they still are appropriate.

12. a) Match the words and their synonyms.

to determine a) | towarn

to alert b) | worker

employee ¢) | violation

breach d) | to trail

SHESIE N L

to track e) | to define

b) find in the text and write the antonyms of the following:

appropriate

to prohibit

approved

legal

successful

regularity

authorized

intentional

©X NSO~ W IN

to enable

13. Translate the following word combinations.

a) into Ukrainian:

1) to result from a perpetrator trying thousands of passwords; 2) to respond to personal
text messages during work hours; 3) to accidentally access confidential information on a
computer, mobile device, or network; 4) the organization’s word processing software; 5) to
specify the personal activities, if any; 6) use of technology by employees for personal reasons;
7) to review successful access; 8) suspicious or irregular activities; 9) to use a computer or
network without permission; 10) to determine whether they still are appropriate.

b) into English:

1) HenpaBWJIBHO HAOWpaTH MapoJb; 2) 3MEHIIMTH IIAHCH 3JIOBMHUCHHUKA; 3) HEBAai
crpobu noctyiy; 4) KOPUCTYBaHHS KOMIT'FOTEPOM IIICIIsi 3aBEpIICHHS po00Yoro yacy; 5)
BHU3HAYATH, XTO MOKE MaTH JOCTYII JIO KOMIT I0Tepa, MPUCTPOIO UM Mepeski; 6) MaTh A0CTyI
10 KoHbineHiHHOT iHpopMarii; 7) 3axoau 6e3rneku; 8) omepKaTi HECAHKIIIOHOBAHHIA JOCTYII
10 OaHKIBChKOrO KoMIT'torepa; 9) mimo3proBatu mpo HempaBoMiphi fii; 10) moBimomuisTu
aZIMiHiCTpaTopa cUCTeMHU Oe3MeKH.

14. Write the appropriate Ukrainian equivalents to the following words and word
combinations.

unauthorized access

audit trail

to alert

acceptable use policy (AUP)

access controls

perpetrator

access privilege

@ NSO~ WIN

unauthorized use
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9. intrusion

10. | degree of risk

15. What do we call:

1) any unauthorized activity on a computer network, particularly when it threatens
security; 2) a series of records of computer events, about an operating system, an application,
or user activities; 3) a person who carries out a harmful, illegal, or immoral act; 4) the
delegation of authority over a computer system, such as the ability to create a file in a
directory, or to read or delete a file, access a device, or for communicating over the Internet,
etc.; 5) extent or level of uncertainty in a given situation; 6) a document stipulating constraints
and practices that a user must agree to for access to a corporate network or the Internet; 7) a
process by which users are granted access and certain privileges to systems, resources or
information.

16. Choose the correct answer.
1. According to the passage, unauthorized access is ...

a) the use of a computer or network without permission.

b) the use of a computer or its data for unapproved activities.

c) an unsuccessful access attempt.

d) asuccessful access attempt.
2. A security measure that defines who, can access a computer or network; when they can

access it; and what they can do while accessing it, is ...

a) adomain name.

b) arouter.

C) an access control.

d) apop-up window.
3. Organizations should investigate unsuccessful access attempts immediately ...

a) toensure they are not intentional breaches of security.

b) to respond to personal text messages during work hours.

c) to start a computer with removable media inserted in the computer.

d) to alert a security administrator whenever unsuccessful access attempts are suspected.
4. The word intrusion in this text is closest in meaning to

a) “unauthorized access with the aim of malicious activity or violations.”

b) “an illegal act of entering, seizing, or taking possession of another's property.”

c) “forcing a body of igneous rock between existing formations, without reaching the

surface.”

d) “offence, crime”.
5. The use of a computer or its data for unapproved or possibly illegal activities is referred to

as ...

a) an online security service.

b) a unauthorized use.

c) abackup.

d) aninvasion.
6. The word perpetrator in the text is translated into Ukrainian as

a) mepreTparop.

b) BukoHaBelp.

C) MOpPYIIHHK.

d) 3mOBMHCHUK.
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7. The word safeguard in the text is closest in meaning to
a) convoy, guard.
b) precaution.
c) cutout, pawl, protector.
d) safe conduct.
8. According to the text, an access control...
a) Is a security measure that defines who, when and why can access a computer, device,
or network.
b) records in a file both successful and unsuccessful access attempts.
c) should specify the personal activities, if any, that are allowed on company time.
d) outlines the activities for which the computer and network may and may not be used.
9. Which is the best way to translate the following sentence:
The security program can be configured to alert a security administrator whenever
suspicious or irregular activities are suspected.
a) IlIporpama O6e3mekn Moke OyTH KOH(DIrypOBaHa CTPUBOXKHTH aJMiHiCTpaTopa
Oe3Iexu, Ko O He ITiI03PI0BAIUCS MiA03piii a00 aMopalbHi .
b) Oxoponna mporpama Mo)xe OyTH Hajaro/pkeHa Ha TMPHUBEICHHS Y CTaH TOTOBHOCTI
aaMiHicTpaTopa Oe3nmeKH, KOJIH IMiI03PIOI0ThCS Mi03piii a00 HEeMpaBmiIbHI 3aX0/IH.
c) Ilporpama KOHTpOmIO Oe3leKM MOXe OyTH HalallTOBaHA  IIOBIIOMIISTH
aJIMiHICTpaTOpa CUCTEMHU OE3MEKH MPO MiT03pidy UM HECTaHJApTHY aKTHBHICTb.
d) bBesmeuna mnporpama Moke OyTH CKOH(QIrypoBaHa ToONepemKaTd Oe3MEeYHOr0
amMiHICTpaTopa, SIKIIO IMiI03piia Y HeperysapHa TisUTbHICT ITiT03PI0ETHCS.
10. The word combination degree of risk in the text is translated as:
a) CTYyIMiHb PH3HKY.
b) rpanyc pusuky.
C) paHr pU3HKY.
d) 3BaHHS pU3MKY.

17. a) Render the following:
- in Ukrainian.

Unauthorized access is when someone gains access to a website, program, server, service,
or other system using someone else's account or other methods. For example, if someone kept
guessing a password or username for an account that was not theirs until they gained access it
is considered unauthorized access. Unauthorized access could also occur if a user attempts to
access an area of a system they should not be accessing. When attempting to access that area,
they would be denied access and possibly see an unauthorized access message.

Some system administrators set up alerts to let them know when there is an unauthorized
access attempt, so that they may investigate the reason. These alerts can help stop hackers
from gaining access to a secure or confidential system. Many secure systems may also lock an
account that has had too many failed login attempts. It should be noted that if you have gained
unauthorized access to any account or service it is considered illegal in all parts of the world.

Most users are interested in taking steps to prevent others from accessing their computer.
Whether you wish to protect yourself from malware or to ensure that your private information
is safe, having a secure computer can definitely provide peace of mind.

- in English*:

Haituactime mnuTaHHs Tpo Te, 5K 3aXHUCTUTH KOMIT'IOTEp BiX BipyciB abo Bix
HECaHKIIOHOBAHOTO JIOCTYIy BHHUKA€ Y JIFOAEH TUIBKH MICISL TOTO, SIK BOHM Ha BIACHOMY
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JIOCBIJII TTEPEKOHYIOTHCS B TOMY, IO SKIIO KOMIT'IOTEp HE MA€E€ 3aXUCTy, TO II€ 3arpPOXKye
HETIONPAaBHUMH 1 HEMPUEMHUMH Haclifkamu. KopucTyBadi MOMWISIOTHCS, KOJU JAyMaroTh,
IO aHTHBiIpyCHE MporpaMHe 3a0e3neveHHs 3JaTHE 3aXUCTUTH MIEPCOHANBHUI KOMIT IOTEp Bif
ycix BipyciB. XMOHUMH € TakOX BHCHOBKH MPO TOW YW iHIIWI «aHTUBIPYCHHMK», KOJH iX
KOMIT'FOTEp yC€ OJHO 3apaKaeThCs MIKiITUBUM KojoM. OmHak, Tpeba yCBiIOMIIFOBATH, IO
AaHTHUBIpYCHA CHCTEMa 3axXWIIa€ JIMIIE BiJ] THX BipycCiB, sKi i Bimomi. ToOTO HOBHIA Bipyc
MOBHHEH 3apa3uTH Xo4a O OJWH KOMIT I0Tep, Ha SKOMY BcTaHoBieHe aHTuBipycHe [13. Toxi
aHTHUBIpyCHa IMporpaMa MOBHWHHA a00 caMa BUSBUTH Mim03pinuii ¢aiir, BiAMpPaBUBIIN HOTO
po3pobHHKaM, abo Iie MOBHMHEH 3pOOMTH caM KOpucTyBad. Termep po3poOHUK TOBHHEH
MpoaHaNi3yBaTH OTPHUMaHi NlaHi 1 3HAWTH TaK 3BaHI «JIiKW». | nWie micias IbOTO <IIKI»
JOXOASTH 10 BaC y BUTJIS/II OHOBJIGHHS aHTHUBIpYCHOI mporpamu. [loTpiGHO Giin3bko 7 AHIB 3
MOMEHTY BIAINPAaBKH MiI03piiux (aiimiB M0 aHTHBIPYCHOI KOMITaHii, m00 HOBiI €JIeMEHTH
3axXHCTy 3’ BUIIKCS B 0a3axX aHTUBIPYCHOI mporpamu. 3 oJHOro OOKYy Iie JOCUTDH MIBUAKO, ajie 3
IHIIIOTO — IHOTO LIJIKOM JIOCTATHBO, 100 3apa3uTH IOHAWMEHIIIE KiIbKa THCSY KOMIT IOTEPIB,
cepel SKHX MOXKe OMMHHUTHUCS 1 Bam. OTKe, cama JIMII aHTHBIpyCHA Mporpama — JajleKo He
imeanpHUi 3aci0 3aXMCTy KOMIT I0TEpA.

b)* Consider this:

1. If antivirus program only is not enough to secure your system from unauthorized access
or viruses, what else should be done to keep your PC safe? 2. How to prevent unauthorized
computer access to be sure your system is protected? Consider various ways (e.g., hardware
and software firewalls, passwords, handling e-mails with care, system and software patches
and updates, system scanning for vulnerabilities, two-factor authentication, etc.).

c)* Internet Research

- Browse the free web resources to search for: ‘How to protect the computer from
unauthorized access’.

- Analyze the information you found and be ready to present the written (oral) report, or
200-250-word essay (choose the form that suits you best): "What keeps my own personal
computer secure”’. Give reasons and all necessary details to motivate your choice.

18. Write a short summary of the text 'Digital forensics', p. 47 (see the scheme in ex.10,
Unit 1).

Extended Reading

(1) Digital forensics

Digital forensics (sometimes known as digital forensic science) is a branch of forensic
science encompassing the recovery and investigation of material found in digital devices,
often in relation to computer crime. The term digital forensics was originally used as a
synonym for computer forensics but has expanded to cover investigation of all devices
capable of storing digital data. With roots in the personal computing revolution of the late
1970s and early 1980s, the discipline evolved in a haphazard manner during the 1990s, and it
was not until the early 21st century that national policies emerged.

Digital forensics investigations have a variety of applications. The most common is to
support or refute a hypothesis before criminal or civil (as part of the electronic discovery
process) courts. Forensics may also feature in the private sector; such as during internal
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corporate investigations or intrusion investigation (a specialist probe into the nature and extent
of an unauthorized network intrusion).

The technical aspect of an investigation is divided into several sub-branches, relating to
the type of digital devices involved; computer forensics, network forensics, forensic data
analysis and mobile device forensics. The typical forensic process encompasses the seizure,
forensic imaging (acquisition) and analysis of digital media and the production of a report into
collected evidence.

As well as identifying direct evidence of a crime, digital forensics can be used to attribute
evidence to specific suspects, confirm alibis or statements, determine intent, identify sources
(for example, in copyright cases), or authenticate documents. Investigations are much broader
in scope than other areas of forensic analysis (where the usual aim is to provide answers to a
series of simpler questions) often involving complex time-lines or hypotheses.

A digital forensics examiner must have knowledge of the law, technical experience with
many types of hardware and software products, superior communication skills, familiarity
with corporate structures and policies, willingness to learn and update skills, and a knack for
problem solving.

(2) Techniques for face acquisition

Some face recognition algorithms identify facial features by extracting landmarks, or
features, from an image of the subject's face. For example, an algorithm may analyze the
relative position, size, and/or shape of the eyes, nose, cheekbones, and jaw. These features are
then used to search for other images with matching features. Other algorithms normalize a
gallery of face images and then compress the face data, only saving the data in the image that
is useful for face recognition. A probe image is then compared with the face data. One of the
earliest successful systems is based on template matching techniques applied to a set of salient
facial features, providing a sort of compressed face representation.

Recognition algorithms can be divided into two main approaches: geometric, which looks
at distinguishing features, and photometric, which is a statistical approach that distills an
image into values and compares the values with templates to eliminate variances.

A newly emerging trend, claimed to achieve improved accuracy, is three-dimensional face
recognition. This technique uses 3D sensors to capture information about the shape of a face.
This information is then used to identify distinctive features on the surface of a face, such as
the contour of the eye sockets, nose, and chin. One advantage of 3D face recognition is that it
is not affected by changes in lighting like other techniques. It can also identify a face from a
range of viewing angles, including a profile view. Three-dimensional data points from a face
vastly improve the precision of face recognition. 3D research is enhanced by the development
of sophisticated sensors that do a better job of capturing 3D face imagery. The sensors work
by projecting structured light onto the face. Up to a dozen or more of these image sensors can
be placed on the same CMOS chip — each sensor captures a different part of the spectrum...

Even a perfect 3D matching technique could be sensitive to expressions. For that goal a
group at the Technion applied tools from metric geometry to treat expressions as isometries.

A different form of taking input data for face recognition is by using thermal cameras, by
this procedure the cameras will only detect the shape of the head and it will ignore the subject
accessories such as glasses, hats, or make up. A problem with using thermal pictures for face

recognition is that the databases for face recognition is limited.
(https://en.wikipedia.org/wiki/Facial_recognition_system)

(3) How to protect yourself while on the Internet
(by Computer Hope)
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Below are all of the steps and suggestions everyone should follow to keep their computers
and their personal information safe while being connected to the Internet.

Verify data is encrypted. When sending confidential information over the Internet, such as
usernames, passwords, or credit card numbers, only send it securely. To verify this, look for a
small lock in the bottom right corner of your browser window or next to the address bar. If
visible, this lock should also be in the locked position and not unlocked.

Secure address bar. We also suggest making sure the URL begins with https. While the
lock is in the locked position, data is encrypted, which helps anyone from understanding the
data if it's intercepted. When no lock is visible or it is in the unlocked position, all information
is plain text and could be read if intercepted. If a web page is not secure, such as an online
forum, use a password you wouldn't use with protected sites, such as your online banking
website.

Use a safe password. Websites that store confidential data, such as an online bank site,
need to use strong passwords. Also, it is highly recommended that you use a different
password for each website that requires a login.

Two-factor authentication adds additional protection by requiring an additional step in
verifying a login. Typically with two-factor authentication, after verifying your password, if
the service does not recognize your computer, it sends your phone a text message with a
verification code. If someone had your password but did not have your phone, even with a
valid password, they cannot access your account.

Keep your operating system and software up-to-date. Many of the updates that are
released by developers of operating systems are related to computer security-related issues.
Make sure your operating system is always running the latest updates and that you're running
an operating system that is still supported by the developer.

Always be cautious of e-mail links and attachments. One of the most common methods of
spreading viruses and malware is through e-mail attachments and hyperlinks sent through e-
mail. Always be extremely cautious when dealing with any attachments or links in e-mails
you've received from anyone (even friends and family). Never transmit confidential data over
e-mail, such as passwords, credit card information, etc. E-mail is not encrypted, and if
intercepted by a third-party, it could be read.

Be aware of phishing scams. Familiarize yourself with phishing scams and techniques,
which are used to trick you into divulging your account information. Online banking sites,
Paypal, eBay, Amazon, and other popular sites that require logins are popular targets.

Use caution when accepting or agreeing to prompts. When you're prompted to install any
program or add-on, make sure to read and understand the agreement before clicking on the
‘Ok’ button. If you do not understand the agreement or feel it is not necessary to install the
program, cancel or close the window. Additionally, when installing any program, watch for
any check box that asks if it's ok to install a third-party program, toolbar, etc. These are never
required and often cause more issues than good.

Be cautious where you're logging in from. Your place of work can install key loggers or
use other methods of monitoring the computer while online. Someone who has access to this
information could read these logs and gather usernames and passwords. Also, do not store any
passwords in your browser if your computer is shared with other co-workers.

Wireless network. When on a wireless network, realize that all information being sent to
and from your computer can be intercepted and read by someone nearby. Prevent this from
happening by only logging onto a secure network. If this is a home wireless network, make
sure it is secure.
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Friends house. Be concerned when logging into an account on a friend's computer. A
computer or network you are not familiar with could intentionally or unintentionally log
usernames and passwords. Finally, when logging into any site on a friend's computer, never
save the password information on their browser.

Use an alternative browser. Older versions of Internet Explorer are notoriously insecure.
If you are using Internet Explorer as your browser, consider an alternative browser such as
Google Chrome or Mozilla Firefox.

Always think before you share something. Social networking sites like Facebook are a
great place to connect with friends and family online. However, it is also very easy for people
to overshare personal information about themselves or others. Before sharing something on a
social network or any place on the Internet make sure it is something you wouldn't mind if
everyone saw. Everything you share on the Internet should be thought of as public because it
is possible for something you believe is shared privately to be leaked out publicly. If you're
thinking about sharing something you think could offend someone or embarrass you if
someone else saw maybe you should not share it on the Internet.

Be aware of those around you. While at work, school, library, or anywhere in the public
that has people around you that could look at your screen, be cautious of anyone shoulder
surfing. Someone could watch you type in your password, which would give them access to
your account. If you need information displayed on the screen to remain private, consider a
privacy filter for the display.

Secure saved passwords. Make sure to store passwords and login information in a secure
area. Never write login information on a sticky note or in a text file that is not encrypted.
When saving password information in a browser, it may be visible to anyone who has access
to your Internet browser. For example, without a master password setup in Firefox, anyone
can see all stored passwords.

Protect yourself against malware, spyware, and viruses. Protect your computer from
viruses by installing an anti-virus program on the computer. If you do not want to install anti-
virus protection and your computer is running a newer version of Windows, at least have
Windows Defender running on the computer.

Verify the checksum of downloaded files. If you've downloaded a program from a website
that also lists a file checksum, make sure the checksum matches the file that you've
downloaded. Verifying the checksum of a downloaded program can help verify that the
program you are installing is what you want to install.

Don't always trust what you read online. Realize that it's possible for anyone to create a
website on the Internet and that someone may only be creating a site for malicious intentions.
For example, a website could be created to help spread fear, lies, or malware.
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Unit 5. User Names and Passwords

Pre-Reading activities:
1. Do you use a password manager? 2. If so, do you feel secure storing all your sign-in
and password information in this service? 3. If not, how do you keep track of your passwords?

1. a) Read the texts using the dictionary; b) translate the underlined words and word
combinations into Ukrainian (in writing); c) pay attention to the terminological units in bold
type. Be sure you can give their definition in English and their Ukrainian equivalents.

A user name —also called a user ID (identification), log-on name, or sign-in name —is a
unique combination of characters, such as letters of the alphabet or numbers, that identifies
one specific user. When you enter your user name into a single sign on (SSO) account, such
as for Microsoft, Google, Twitter, and Facebook, you automatically are signed in to other
accounts and services. Many also recognize your information to provide additional
customized content.

A password is a private combination of characters associated with the user name that
allows access to certain computer resources.

Most operating systems that enable multiple users to share computers and devices or that
access a home or business network require users to enter a user name and a password correctly
before they can access the data, information, and programs stored on a computer, mobile
device, or network. Many systems that maintain financial, personal, and other confidential
information also require a user name and password as part of their sign-in procedure.

Some systems assign a user name and/or password to each user. For example, a school
may use a combination of letters from a student’s first and last names as a user name, e.g.*,
Brittany Stearn’s user name might be ‘stearns_brit’. Some websites use your email address as
the user name. Information technology (IT) departments may assign passwords so that they
have a record in case the employee leaves or forgets the password.

With other systems, users select their own user names and/or passwords. Many users
select a combination of their first and last names for their user names. Many online social
networks, media sharing sites, and retail and other websites allow you to choose your own
user name. You might select a name that is formed from parts of your real name or nickname
and possibly some numbers, if the name you want is taken. If you wish to remain more
anonymous, choose a user name that combines common words, or reflects your interests (such
as guitarboston27).

Once you select a password, change it frequently. If a program or device has a default or
preset password, such as admin, be sure to change it to prevent unauthorized access. Do not
disclose your password to anyone or write it on a slip of paper kept near the computer,
especially taped to the monitor or under the keyboard. Email and telemarketing scams often
ask unsuspecting users to disclose their credit card numbers, so be wary if you did not initiate
the inquiry or phone call.

Safe Use of a Password Manager
If you use the same password to access your banking, shopping, online social networks,
and school accounts, you are not alone. Many people think one password is sufficient
protection for all their vital online accounts, but cyberthieves are aware of this flawed
thinking and take advantage of this practice. Security experts recommend using different user
names and passwords for every account and changing the passwords frequently.
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Keeping track of all these accounts can be an overwhelming task. A password manager,
also called a password organizer, is a convenient service that stores all your account
information securely. Once you select a service, you download and install the software and
create one master password. The first time you view a password-protected website and enter
your user name and password, the password manager saves this information. The next time
you visit one of these websites or apps, the software supplies the account information
automatically. Password managers use two-step verification and advanced encryption
techniques to ensure information is stored securely.

Some managers offer the option to generate random passwords, which have a unigque
combination of jumbled numbers and letters that are difficult for criminals to steal, for each
account. Other features include the ability to auto-fill information, such as your name,
address, and phone number, on forms and to provide a hint if you have forgotten your master
password. For example, in addition to a user name and password, some systems ask users to
enter some personal information, such as your mother’s first name, your favorite food, your
first pet’s name, etc. These items should be facts that you easily remember but are not easy for
others to discover about you when using a search engine or examining your profiles on online
social networks. As with a password, if the user’s response does not match information on
file, the system denies access.

Password manager services can be free to use or may require a small annual fee. Some
security experts recommend using a service that charges a fee, stating that these companies
may provide more features. Before using any manager, call the company and ask about
security measures, the ability to sync with multiple mobile devices, 24-hour customer service
via live chat or phone, and limits on the number of passwords that can be saved.

*e.g. — for example (from Lat. exempli gratia)

2. a) Read and translate the following chains of related words. Determine what part of
speech they belong to.

1) provide — provider — provision; 2) inform — informer — informed — information; 3)
generate — generator — generation; 4) use — user — usage — useful — usable — unusable; 5) verify
— verified — verification; 6) protect — protector — protection — protected; 7) select — selection —
selected — selectivity; 8) assign — assignment; 9) convenient — convenience — inconvenience —
conveniently; 10) possible — impossible — possibility — possibly.

b) Match the words and their synonyms.

1. | random a) | intimation
2. | hint b) | to divulge
3. | torequire c) | secret

4. | toverify d) | careful

5. | to disclose e) | muddle

6. | confidential f) | to produce
7. | to generate g) | to demand
8. | toassign h) | to appoint
9. | jumble i) | haphazard
10. | wary j) | to confirm

3. Translate the following word combinations.
a) into Ukrainian:
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1) to sync with multiple mobile devices; 2) to deny access; 3) to choose a user name that
combines common words, or reflects your interests; 4) limits on the number of passwords that
can be saved; 5) to take advantage of something; 6) the software supplies the account
information automatically; 7) to store all your account information securely; 8) to enter a user
name and a password correctly; 9) to require a small annual fee; 10) the ability to auto-fill
information.

b) into English:

1) yuikampHa KOMOIHaIisA MOBUTBHHX OykB Ta 1m(p; 2) BIOCKOHAJIEHA METOHMKA
mudpyBaHHs; 3) IpU3HAYATH 1M’ KOPUCTYBada i mapois; 4) BeOcaiT, 3aXUIEHNH MaposeM;
5) 3amo0iraTi HECaHKI[IOHOBAaHOMY JIOCTYIIY; 6) Ha/J3BUUAlHO CKJIaJIHE 3aBllaHHs; 7) 3a0yBaTH
CBilf TOJIOBHHH napoJib, 8) CKOPUCTABIIMCH IMOLIYKOBOIO CHUCTEMOIO YW MCPLriigaarodn Ball
mpoine y comMepexi; 9) Ha MOHITOpI 4 Tix KiaBiatyporo; 10) iHdopmariis Ta mporpamu,
30epeskeHi Ha KOMIT I0Tepi, MOOLILHOMY MIPUCTPOI Y B MEPEKi.

4. Give the appropriate Ukrainian equivalents of the following words and word
combinations (in writing). Learn them.

to provide a hint

password manager

(online) accounts

user name

live chat

master password

1
2
3
4.
5. single sign on
6
7
8

cyberthief

9 initiate the inquiry

10. | adefault / preset password

11. | to disclose password

12. | to be wary

13. | log-on name

14. | sign-in procedure

15. | customized content

5. What do we call:

1) a Web service that allows visitors to communicate with the operator, usually through
real-time live support; 2) a slight or indirect indication or suggestion; 3) one who steals
financial and/or personal information through the use of computers for making its fraudulent
or other illegal use; 4) a password that is used to access other passwords; 5) a password
assigned to a program or hardware device by the developer or manufacturer; 6) a unique
sequence of characters used to identify a user and allow access to a computer system,
computer network, or online account; 7) a session and user authentication service that permits
a user to use one set of login credentials (e.g., name and password) to access multiple
applications; 8) a software app or a hardware device used to store and manage a person's
passwords and strong passwords, typically encrypted ones, requiring the user to create a
master password to access all managed passwords; 9) careful, cautious; 10) the means by
which a user can access a computer system.

6. Choose the correct answer.
1. According to the passage, a password manager is ...
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a) adefault or preset password, such as admin.
b) avital online account.
c) amalicious program that can execute itself.
d) aconvenient service that stores all your account information securely.
2. A unique combination of characters, such as letters of the alphabet or numbers, that
identifies one specific user is ...
a) auser name.
b) a password.
c) alivechat.
d) anickname.
3. Security experts recommend ...
a) to have one password for all their vital online accounts.
b) to write passwords on a slip of paper kept near the computer, especially taped to the
monitor or under the keyboard.
c) to use different user names and passwords for every account and change the
passwords frequently.
d) to enable multiple users to share computers and devices.
4. The word inquiry in this text is closest in meaning to
a) “an attempt to find information that is performed by questioning electronically.”
b) “a seeking or request for truth, information, or knowledge.”
c) “aninvestigation, as into an incident.”
d) “asking questions”.
5. A private combination of characters associated with the user name that allows access to
certain computer resources is referred to as ...
a) log-on name.
b) a password.
C) auser name.
d) asingle sign on.
6. The word account in the text is translated into Ukrainian as
a) paxyHOK.
b) 3Bir.
C) OOJIKOBHIA 3aIUC KOPUCTYBAYA.
d) xpenur.
7. The word default in the text is closest in meaning to
a) to fail to do something, such as pay a debt, that you legally have to do.
b) a preselected option adopted by a computer program(mer) when no alternative is
specified by the user.
€) winning the competition because the other side didn’t compete.
d) the fact of not keeping to an agreement or contract.
8. According to the text, the first time you enter your user name and password the password
manager ...
a) generates random passwords.
b) carefully screens all incoming and outgoing messages.
c) saves this information.
d) limits on the number of passwords that can be saved.
9. Which is the best way to translate the following sentence:
You might select a name that is formed from parts of your real name or nickname and
possibly some numbers, if the name you want is taken.
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a) Bwu moxkere oOpaTH iM’sl, IKE CKIaJa€ThCS YACTKOBO 3 BaIIOT0 CIIPABKHBOTO iMEHI UM
MPi3BUCHKA 1, MOXJIHMBO, SKHUXOCh HHU(Dp, SKIIO iM’S, SKE BaM IOIO0AETHCS, yKe
BUKOPHUCTOBYETHCS.

b) Bwu moxere BuOpatu im’s, sike Oyzae chOpMOBaHE 3 YACTHH BALIOTO PEaIbHOTO iMEHi
YU KJIAYKH 1, MOXKITUBO, KUTBKOX TG, AKIIO iM’5I, AK€ BH XOUeTe, yIKE B3ATE.

C) Bu moxere ob6patu iM’s, sike Oyle CKIamaTHCS 3 YaCTHHH BAIIOrO JIHCHOIO iMeHi Uu
iMeHi «Kons» i, MOXINBO, SKHXOCh HOMEpIB, SIKIIO iM’s, SIKE BH XO4YeTe, YXKe
3aiiHsTe.

d) Bu MoXkeTe celekmioHyBaTh iM’s, sike Oyae (pOpMyBaTH 3 YaCTHH BAIIOTO PEATBHOTO
IMEHI YM Mpi3BUCHKA 1, MOXE, SKUXOCh YHCEN, SKIIO iM’S, SKE BH XOYETE, yXKe
3a0bpaHe.

10. The word combination to provide a hint in the text is translated as:
d) TapaHTyBaTH MOpajy.
b) mnpononyBatu migKasKy.
C) 3abe3rneuyBaTH MOKJIUBICTb.
d) mocrayaTé HATAKH.

7. a) Render the following:
- in Ukrainian.

No two users can have the same email address; that is, your email address is unique to
you. This means you can use your email address and password from one website to validate
your identity on another website. Facebook, Google, and Twitter, for example, are three
popular websites that provide authentication services to other applications. By using your
email address from one of these websites to access other websites, you do not have to create
or remember separate user names and passwords for the various websites you visit.

Instead of passwords, some organizations use passphrases to authenticate users. A
passphrase is a private combination of words, often containing mixed capitalization and
punctuation, associated with a user name that allows access to certain computer resources.
Passphrases, which often can be up to 100 characters in length, are more secure than
passwords, yet can be easy to remember because they contain words.

A PIN (personal identification number), sometimes called a passcode, is a numeric
password, either assigned by a company or selected by a user. PINs provide an additional
level of security if they are selected carefully and protected as any other password. For
example, PINs should not contain the same four digits, sequential digits, or dates others could
easily determine, such as birth dates.

- in English*:

[Maponi moBuHHI OyTH BHOpaHi 3 PO3yMOM, TOMY WIO BOHM 3aXHIIAIOTh JOCTYI 0
OLIBIIOCTI MOCHYT, AaHMX 1 Micib. OCHOBHE MPABWJIO, 1€ TPUMATH IX B CEKPETi, ajie SKIIO
napoJib 6y;[e 3aHaATO CKJIaJHUM, TO 1 3amam'siTaTu Horo 6y):[e HCIIPOCTO.

[HIIMM BaXXJIMBUM TPUHIMIIOM € YacTa 3MiHA MapoJiB, OCOOJMBO THUX KIFOYOBHX, SIKi
BHUKOPUCTOBYIOTHCS Il poOOTH KOMMaHii. PekoMeHayeThesi 3aMiHIOBaTH X KOXKHI KiJTbKa
TWKHIB, B 3aJIE)KHOCTI BiJ TOT0, HACKINBKM BaxJuBa mociyra abo iHdopmaris HUMH
3aXHIAETHCA. 2-3 MiCAIl — IIe JOCTATHIM Yac JjIs MEHII Ba)KJIMBHX OOJIKOBHX 3amuciB. st
HaHO1IBII BOXKIIMBUX TEPMIH MPUAATHOCTI OOMEKYETHCS OJTHUM JTHEM.

Kpim Toro, cknamnicts maposisi noBuHHa OyTH ajanToBaHa 1o mociayru. Ha ¢opywmi, Ha
SKUA BU 3aifieTe JUIIE OAWH pa3, JOCTaTHBO 1 MPOCTOTO cioBa. binbml ckiagHi maposi
[MOBUHHI 3aXHUIIATH TOMITY 1 TOCTYI JI0 KOMITTOTEpa a00 KOPIOPATUBHMX JaHHUX.
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SIKII0 BU HE MOXETE BCTAHOBUTH OKPEMHUU Mapodib JJIsl KOXKHOTO CailTy, 3aCTOCOBYMUTE
KiJIbKa BapiaHTIB, Kl MTIAAYTH 7O PI3HOMAHITHUX MOCIYT: HAIPHUKIAL, TPOCTI MapoIi — A
PIZKO BIABIAYBaHWUX CTOPIHOK, CKJIATHINII —UIs YAHOOJNEHUX CAWTIB, e CKIQJHINI — JyIs
TIOIIITH 1 HAWBaX4i — JJIsl 0AHKIBCHKHUX TIOCITYT.

b) Consider this:

1. Why do some websites allow you to use your email address as a user name? Is it safe?
2. What other ways to authenticate the user are used by some organizations? 3. Have you ever
tried hints provided by some sites in case a user forgets his password? Was it helpful?

8. a) Read the Information file below (use the dictionary if needed).
b) Be ready to explain the importance of a strong password and ways of creating it.
Information file

Passwords Help Keep Personal Data Secure

Most of us rely on passwords for every day activities; accessing the internet, using a credit
card, or gaining access to our workplace. A secure password is the key that unlocks details of
your bank account, your social media accounts and your social security benefits. Your
password is more valuable than gold to thieves. It can be used to steal your money or to gain
access to personal information that can be used to scam you and others.

You should guard your passwords in the same way as your house keys. At home, you
have a different key for each door and only lend them out to trusted family and friends. If you
lose your house keys, you immediately get all the locks changed. Likewise, for passwords you
should have a unique key for each account. If you “lend” the combination to a colleague,
make sure you change the password on your return.

A strong password is one that is difficult to guess or unravel. An expert computer hacker
will be able to crack most passwords given enough time. Your aim is to make a password long
enough and complex enough to deter all but the most tenacious of thieves.

The advice from Microsoft is that a good password...:
is at least eight characters long
doesn't contain your user name, real name, or company name
doesn't contain a complete word
is significantly different from previous passwords
contains uppercase letters, lowercase letters, numbers, and symbols.

The results of research revealed the following facts about our online password use.

1) One in five of us use online passwords that haven’t been changed in a decade.

2) Almost half (47%) rely on at least one password that has not been changed for five years.

3) 73% of online accounts are activated by the same password that is also used for another
account.

4) On average just six unique passwords are used to protect 24 online accounts.

5) In the past year, a third of consumers (30%) had an account hacked or password stolen or
received a notice that their personal information had been compromised.

6) As a result, more than three quarters (80%) of consumers are worried about their online
security.

7) More than half (54%) use five or fewer passwords across their entire online life, while a
fifth (22%) use three or fewer. (The sample size was 2,000 UK and US consumers).

It is good practice to change your password every 30 days or so. That way if it is stolen,
the hacker has only a limited amount of time to access your account. If you have not changed
yours lately, do it now before you forget! Be especially worried if your password is something
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| obvious like 123456.

Consider this:

1. Are you sure all your passwords strong and secure? What makes you so sure that they
are (aren’t)? 2. How frequently do you change your passwords? Why? 3. Do you classify your
accounts into ‘more’ and ‘less important’ before inventing passwords for them? What types of
strong password creation methods do you prefer when generating passwords? Why?

c)* Internet Research

- Browse the free web resources to search for:

‘The most popular strong password generating programs’;

- Analyze the information you found and be ready to present the PowerPoint Presentation
or written (oral) report, or 200-250-word essay (choose the form that suits you besz): "The
antivirus protection that keeps my own personal computer secure”. Give reasons and all
necessary details to motivate your choice.

9.* a) Read the following to learn about the use of a CAPTCHA.

Some websites use, which stands for Completely Automated Public Turing test to
tell Computers and Humans Apart. A CAPTCHA is a program developed at Carnegie
Mellon University that displays an image containing a series of distorted characters for
a user to identify and enter in order to verify that user input is from humans and not
computer programs.

A CAPTCHA is effective in blocking computer-generated attempts to access a
website, because it is difficult to write programs for computers to detect distorted
characters, while humans generally can recognize them. For visually impaired users or
if words are too difficult to read, the CAPTCHA text can be read aloud; you also have
the option of generating a new CAPTCHA.

b) Consider This:

1) Why do some websites display distorted characters you must reenter along with your
password? 2) Are you always able to recognize the distorted characters? Can the characters
displayed be changed in case the user experiences difficulties in recognizing them? 3) Is the
CAPTCHA technique efficient in verifying that the user is a human not a bot? Why (not)?
Give your reasons.

10. Write a short summary of the text 'How to Create a Strong Password', p. 57 (see the
scheme in ex.10, Unit 1).

Extended Reading

(1) How to Create a Strong Password

by Nick Douglas

The U.S. government recently revamped its password recommendations, abandoning its

endorsement of picking a favorite phrase and replacing a couple characters with symbols, like

c4tlo”™eR. These short, hard-to-read passwords look complicated to humans but very simple to
computers.

Instead, you want long, weird strings that neither computers nor people can guess.

Humans are bad at coming up with these — we all pick the same “random” words, and we’re
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bad at remembering actually random strings. Follow this guide to make good passwords, or
better yet, let an app make and remember them for you.

Make your passwords very long. Your enemy isn’t some guy in a ski mask trying to guess
your password one try at a time. It’s a program that automatically runs through massive
databases of common passwords or random combinations of characters. The best answer to
that is a very long string of words. As the webcomic xkcd* famously pointed out, a bunch of
plain words is pretty good. But as many hackers use “dictionary attacks” to guess regular
words, it’s best to add some capital letters, special characters, or numbers.

Don’t use a common phrase. But don’t use the same bunch of plain words as everyone
else. If your password consisted of the entire script of Hamlet, it would still be unsafe if
everyone else had the same password. “When in the course of human events” is a shitty
password. So is a famous movie line, or a Bible verse, or even an acronym of a Bible verse.

And don’t get clever with thematic or personally meaningful passwords. Sometimes
humans do try to crack passwords, so don’t help them out by using your son’s birthday or the
phrase printed on your favorite coffee mug.

Test your password. If you use a password manager, it’ll test your password in real time,
on the safety of your computer. The sites ‘How Secure Is My Password?’, ‘How Big Is Your
Password?’, and ‘How Strong Is Your Password?’ test if your password is long enough. But
they won’t warn you about common guessable phrases, like those Bible verses.

Of course, typing your passwords into unfamiliar sites is a bad habit. These sites are safe,
as they’re all publicly run by trusted developers who promise that your entered text never
leaves your computer. Still, to be safe, just use these sites to get the gist before you make your
real password.

Don’t reuse your password. When your password on some web service gets hacked (and
it will), you’d better hope you didn’t use the same password on three other services. Don’t use
a weak password for services that “don’t matter,” because some day you might give one of
those services your credit card info, or use it to authorize more important services, and you
won’t think to beef up your password.

Use a password manager. Until you do this, no matter how hard you try all the rules
above, you will keep picking bad passwords. Here’s how:

- Your “random” string of words will be something like “monkey dragon baseball
princess,” four extremely common password words, and a computer will guess it.

- You’ll pick something memorable, which will limit your options, and a computer will
guess it.

- You’ll manage to make a password a computer can’t guess, and you’ll forget it, and
you’ll have to replace it with a weaker password, and a computer will guess it.

- You’ll pick something identifiable to anyone who follows you on Twitter or Facebook —
like your dog’s name — and a human will guess it.

Instead, get your computer to make and remember your passwords for you. This is the
only reliable but convenient way to manage the vast quantity of passwords that modern life
requires. The current best in class is 1Password. If you don’t care about the detailed
differences between managers, just grab this one.

There are several other fantastic, full-featured password managers for Windows and OS
X. All these apps will create and remember your passwords. And all of them tell you how
secure each of your passwords are. Some even alert you when the services you use get hacked,
whether or not you were personally exposed. Of these top picks, the most distinctive is the
open-source KeePass. It focuses on local storage rather than cloud solutions, and it even lets
you use a file to unlock it, so you could turn a physical thumb drive into your “password.”
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Cloud-based services like 1Password and LastPass are more vulnerable to remote
attacks. But because they heavily encrypt your data and don’t store your master password,
you’re still safe even if those services are hacked — as long as your master password is too
hard to crack. (You can also sync your encrypted password file with Dropbox or Google
Drive; a hacker would still need your master password to unlock it). You just need to
remember one password: The one that locks your password manager. Follow all the rules
above to create a strong master password, especially if you sync your data. Otherwise, if your
password service ever gets hacked, the hackers will also guess your weak master password,
and they will swim around in all your accounts as in a silo of Scrooge McDuck money.

Now if you just have to write that master password down, do it on paper, and keep it
somewhere safe like your wallet. Don’t write “MASTER PASSWORD” on it. Rip it up as
soon as you’ve memorized it (which will take just a day or two, thanks to the muscle memory
of typing it in every time you log into anything). Don’t forget your master password, or you

could be completely and utterly screwed.
(https://lifehacker.com/how-to-create-a-strong-password-1797681069)

*a webcomic created by American author Randall Munroe. The comic's tagline describes it as "A webcomic
of romance, sarcasm, math, and language”. Munroe states on the comic's website that the name of the comic is not
an initialism but "just a word with no phonetic pronunciation".

(2) How to Create the Perfect Screen/Username
by Brandon De Hoyos

Generate a cool username for Instagram, Twitter, YouTube, Snapchat, and others!

A username is your identity online, whether you use it for your online bank or just to meet
new people through a chat room. Creating a username, screen name, handle, login 1D, etc., is
serious business. Not only will this new moniker become tied to your online identity, it will
affect other people's perception of you, much like how your hair and clothes might during an
in-person meeting. Your handle might even affect the results of your job search or dating
profile if it refers to something racy or inappropriate. On the flip side, being associated with a
unique and attention-grabbing screen name is a great way to showcase your personality and
create a memorable impression.

Indeed, screen name creation is probably more important than most of us realize. Don't
fret, though! Below are a few ideas to help you score a terrific username.

Add Favorite Things to Your Username. Do you like the color purple, dinosaurs, candy,
and the number 7? Something like SweetPurpleDinosaur? will go a long way. Jot down a
few of your favorite things and consider your job or career aspirations, favorite foods,
celebrities, sports teams, movies... Just be creative!

Consider What's Around You. Have you exhausted your lists of favorite things? Consider
school mascots, your town, or other things relative to where you live and what you are about.
However, be very careful not to give away too much information. Internet predators could
potentially identify your location by your screen name. Something like
SweetTexarkanaHighDinosaurGirl91 might seem innocent at first until you realize that it
can probably be deciphered as a Texarkana, TX, high school girl who graduated or was born
in 1991. On that note, maybe you should choose something specific that doesn't actually apply
to you, for even more anonymity.

Use a Screen Name Generator. One of the most easy ways to create a screen name with
the least amount of effort is to let your computer do it for you. There are several screen name
generators available that are easy and fun to use. Here's our top picks:
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(1) SpinXO: Generates names using information like your hobbies, important words,
name, numbers, and things you like. You can get 30 usernames immediately, and refresh for
more. Click a username at SpinXO to see if they're available on different platforms like
Reddit, Tumblr, YouTube, Twitter, or Instagram.

(2) Screen Name Generator: Enter two words at The Screen Name Generator to have it
generate a unique screen name that's a combination of your words plus something random in
between them. This is a good tool to use if you have specific words that you'd like to include
in your username.

(3) Rum and Monkey: Rum and Monkey's online hame generator is broken down into
categories to help you find the best login ID. Get an ancient Greek name or something in
military code. You can even go for a Minion or Korean name. Select a category and your
gender, and then enter your name to get a fun and unique username.

(4) The Cool Name Generator: Make a random male, female, or gender-neutral screen
name at The Cool Name Generator. You also have the option to put in your own name for a
personal gender-specific username.

(5) Fake Name Generator: This website not only gives you a username but even a whole
identity, including a first and last name, address, birthday, physical attributes, employment
information, and more. A bit much? Maybe so, but the usernames are pretty random and the
other details are fun to read.

What to Do When Your Screen Name Is Unavailable. Have you hit the "this username is
taken" roadblock and need creative inspiration? A used screen name doesn't mean it wasn't
meant to be. Just like when creating strong passwords that are hard to guess, you can also use
non-English word combinations to build unlikely usernames. Consider substituting symbols
and letters that are similar: @=a, 3=e, $=5, S=5. Most messaging apps and social networks
will let you use symbols in a username and, with many to choose from, the possibilities are
nearly endless. For example, if SweetPurpleDinosaur7 is already being used, consider

making it $weetPurpleD1nOsaur?7.
(https://www.lifewire.com/create-perfect-screen-name-1949903)
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Unit 6. Software Theft

Pre-Reading Activities

Answer the questions.

1. Have you ever used pirated software or done illegal registration/activation? Why? 2.
Why do some people use unlicensed software? 3. Who mostly uses unlicensed software? 4.
Who will never use unlicensed software? 5. What are the drawbacks of using stolen software
from the user’s and software manufacturer’s perspective? 6. What is software theft? List some
examples.

1. a) Read the texts using the dictionary. b) translate the underlined words and word
combinations into Ukrainian (in writing); ¢) pay attention to the terminological units in bold
type. Be sure you can give their definition in English and their Ukrainian equivalents.

(1) Software Theft

Software theft occurs when someone steals software media, intentionally erases programs,
illegally registers and/or activates a program, or illegally copies a program.

* Physically stealing software: A perpetrator physically steals the media that contains
the software, or steals the hardware that contains the media that contains the software. For
example, an unscrupulous library patron might steal a game CD/DVD.

* Intentionally erasing software: A perpetrator erases the media that contains the
software. For example, a software developer who is terminated from a company may
retaliate by removing or disabling the programs he or she has written from company
computers.

* Illegal registration/activation: A perpetrator illegally obtains registration numbers
and/or activation codes. A program called a keygen, short for key generator, creates software
registration numbers and sometimes activation codes. Some unscrupulous individuals create
and post keygens so that users can install software without legally purchasing it.

« Illegal copying: A perpetrator copies software from manufacturers. Software piracy,
often referred to simply as piracy, is the unauthorized and illegal duplication of copyrighted
software. Piracy is the most common form of software theft.

(2) Safeguards against Software Theft

To protect software media from being stolen, owners should keep original software boxes
and media or the online confirmation of purchased software in a secure location, out of sight
of prying eyes. All computer users should back up their files and drives regularly, in the event
of theft. When some companies terminate a software developer or if the software developer
quits, they escort the employee off the premises immediately. These companies believe that
allowing terminated employees to remain on the premises gives them time to sabotage files
and other network procedures.

Many manufacturers incorporate an activation process into their programs to ensure the
software is not installed on more computers than legally licensed. During the product
activation, which is conducted either online or by phone, users provide the software product’s
identification number to associate the software with the computer or mobile device on which
the software is installed. Usually, the software can be run a preset number of times, has
limited functionality, or does not function until you activate it.

To further protect themselves from software piracy, software manufacturers issue users
license agreements. A license agreement is the right to use software. That is, you do not own
the software. The most common type of license included with software purchased by
individual users is a single-user license agreement, also called an end-user license
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agreement (EULA). The license agreement provides_specific conditions for use of the
software, which a user must accept before using the software. These terms usually are
displayed when you install the software. Use of the software constitutes acceptance of the
terms on the user’s part.

To support multiple users’ access of software, most manufacturers sell network versions
or site licenses of their software, which usually costs less than buying individual stand-alone
copies of the software for each computer.

A network license is a legal agreement that allows multiple users to access the software
on the server simultaneously. The network license fee usually is based on the number of users
or the number of computers attached to the network. A site license is a legal agreement that
permits users to install the software on multiple computers — usually at a volume discount.

3. Translate the following word combinations.

a) into Ukrainian:

1) to erase programs; 2) to steal software media; 3) to contain the software; 4) to remove
the program; 5) to disable the program; 6) out of sight of prying eyes; 7) to sabotage files and
network procedures; 8) to protect oneself from software piracy; 9) to issue users license
agreements; 10) to permit users to install the software.

b) into English:

1) nineHsiiiHa yroja KiHIIEBOTO KOPHUCTYBaua; 2) reHepaTop CepiitHUX HOMEPIB/KItOUiB; 3)
oOMexeHHi HaOip QyHKIIOHAIBHUX MOYIHBOCTEH; 4) mporpamue 3a0e3MeueHH s, 3aXHIIeHe
aBTOPCHKHUM TIPaBOM; 5) JIiIIEH3is Ha JIOKaJbHE BUKOpUCTaHHs [13; 6) BKIFOYHTH B IPOrpaMmy
mpoliec akTuBaiii; 7) 3amyckaru [13; 8) HamaBaTH 0COONMBI YMOBH BHKOPHCTaHHS
MpOrpaMHOro 3a0e3nedeHHs; 9) MPUHHATTS YMOB 3 00Ky KopucTyBaya; 10) ineHTudikamiitanit
HOMEp MPOTPaMHOTO TPOIYKTY.

4. Choose from the box the appropriate Ukrainian equivalent to the following words and
word combinations.

Kpanmixka 113, ¢isuune BukpaneHHs [13, HaBmucHe BupanenHs [I3, He3akoHHa
peecTpallisi/akTUBAIlisl, HE3aKOHHE KOIIOBAaHHSA, NporpamMHe 3a0e3MeueHHs 3aXHUIICHE
aBTOPCHKHM IIPaBOM, IIIaTa 3a JIIEH3II0 Mepexi, 3aKOHHA yroja, HeJOOPOCOBICHUI, ONTOBA
3HWKKA, JIIEH3IHHa yroja KiHIEBOrO KOPHUCTyBaya, OJHOYACHO, NPHETHAHUHA 10 MEpexi,
YMOBH JIOTOBOPY, OJJHOKOPHCTYBallbKa JIilleH31itHa yroaa, miparctso [13, reHeparop KirouiB,
3aJjaHa KUIBKICTh pa3iB, oOMexeHa (YHKIIOHAJIbHICTh, OKpPEeMi KOMil MNpOrpaMHOro
3a0e3MeYeHHSI.

an end-user license agreement

intentionally erasing software

simultaneously

a preset number of times

software theft

copyrighted software

attached to the network

physically stealing software

©® NS O~ W IN

a network license fee

-
©

limited functionality
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11. | agreement terms

12. | illegal registration/activation

13. | alegal agreement

14. | software piracy

15. | unscrupulous

16. | a key generator

17. | at a volume discount

18. | illegal copying

19. | asingle-user license agreement

20. | stand-alone copies of the software

5. What do we call:

1) stealing software media, intentionally erasing programs, illegally registering and/or
activating a program, or illegally copying a program; 2) a program that creates software
registration numbers and sometimes activation codes; 3) the unauthorized and illegal
duplication of copyrighted software; 4) the right to use software; 5) a legal agreement that
allows one user to access the software; 6) a legal agreement that allows multiple users to
access the software on the server simultaneously; 7) a legal agreement that permits users to
install the software on multiple computers; 8) is a license validation procedure required by
some proprietary computer software programs; 9) having or showing no moral principles; not

honest or fair; 10) not according to or authorized by law.

6. Choose the correct answer:

1. The most common type of license included with software purchased by individual users is:

a) a network license;
b) a site license;
c) a single-user license;
d) a license agreement.
2. Which collocation is correct?
a) to issue a license;
b) to accompany a license;
c) to present a license;
d) to write out a license.
3. A person is not considered a penetrator when he/she:
a) registers and/or activates a program using keygens;
b) unintentionally erases software;
c) illegally copies a program;
d) purposefully removes or disables a program.
4. The word with an opposite meaning to multiple is:
a) unscrupulous;
b) diverse;
c) single;
d) more than one.
5. The passage states:
a) that all perpetrators should be fined and punished,;
b) that software piracy is prohibited by law;

c) that you must use a license for product activation or registration;
d) what is considered to be a software theft and lists types of licenses.
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6. If your software is registered and activated, ...
a) it’ll be run a preset number of times;
b) it’ll have a limited functionality;
c) it’ll function well;
d) you’ll need to enter a registration or activation number every time you run your
program.
7. The word simultaneously means:
a) at the same time;
b) independently;
c) individually;
d) incidentally.
8. Specific conditions for use of the software...
a) may be declined,
b) must be accepted at the start of the activation process;
c) are never displayed,;
d) are useless.
9. Which is the best way to translate the following sentence into Ukrainian:
Use of the software constitutes acceptance of the terms on the user’s part.
a) Buxopucranns [13 o3Hadae npuiHATTS yMOB y YaCTHHI KOPHCTyBada.
b) Bukopucranust [13 cTaHOBHTB YacTKy IPUIHATTS YMOB KOPUCTYBadeM.
) Buxopucranus 13 o3Ha4ae mpuiHATTS YMOB 31 CTOPOHH KOPHCTyBaua.
d) [TpuiiHATTS YMOB KOPUCTYBa4YeM € HEBIT'€MHUM U1 KopucTyBaHHS 113.
10. The word combination volume discount in the text is translated as:
a) CyTTEBA 3HUKKA,
b) 3HMKEHA TYUYHICTB;
¢) 00’eMHa 3HMKKA,;
d) auckoHT o0csrYy.

7. Eranslate the following sentences into Ukrainian. Use the dictionary if necessary.

1. The most widely used method to prevent software piracy is the license key; code that is
built into an application to require a valid key to unlock the software. 2. Some shopping cart
providers include licensing capabilities, offering an end-to-end method for everything from
hosting a store, to distributing software, to managing licensing keys. 3. Some organizations
encrypt the source code within an application so it can't be reverse engineered or stolen in any
other way. 4. When dealing with Web applications, corporations should think about running
PHP code using a tool like Zend Technologies Inc.'s Zend Guard, which provides a run-time
environment to compile Web applications and thus shield the source code from the browsers.
5. Illegal and improperly used software hurts the economy in general, the software industry
specifically and it can cause harm to your computer. 6. The EULA's terms and conditions
define how you can legally use the software, how many computers you can install the
software on, and whether or not you can make a backup copy. 7. Register your software to
prevent others from attempting to install your software on their computers. 8. Report piracy if
you discover that software you purchased is not authentic or if you suspect that an online
reseller or retail establishment is selling counterfeit software. 9. Never download software
from a peer-to-peer file-sharing sites. 10. Check the manufacturer's website to see what kind
of authentication markings they include to guarantee that the software is genuine.

8. a) Render the following text in English.
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b) Be ready to dwell on the topic Internet piracy in Ukraine.

CyTb IHTEpHET-TTipaTCTBa MOJIATAE ¥ BIATBOPEHHI 1 PO3MOBCIOHKCHHI Mepekero [HTepHeT
¢inpMiB, MY3MYHHX TBOpiB, KOMI'IOTEPHHUX MpOrpaM, irpamok, iHIUX 00’ €KTiB
IHTEJIEKTyalIbHOI BIACHOCTI 0€3 J103BOJTy aBTOpa abo iHIIOi 0co0H, sika Ma€ aBTOPCHKE MPABO
i/abo cymixHI mpaBa, abo 0e3 BWIUIATH BHWHATOPOAM 3a BUKOPHUCTAaHHS TBOPIB Yy
BCTAHOBJICHOMY 3aKOHOM TMopsaaky. Ha mymky mpoBimaux ropuctiB B cdepi IT mpasa, B
VYkpaiHi gyxe CKJIaAHO MPHUTATHYTH AO BiAMOBinanmeHOCTI 3a [HTepHeT-mipaTtcTBO. AIUKE,
Cy0'€KTOM TIPaBONOPYLIEHHS Yy TAKWX CIIpaBaX BU3HAIOTH HE NPHBATHOTO KOPHCTyBada, a
aZgMiHiCTpaTOpa MEPEKEBOI0 Pecypcy, SKUi JO3BOJIMB 1 CIPHSB MOMIMPEHHIO KOHTpadakTy.
[opyiieHHsT aBTOPCHKOTO TpaBa Ma€ €KOHOMIYHHI XapakTep, TOMY AJsl HOro MoJoJaHHS
HEOOXiJHO MPUMUHUTH KPHUMIiHAIBHE TNeEpecliAyBaHHA 1 BBeCTH ImTpadu BiJHOCHO
PO3ITOBCIOKYBAYIB TIPaTChKOTO KOHTEHTY. OIHUM i3 TOJOBHHX HOBOBBEIEHBL € JOCYAOBa
MOJKJIUBICTh BHJIAJICHHS a00 OOMEXEHHs JOCTyImy 10 iH(opMallii, 0 MOpyIIye aBTOPChKE
mpaBo. [Ipm upomy mepenbadenHo mTpadHi cavkmii B posmipi Bim 500 mo 1000
HEOIOAATKOBYBAaHUX MIHIMyMiB JOXOAY TPOMaJsiH 32 HEBHKOHAHHS TOOPOCOBICHOI BUMOTH
om0 OJIOKYBAaHHS HEJNEeralbHOro KOHTEHTY. AHaNOTiIUHI ImTpadu 3arpoKylOTh Y BHIAAKY
BiIMOBH ieHTH(]IKYBaTH KOPUCTYBaua, KM PO3MICTUB KOHTEHT, IO MOPYLIYE aBTOPCHKI
mpaBa. [HTepHET-TipaTcTBO Ma€ TIIO0AJbHHUH XapakTep, WOTO HEMOXJIMBO TOOOpPOTH B
OKpeMilt kpaiHi. SITOHCHKI JOCIITHUKY 3 YHIBEpCHTETY Aizu i aMepHKaHCHKI — 3 YHIBEPCHTETY
Deakin po3pobunu HOBI idpoBi BOJSMHI 3HAKH, SIKI JONOMOXYTh BUYHCTHTU [HTEpHET Bif
HeJslerajgbHol My3ukH. [IpuurHamMu HEBIMMHHOTO PO3BUTKY Ta MOMIMPEHHIO [HTepHeT-mpaTcTBa
€, TIEPII 3a BCE, BITHOICHHS IPOMAICHKOCTI 10 MOPYIICHHS aBTOPCHKUX MPaB, MIPOIUKTOBAHE
MEHTAJITETOM Ta MOTipIIEHHSIM EKOHOMIYHOTO CTaHy KpaiHH.

c)* Internet Research

- Browse the firee web resources to search for: ‘What are the penalties for piracy?’

- Be ready to present the results of your research in class in the form of a written (oral)
report / 200-250-word essay (choose the form that suits you best).

9. a) Read the Information file below (use the dictionary if needed).
b) Be ready to describe the process of product activation.
Information file

Product activation

Product activation is the act of verifying protected electronic data and involves the
required activation by the consumer shortly or directly after purchasing the software or
service. Activation verifies licensure and protects the copyright of the owners of digital
products while helping to combat piracy.

There are a number of ways in which activation of products or services can take place.
Sometimes it is simply a matter of using a code given to the buyer via email or physically
printed on the product or its packaging. These codes are often called "product keys",
"activation codes", "key codes" "activation keys" and there are usually instructions in the
install process on how to activate the product. Some sophisticated software vendors require a
telephone confirmation call at which time the activation code is given.

During the product activation process, codes/product keys are usually entered into a form
and the product serial number which may also need to be entered is checked against the code.
A mathematical algorithm aligns the two sequences and if they meet the conditions the
product or service will be activated and can be used.

There are often requirements to agree to terms and conditions of the software license at
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the time that the activation is made. Some activations are more lengthy than others; it often

depends upon the value of the product or service being activated.
https://www.techopedia.com/definition/4065/product-activation

Consider this:
1. Why does software need activation? 2. How do you activate your software? 3. Can a
keygen provide product activation?

10. Write a short summary of the text ‘What Is Product Activation?', p. 66 (see the scheme
in ex.10, Unit 1).

Extended Reading

(1) What Is Product Activation?
Some software programs require activation before they can be used
by Tim Fisher

Product activation (often just activation) is the procedure by which a piece of software or
operating system is proven to be legitimately installed. From a technical perspective, product
activation usually means combining a product key or serial number with unique information
about a computer and sending that data to the software maker over the internet. Then, the
software manufacturer can validate whether the information matches up with their records of a
purchase, and any features (or lack of features) can then be placed on the software.

Why Does Software Need Activated? Product activation helps prove that the product key
or serial number being used is not pirated and that the software is being used on an
appropriate number of computers... usually, but not always, one. In other words, activating a
product prevents users from copying a program to other devices without paying for the
additional instances, something that's remarkably easy to do otherwise.

Depending on the software or operating system, choosing not to activate might prevent
the software from running entirely, reduce the functionality of the software, watermark any
output from the program, cause regular (usually very annoying) reminders, or may not have
any effect at all. For example, while you can most definitely download a free version of the
popular Driver Booster driver updater program, you cannot use all of its features because
there's a professional version of the same program. Driver Booster Pro lets you download
drivers faster and gives you access to a larger collection of drivers, but only if you insert a
Driver Booster Pro license key.

How Do | Activate My Software? Keep in mind that not all programs need activated
before they can be used. A general example is most freeware programs. Applications that are
100% free to download and use as often as you like do not normally need to be activated since
they are, by definition, free for almost anyone to use. However, software limited in one or
more aspects, like by time or use, often use product activation as a way for the user to lift
those restrictions and use the program past its free trial date, use it on more computers than the
free edition allows, etc. These programs often fall under the term shareware.

It'd be impossible to provide instructions on how to activate every single program and
operating system, but in general, product activation works basically the same no matter what
needs activated... If you're installing an operating system, you're often given the opportunity to
provide an activation key during installation, maybe even with the option to delay activation
until later. Once you've started the OS and are using it, there's most likely an area in the
settings where you can enter the product key to activate it.
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The same is true, for software programs though most even let you use the professional
edition for a period of time (like 30 days) for free, with or without limitations depending on
the application. However, when it's time to activate the program, some or all features are
completely disabled until you paste in a product key. If you're not given the chance to enter a
series of numbers and/or letters for activation, that program might instead use an activation
key file that you get over an email or download from your online account. Some software
programs don't use a traditional activation method and might instead make you log in to your
account through the program because your activation status is stored in your online account.

In some situations, usually in commercial business settings only, multiple devices connect
to a local server on the network to obtain the license information needed for a particular
program. The devices are able to use the software in this way because the license server,
which communicates directly with the manufacturer, can validate and activate each instance
of the program. Look for a key icon, lock button, license manager tool, or option in the File
menu or in the settings. It's usually there that you're given the option to load a license file,
enter an activation code, etc. Activating an operating system or program can sometimes be
accomplished over the phone or email as well.

Can a Keygen Provide Product Activation? Some websites offer free product keys or
license files that trick a program into thinking that it's been purchased legally, letting you use
a trial or expired program or operating system to its full capacity. They're normally provided
through what's known as a keygen, or key generator. It's important to know that these types of
programs do not provide valid licenses, even if they do actually work and let you use the
software with no limitations. Entering a product key that works, but that was not purchased
legally, is likely illegal in most cases, and certainly unethical.

It's always best to purchase programs from the manufacturer. In most situations, you can
get your hands on a free trial copy of any program or OS so that you can test it out for a
limited time. Just remember to buy a genuine license if you want to keep using it. Some
license files and product keys are designed to be used more than once until a limit is reached,
and some can be used as many times as possible but will only work if the simultaneous use of
the license remains below a predefined number. For example, in the second instance where the
same key can be used as often as you like, the license may only support, say, 10 seats at once.
In this scenario, the key or key file could be loaded into the program on 10 computers and all
of them could be activated, but not even a single one more. However, if three computers
closed down the program or withdrew their license information, three more could begin using

that same product activation information because the license permits 10 simultaneous uses.
(https://www.lifewire.com/what-is-product-activation-2625971)

(2) End-User License Agreement (“Agreement”)

Please read this End-User License Agreement (“Agreement”) carefully before clicking the
“I Agree” button, downloading or using My Application (“Application”).

By clicking the “T Agree” button, downloading or using the Application, you are agreeing
to be bound by the terms and conditions of this Agreement. If you do not agree to the terms of
this Agreement, do not click on the “I Agree” button and do not download or use the
Application.

License

My Company grants you a revocable, non-exclusive, non-transferable, limited license to
download, install and use the Application solely for your personal, non-commercial purposes
strictly in accordance with the terms of this Agreement.

Restrictions
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You agree not to, and you will not permit others to license, sell, rent, lease, assign,
distribute, transmit, host, outsource, disclose or otherwise commercially exploit the
Application or make the Application available to any third party.

Modifications to Application

My Company reserves the right to modify, suspend or discontinue, temporarily or
permanently, the Application or any service to which it connects, with or without notice and
without liability to you.

Term and Termination

This Agreement shall remain in effect until terminated by you or My Company.

My Company may, in its sole discretion, at any time and for any or no reason, suspend or
terminate this Agreement with or without prior notice.

This Agreement will terminate immediately, without prior notice from My Company, in
the event that you fail to comply with any provision of this Agreement. You may also
terminate this Agreement by deleting the Application and all copies thereof from your mobile
device or from your desktop.

Upon termination of this Agreement, you shall cease all use of the Application and delete
all copies of the Application from your mobile device or from your desktop.

Severability

If any provision of this Agreement is held to be unenforceable or invalid, such provision
will be changed and interpreted to accomplish the objectives of such provision to the greatest
extent possible under applicable law and the remaining provisions will continue in full force
and effect.

Amendments to this Agreement

My Company reserves the right, at its sole discretion, to modify or replace this Agreement
at any time. If a revision is material we will provide at least 30 days’ notice prior to any new
terms taking effect. What constitutes a material change will be determined at our sole

discretion.
(https://termsfeed.com/blog/sample-eula-template/)

Software Piracy

Software piracy is the illegal copying, distribution, or use of software. It is such a
profitable "business" that it has caught the attention of organized crime groups in a number of
countries. According to the Business Software Alliance (BSA), about 36% of all software in
current use is stolen. Software piracy causes significant lost revenue for publishers, which in
turn results in higher prices for the consumer.

When you purchase a commercial software package, an end user license agreement
( EULA) is included to protect that software program from copyright infringement. Typically,
the license states that you can install the original copy of software you bought on one
computer and that you can make a backup copy in case the original is lost or damaged. You
agree to the licensing agreement when you open the software package (this is called a shrink
wrap license), when you open the envelope that contains the software disks, or when you
install the software.

Software piracy applies mainly to full-function commercial software. The time-limited or
function-restricted versions of commercial software called shareware are less likely to be
pirated since they are freely available. Similarly, freeware, a type of software that is
copyrighted but freely distributed at no charge, also offers little incentive for piracy.

Types of software piracy include:

Softlifting: Borrowing and installing a copy of a software application from a colleague.
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Client-server overuse: Installing more copies of the software than you have licenses for.

Hard-disk loading: Installing and selling unauthorized copies of software on refurbished
or new computers.

Counterfeiting: Duplicating and selling copyrighted programs.

Online piracy: Typically involves downloading illegal software from peer-to-peer
network, Internet auction or blog. (In the past, the only place to download software was from
a bulletin board system and these were limited to local areas because of long distance charges

while online.)
(http://whatis.techtarget.com/definition/piracy)
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Unit 7. Information Theft

Pre-Reading Activities

Answer the questions.

1. Have you ever heard of victims of information theft? What has happened to them? 2.
How can a specialist secure the data transferred online? 3. How do you check if a site is
secure? 4. What are some risks of using not secure sites? 5. Why do people have concerns
about information theft?

1. a) Read the texts using the dictionary. b) translate the underlined words and word
combinations and terminological units in bold type into Ukrainian (in writing). Be sure you
can give their definition in English.

Information Theft

Information theft occurs when someone steals personal or confidential information. Both
business and home users can fall victim to information theft. An unethical company executive
may steal or buy stolen information to learn about a competitor. A corrupt individual may
steal credit card numbers to make fraudulent purchases. Information theft often is linked to
other types of cybercrime. For example, an individual first might gain unauthorized access to
a computer and then steal credit card numbers stored in a firm’s accounting department.

Safeguards against Information Theft

Most organizations will attempt to prevent information theft by implementing the user
identification and authentication controls. These controls are best suited for protecting
information on computers located on an organization’s premises. To further protect
information on the Internet and networks, organizations and individuals use a variety of
encryption techniques.

Encryption is the process of converting data that is readable by humans into encoded
characters to prevent unauthorized access. You treat encrypted data just like any other data.
That is, you can store it or send it in an email message. To read the data, the recipient must
decrypt, or decode it. For example, users may specify that an email application encrypts a
message before sending it securely. The recipient’s email application would need to decrypt
the message in order for the recipient to be able to read it.

In the encryption process, the unencrypted, readable data is called plaintext. The
encrypted (scrambled) data is called ciphertext. An encryption algorithm, or cypher, is a set
of steps that can convert readable plaintext into unreadable ciphertext. A simple encryption
algorithm might switch the order of characters or replace characters with other characters.
Encryption programs typically use more than one encryption algorithm, along with an
encryption key. An encryption key is a set of characters that the originator of the data uses to
encrypt the plaintext and the recipient of the data uses to decrypt the ciphertext.

Two basic types of encryption are private key and public key. With private key
encryption, also called symmetric key encryption, both the originator and the recipient use the
same secret key to encrypt and decrypt the data. Public key encryption, also called asymmetric
key encryption, uses two encryption keys: a public key and a private key.

Public key encryption software generates both the private key and the public key. A
message encrypted with a public key can be decrypted only with the corresponding private
key, and vice versa. The public key is made known to message originators and recipients. For
example, public keys may be posted on a secure webpage or a public-key server, or they may
be emailed.
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The private key, by contrast, should be kept confidential. Some operating systems and
email programs allow you to encrypt the contents of files and messages that are stored on your
computer. You also can purchase an encryption program to encrypt files. Many browsers use
encryption when sending private information, such as credit card numbers, over the Internet.

Mobile users today often access their company networks through a virtual private
network (VPN). When a mobile user connects to a main office using a standard Internet
connection, a VPN provides the mobile user with a secure connection to the company
network server, as if the user has a private line. VPNs help ensure that data is safe from being
intercepted by unauthorized people by encrypting data as it transmits from a laptop,
smartphone, or other mobile device.

Digital Signatures and Certificates. A digital signature is an encrypted code that a
person, website, or organization attaches to an electronic message to verify the identity of the
message sender. Digital signatures often are used to ensure that an impostor is not
participating in an Internet transaction. That is, digital signatures can help to prevent email
forgery. A digital signature also can verify that the content of a message has not changed.

A digital certificate is a notice that guarantees a user or a website is legitimate. E-
commerce applications commonly use digital certificates. Browsers often display a warning
message if a website does not have a valid digital certificate. A website that uses encryption
techniques to secure its data is known as a secure site. Web addresses of secure sites, such as
the Amazon.com checkout, often begin with https instead of http. Secure sites typically use
digital certificates along with security protocols. Browsers also often display a lock symbol
in the window, which you usually can tap or click to see the associated digital certificate.

3. Translate the following word combinations.

a) into Ukrainian:

1) to fall victim to information theft; 2) an unethical company executive; 3) a secure
connection to the company network server; 4) to prevent information theft; 4) to implement
the user identification and authentication controls; 5) to verify the identity of the message
sender; 6) encryption techniques; 7) to convert data into; 8) to treat encrypted data like; 9) to
transmit data; 10) virtual private network.

b) into English:

1) 3ano6irtu migpoOIli eNIeKTPOHHUX JIUCTIB; 2) MEPEBIPUTH, IO 3MICT ITOBIIOMJICHHS HE
3MIiHHBCS; 3) 3poOUTH BigoMHM; 4) BigoOpa3uTH MONEPEKeHHs; 5) TpuMaT B cekperi; 6)
Bi0Opa3uTy CUMBON OJOKYyBaHHS; 7) JErKo BAApUTH 1O ab0 HATUCHYTH Ha CHMBOJI
On0KyBaHHS; 8) MIHATH MOPSIIOK CHMBOJIB; 9) 3aMiHsATH cuMBosM; 10) OyTH TEpeXOIICHUM
HEAaBTOPU30BAHMMHU 0COOAMHU.

4. Choose from the box the appropriate Ukrainian equivalent to the following words and
word combinations.

IMokynku 1o maxpalceKid cxemi, MeTOAW IMU(PYBaHHS, 3aKOJOBaHI CHMBOJIH,
OJIeprKyBad/BiAIIPaBHUK iHpopMmarii, mmdpyBaTH/po3mLIUPpoByBaTH JaHi,
HezamuppoBaHuil/3ammppoBaHuil TEKCT, MU(PPYBaHHS 3 3aKPUTUM KIIIOYEM, IUPPYBaHHS 3
BIJKPHTUM KIFOYEM, BIpTyaJbHa IpUBATHA Mepexa, 4uTaOenbHi JaHi, HaOlp CHMBOJIIB,
uudpoBUl MIANKC, JIIOJWHA, SKAa BHJAE cebe 3a iHIIy ocoOy, uudpoBuil ceprudikar,
HaJiMHUIA CallT, 3aXWIICHUH CalT, 3apeECTPOBAHUI/3aKOHHUN KOPHCTYBa4, IMPOTOKOI
Oe3reku, nepeBipka caiTy, nificHnil nudpoBuii cepTudikar.
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1. | encryption techniques

2. | readable data

3. | alegitimate site

4. | adigital signature

5. | asecurity protocol

6. | fraudulent purchases

7. | arecipient/ an originator
8. | encoded characters

9. | aset of characters

10. | avirtual private network
11. | alegitimate user

12. | private key encryption
13. | an impostor

14. | adigital certificate

15. | encrypt/ decrypt data
16. | asecure site

17. | avalid digital certificate
18. | a site checkout

19. | plaintext/ ciphertext

20. | public key encryption

5. What do we call:

1) controls that are used for protecting information on computers located on an
organization’s premises; 2) the process of converting data that is readable by humans into
encoded characters to prevent unauthorized access; 3) the unencrypted, readable data in the
encryption process; 4) the encrypted (scrambled) data in the encryption process; 5) a set of
steps that can convert readable plaintext into unreadable ciphertext; 6) a type of encryption
when both the originator and the recipient use the same secret key to encrypt and decrypt the
data; 7) a type of encryption that uses two encryption keys: a public key and a private key; 8)
an encrypted code that a person, website, or organization attaches to an electronic message to
verify the identity of the message sender; 9) a notice that guarantees a user or a website is
legitimate; 10) a website that uses encryption techniques to secure its data.

6. Choose the correct answer:
1. The text describes:
a) types of securing data; b) techniques for sending data; c) several secure sites;
d) the difference between an impostor and a legitimate user.
2. According to the text, there are:
a) 1 type of data encryption; b) 2 types of data encryption; c) 3 types of data encryption;
d) 4 types of data encryption.
3. The word technique in this text is closest in meaning to
a) skill, art; b) capability, ability; c) method, approach; d) expertise, proficiency.
4. A person who pretends to be someone else in order to deceive others, especially for
fraudulent gain:
a) a fraud; b) an impostor; c) a scam; d) a corrupt individual.
5. A virtual private network (VPN) provides the mobile user with:
a) a secure connection to the company network server; b) a private telephone line;

72




c) the access to forbidden in the country sites; d) a digital certificate.
6. Which of the following features is not typical for a secure site:

a) it uses encryption techniques;

b) web addresses of secure sites often begin with https;

c) it uses a digital certificate along with security protocols;

d) web addresses of secure sites often begin with http.
7. Which is the odd one? Different safeguards against information theft help prevent:

a) an unauthorized access; b) an email forgery; c) information theft; d) fraudulent
purchases.
8. The word with an opposite meaning to scrambled is:

a) plain; b) encrypted; c) unethical; d) legitimate.
9. Which is the best way to translate the following sentence:

A message encrypted with a public key can be decrypted only with the corresponding
private key, and vice versa.

a) TloBimomsieHHs, 3ammM(poBaHe 3 TOMOMOTOK BIJIKPHUTOTO KIHOYa, MOXKE OyTH
po3mmdpoBanHe JIHIIE BiAMOBIAHAM MTPUBATHAM KJIFOYEM, 1 HABITaKH.

b) IMoBimomieHHs, 3auMdpoBaHe BIAKPUTUM KIIOYEM, MOXKE OyTH PO3IIU(POBAHO JIHIIIE
BIJIMTOBITHUM CEKPETHUM KITFOYEM, 1 HaBITaKH.

c) lle 3ammdpoBaHe BIIKPUTHM KJIIOYEM [OBIJOMICHHS BiJKPHUBAETHCSA TiJTBKH
MIPUBAaTHUM KIIIOYEM, 1 HaBIIaKH!.

d) 3ammppoBaHOMy BIAKPUTHM KJIIOYEM ITOBIIOMJICHHIO BiAMOBIMAE TITBKHA CEKPETHUI
KITHOY.
10. The word combination convert readable data into encoded characters in the text is
translated as:

a) KOHBEPTYBATH PO30ipJIKBi JaHi B 3aK0I0BaHI CHMBOJIH;

b) mepeTBoproBaTH YnTa0ENBHI JaHi B 3aKOI0OBaHi CHMBOIIH;

¢) oOepTaTy 3YMTYBaHIi JIaHi B 3aK0JI0BaHI CUMBOJIH;

d) koHBepTyBaTH 3UNTYBaHI JjaHi B 3aKOJI0OBaHiI CUMBOJIH.

7. a) Render the text below in Ukrainian. Use the dictionary if necessary.

1. RSA is one of the first practical public-key cryptosystems and is widely used for secure
data transmission. In such a cryptosystem, the encryption key is public and different from the
decryption key which is kept secret (private). In RSA, this asymmetry is based on the practical
difficulty of factoring the product of two large prime numbers, the factoring problem. A user
of RSA creates and then publishes a public key based on two large prime numbers, along with
an auxiliary value. The prime numbers must be kept secret. Anyone can use the public key to
encrypt a message, but with currently published methods, if the public key is large enough,
only someone with knowledge of the prime numbers can feasibly decode the message. RSA is
a relatively slow algorithm, and because of this it is less commonly used to directly encrypt
user data. More often, RSA passes encrypted shared keys for symmetric key cryptography
which in turn can perform bulk encryption-decryption operations at much higher speed. The
idea of an asymmetric public-private key cryptosystem is attributed to Whitfield Diffie and
Martin Hellman, who published the concept in 1976. They also introduced digital signatures
and attempted to apply number theory.

b)* browse the Internet for additional information concerning the RSA algorithm.

Consider this:
1. What does the abbreviation RSA stand for? 2. What is the history of this cryptosystem?
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8. a) Render the text in English.*

b) Make up a summary of the text in English.

YoMy He MOkHA IYNMTH iHGopManiro

PerryTarist KOXXHOTO 3 Hac — Ay»e BaXKJIMBA i 9acTO MIJIKOM MaTepiajibHa pid, BapTa TOTO,
o0 po Hei a0aTw.

SKkmo XTock, HampuKial, BKpajge cMapT(OH B IHIIOI JIIOAWHM, Taki [Iii OyayTb
KBaMi(DiKyBaTHCS K KPUMIHAIBHUN 3710YMH (KpaaibkKKa), 32 KOTPH mepeadadeHo, 30Kpema,
1030aBIIEHHS BOJII HA CTPOK J0 TPHOX POKIB. SIKIIIO XTOCH MOIYIHUTh TEXHIUYHY IOKYMEHTAIIIO
0 HOBoro cMmaprdoHa, au3afiH MOJENi TOIIO, BUJAaBaTUME HOro 3a CBili BHHAXim i
MpojaaBaTHMe, 1€ KBaTiPiKyeThCs K MIaXpaiicTBO Ta MOPYIIEHHS IPaB HA BUHAXI, 1[0 TAKOX
MOXe «3a0e3meunTrn» BUHHOMY IT030aBJIEHHS BOJII HAa CTPOK 1O IBOX pOKiB. Te came
cTocyeThes M Kpaaikku iH(popmalii — sk HociiB iHpopmarii (kypHamiB, 30ipoK Ta HaBiTh
CaifTiB), Tak 1 mMpUBIACHEHHs caMoi iHdopmMmarii, abo k HeJoOpocoBicCHE ii BUKOPHUCTaHHS —
0e3 MmocuiIaHp Ha aBTOPA, JUKEPENO MEPLIOro ONPHIIOIHEHHS Tomo. OTOX, SKIIO B CYZ0BOMY
mopsiaKy Oyzae MOBENeHO, MO Ti, XTO HE3aKOHHO BHUKOPHCTOBYBAaB UyXi TBOPH, 3aBHallU
ICTOTHOT IIKOJT! aBTOPY, X MOXKe OYTH MOKapaHO yB’SI3HEHHSIM CTPOKOM JI0 BOX POKiB.

B iHmmx Bumagkax Ha KpamiiB Ta HE3aKOHHHX IIOMIMPIOBAYiB JATae IMBLUIBHA a0o
aJMIiHICTpaTHBHA BiAMOBITANBHICTH, Ka BUMIPIOETHCS (piHAHCOBO — y BUTIAL mTpady. Ciifg
MaTH Ha yBasi, IO I[I€é CTOCYEThCS TAaKOXX HE3aKOHHOTO PO3MOBCIOKEHHS HPUMIPHHUKIB
ayJlioBi3yalIbHUX TBOPIB, (POHOTPaM, BiJleorpaM, KOMIT FOTEPHHX MPOrpam, 6a3 JaHUX TOIIO.

[[lobu ©HEe BTpanmuTH B Xajemy, BapTO IaM sATaTd 0ojail OJHE TPOCTE MPaBUIIO:
MOLIMPIOBATH MOYHA JIMIIE TOH MPOIYKT, JILEH31s SKOTO JO3BOJISE 1Ie pOOUTH, a00 3K SKIIO0
HOr0 CTBOPEHO HE MEHINE 75 pOKiB TOMy, a00 SKIIO 3 4Yacy CMepTi HOro aBTopa MHHYJIO
moHaliMeHIe 75 pOKiB (CTOCOBHO YKpaiHCBKMX OO0’€KTiB 49u aBTOpiB — 70pOKiB).
[MommproBaTi iHMOpMaIito MOXXKHA 13 OOOB’S3KOBMM TIOCHJIAaHHSM Ha aBTOpa Ta Ha

MIEPILIOJKEPEIIO, Jie IF0 iHpopMaIliro 0yJI0 OmyO0IiKOBaHO.
(http://mediadriver.online/vse_shcho_potribno_znaty pro_copyright/chomu-ne-mozhna-krasti-informatsiyu-etichni-ta-
yuridichni-aspekti/)

9. Internet Research
Browse the free web resources to search for: ‘Different algorithms of securing data’.
Be ready to present the results of your research in class in the form of PowerPoint
Presentation / written (oral) report / 200-250-word essay (choose the form that suits you
best).

10. Write a short summary of the text ‘Cloud Data Privacy’, p. 74 (see the scheme in
ex.10, Unit 1).
Extended Reading

(1) Cloud Data Privacy

Privacy and security concerns arise when consumers and businesses consider moving their
data to an online storage service. While the cloud offers a tremendous amount of storage space
at a relatively low cost, the security of data and the reliability of cloud companies trigger
concerns.

When people register for a cloud computing service, they sign a written contract or tap or
click an online OK or Agree button to affirm they read and understand the terms of the
agreement. Any data saved on the cloud is entrusted to the third-party provider, which has a
legal obligation to protect the data from security breaches. The company also must guard
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against data loss due to physical disasters, such as power outages, cooling failures, and fire.
When data has been compromised, many states require the company to disclose the issue to
the data owner promptly.

The Cloud Security Alliance (CSA) warns of hackers who register for the service with a
credit card or for a free trial period and then unleash malware in an attempt to gain access to
passwords. Because the registration and validation procedure for accessing the cloud is
relatively anonymous, authorities can have difficulty locating the abusers.

Another concern arises when transferring data over a network to the cloud. When the data
is traveling to or from a computer and the cloud service, it is subject to interception. To
minimize risk, security experts emphasize that the web address of the website you are visiting
must begin with https, and the data should be encrypted and authenticated.

Law enforcement’s access to the data raises another security issue. Email messages stored
on a private server belong to the company or individual who owns the computer, so law
enforcement officials must obtain a search warrant to read a particular user’s messages. In
contrast, law enforcement officials can access email messages stored on the cloud by
requesting the information from the company that owns the cloud service. The user might not
be notified of the search until up to 90 days after the search occurred; moreover, the search
may occur without limitations and may include continuous monitoring of an individual’s
email communications.

International laws and industry regulations protect sensitive and personal data. Germany
has some of the strictest cloud data privacy laws, and, in general, the European Union’s
privacy regulations are more protective that those in the United States. In much of Europe, for
example, consumers must agree to have their personal information collected, and they can
review the data for accuracy. The education, health care, and financial services industries in
the United States have strict data privacy regulations that affect cloud storage. For example,
the Family Educational Rights and Privacy Act (FERPA) regulates the confidentiality of
students’ educational records, so colleges must obtain students’ consent to share data with
cloud storage providers and other third parties.

Cloud storage companies have increased their privacy and security features in recent
years. Many allow consumers and businesses to protect files with passwords or require two-
step authentication to access files, to delete data if a mobile device has been stolen or lost, and
to delete data that has been stored past an expiration date.

Consider This:

1. How much of your personal data is stored on the cloud? 2. Do you have concerns about
the security of this data? 3. Have you ever received a notice that any of your online data has
been compromised? 4. Should online social networks or email providers give more explicit
notice that data is stored on the cloud? 5. Should law enforcement officials be able to access
your data without your consent? Why or why not?

(2) Who Is Responsible for Data Left on the Cloud?

Businesses often contract with cloud storage providers for data storage. Many businesses
also use cloud storage providers to store customer data. This data could include contact
information, credit card numbers, and ordering history.

Ownership of cloud data becomes an issue when a cloud storage provider or the business
using the cloud services closes. Other issues include what happens if the business fails to pay
the cloud storage provider, or when a contract ends. Many feel that it is the responsibility of
the business owner to remove and destroy company data before a contract ends. Supporters of
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this argument believe that cloud storage providers should not be accessing data they host.
Others contend that if a business fails to remove and destroy its data before its cloud storage
contract ends, cloud storage providers should return the data, or remove the data permanently.

An ongoing debate exists related to who is responsible for cloud data security. Many
experts put the responsibility of securing data in the hands of the data owner. Others advocate
for a shared security model, in which the cloud storage provider includes security tools, but
the company provides additional security as needed. Ownership and security of data should be
included in any contract between a business and cloud storage provider. Contracts also should
specify what happens in a variety of scenarios, including if either party stops its operations, or
if hackers access the data.

Consider This:

1. If a business stops its operations, who should remove its data from cloud storage?
Why? 2. If a customer does not remove its data before a contract ends, should a cloud storage
provider return the data, or can it remove or sell the data? Why or why not? 3. Who is
responsible for data security? Why?
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Unit 8. Hardware Theft, Vandalism, and Failure

Pre-Reading Activities

Answer the questions.

1. How do you understand the notions of hardware theft and hardware vandalism? 2. Do
you know anyone who fell victim to hardware theft or vandalism? 3. Have you ever damaged
hardware? 4. What are physical ways to protect data? 5. Do you back up data?

1. a) Read the texts using the dictionary. b) Translate the underlined words and word
combinations and terminological units in bold type into Ukrainian (in writing). Be sure you
can give their definition in English.

Hardware Theft, Vandalism, and Failure

Users rely on computers and mobile devices to create, store, and manage important
information. You should take measures to protect computers and devices from theft,
vandalism, and failure.

Hardware theft is the act of stealing digital equipment. Hardware vandalism involves
defacing or destroying digital equipment. Hardware can fail for a variety of reasons: aging
hardware, natural or man-made disasters, or random events such as electrical power problems,
and even errors in programs or apps.

The hardware theft and vandalism safeguards consist in physical access controls (i.e.,
locked doors and windows); alarm system; physical security devices (i.e., cables and locks),
and device-tracking apps, while the hardware failure safeguards are provided by surge
protector; uninterruptible power supply (UPS); duplicate components or duplicate
computers and fault-tolerant computers.

To protect against data loss caused by hardware/software/information theft or system
failure, users should back up computer and mobile device files regularly. As previously
described, a backup is a duplicate of a file, program, or media that can be used if the original
is lost, damaged, or destroyed; and to back up a file means to make a copy of it. In the case of
system failure or the discovery of corrupted files, you restore the files by copying the backed
up files to their original location on the computer or mobile device.

If you choose to back up locally, be sure to use high-quality media. A good choice for a
home user might be optical discs or an external hard drive. Keep your backup media in a
fireproof and heatproof safe or vault, or offsite. Off-site means in a location separate from
where you typically store or use your computer or mobile device. Keeping backup copies off-
site minimizes the chance that a single disaster, such as a fire, would destroy both the original
and the backup media. An off-site location can be a safe deposit box at a bank, a briefcase, or
cloud storage or cloud backup.

Cloud storage provides storage to customers, usually along with synchronization services
but often on smaller amounts of data. By contrast, cloud backup provides not only backup and
retrieval services, but generally provides continuous data protection to the cloud. More
customers are opting for cloud backup because it saves them the cost of maintaining
hardware. Backup programs are available from many sources. Most operating systems include
a backup program. Backup devices, such as external disk drives, also include backup
programs. Numerous stand-alone backup tools exist. Cloud storage providers may offer
backup services. Users of a cloud backup service install software on their computers that
backs up files to the cloud as they are modified.

Business and home users can perform four types of backup: full, differential,
incremental, or selective. A fifth type, continuous data protection, often is used only by large
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enterprises to back up data to an in-house network storage device purchased and maintained
by the enterprise. Cloud backup services, a sixth option, are providing continuous data
protection capabilities at a lower cost. Some users implement a three-generation backup
policy to preserve three_copies of important files. The grandparent is the oldest copy of the
file. The parent is the second oldest copy of the file. The child is the most recent copy of the
file. When a new backup is performed, the child becomes the parent, the parent becomes the
grandparent, and the media on which the grandparent copy was stored may be erased and
reused for a future backup.

2. Translate the following word combinations.

a) into Ukrainian:

1) to create, store, and manage important information; 2) to deface or destroy digital
equipment; 3) to fail for a variety of reasons; 4) to erase and reuse the media; 5) to provide
flexibility; 6) to maintain backup hardware; 7) to require a great amount of storage; 8) to back
up locally; 9) marked for backup; 10) continuous data protection.

b) into English:

1) mxuBatu 3axoniB; 2) 30iii B cucTeMi; 3) BHSBJICHHS MOIIKO/KCHUX (aiinis; 4)
BigHOBUTH (aitmk; 5) BOrHETpUBKHMU 1 TerutocTikuil ceiid; 6) mocmyrum pe3epBHOTO
KOIIIOBaHHS Ta OJIEPKaHHs JaHHX; 7) MpUpOaHi a0 TexHOreHHi Katactpodu; 8) 3miHIOBATH
¢aiin; 9) BukoHyBaTH pe3epBHe KomiroBanus; 10) 36epertu Kormii.

3. Choose from the box the appropriate Ukrainian equivalenti wa the following words
and word combinations.

Bukpanennss amapatHoro 3a0e3leueHHs, aKT BaHJAi3My CTOCOBHO amapaTHOTO
3a0e3redyeHHs, TOJOBHUN 3amoODKHUIA 3axiJ, CHTHali3allis, XMapHe CXOBHIIE, pe3epBHE
KOIIiFOBaHHS (aillliB TPhOX IMOKOJiHb, CTA0LII3aTOp HANPYTH, TTOBHE Pe3epBHE KOIiFOBAHHS,
Oe3mepeObiitHnii OJIOK >KUBJIeHHS, AudepeHIiiiHe pe3epBHE KOMiIOBaHHS, KOHTPOIb (Hi3HYHOTO
JOCTYITY, TOJATKOBE pPe3epBHE KOIiIOBaHHS, OKPEMi iHCTPYMEHTH PE3epBHOTO KOIIIOBaHHH,
BHOIPKOBE pe3epBHE KOIIIIOBaHHS, METOJl BiJHOBIICHHS, XMapHE pe3epBHE KOIIIOBaHHS,
3acrtapiie oOnajHaHHsA, Oe3NepepBHUI 3axuCT JaHWX, Micue ajs 30epiraHHs, mporpaMa
BIJICT&)KEHHS IIPUCTPOIO

storage space

aging hardware

alarm system

physical access controls

cloud storage

hardware theft

recovery method

@ NSO~ W IN

surge protector

9. hardware vandalism

10. | device-tracking app

11. | ultimate safeguard

12. | incremental backup

13. | selective backup

14. | three-generation backup

15. | stand-alone backup tools
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16. | differential backup

17. | cloud backup

18. | uninterruptible power supply

19. | full backup

20. | continuous data protection

4. What do we call:

1) the act of stealing digital equipment; 2) the act of defacing or destroying digital
equipment; 3) a type of backup that copies all of the files on media in the computer; 4) a type
of backup that copies only the files that have changed since the last full backup; 5) a type of
backup when users choose which folders and files to include in a backup; 6) in a location
separate from where you typically store or use your computer or mobile device; 7) a type of
backup that is used only by large enterprises to back up data to an in-house network storage
device purchased and maintained by the enterprise; 8) a type of backup when files are backed
up to the cloud as they change; 9) a type of backup that copies only the files that have changed
since the last full or incremental backup; 10) a duplicate of a file, program, or media that can

be used if the original is lost, damaged, or destroyed.

5. Choose the correct answer.
1. The aim of the text is to describe...
a) the process of hardware theft and vandalism;
b) different physical access controls;
c) different safeguards against hardware theft, vandalism and data loss;
d) a device-tracking app.
2. The text highlights that ...
a) backing up is the ultimate safeguard against data loss;
b) alarm system is the ultimate safeguard against data loss;
c) cloud storage is the ultimate safeguard against data loss;
d) physical security devices are the ultimate safeguard against data loss.
3. The disadvantage of differential backup is that ...
a) it has the longest backup time;
b) it requires minimal storage space to back up;
c) the recovery is time-consuming;
d) it’s the least manageable of all the backup methods.
4. The advantage of continuous data protection is that ...
a) the recovery of data is very fast;
b) it’s very expensive;
c) it requires a great amount of storage;
d) it requires an Internet connection.

5. A three-generation backup policy consists of three stages referred to as ...

a) the great-grandparent, the parent, the sibling;
b) the grandparent, the parent, the child;
c) the father, the mother, the kid,;
d) the cousin, the nephew, the child.
6. More customers are opting for cloud backup because ...
a) it saves them the cost of maintaining hardware;
b) it’s the best backup ever;
¢) it’s the most reliable and confidential;
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d) it provides only backup and retrieval services.
7. The word random in this text is closest in meaning to:

a) made, done, or happening without method or conscious decision;

b) governed by or involving equal chances for each item;

¢) unfamiliar or unspecified;

d) unexpected or unusual.
8. The word with an opposite meaning to continuous is:

a) perfect;

b) intermittent;

C) permanent;

d) ongoing.
9. Which is the best way to translate the following sentence into Ukrainian:

Keeping backup copies off-site minimizes the chance that a single disaster, such as a fire,
would destroy both the original and the backup media.

a) 30epiraHHs pe3epBHUX KOIK 332 MEXaMH CalTy 3HI)KYE IMOBIPHICTH TOTO, IO Taka
KaracTpoda, K MOXKexKa, SHAIUTH K OPUTiHAIBHI, TaK 1 pe3epBHi HOCII.

b) 3oBHimIHE 30epiraHHs pe3epBHHUX KOIMii 3MEHIIY€e IMOBIPHICTh TOTO, IO TaKe OKpeMe
JIUXO0, SIK TI0KEXKa, SHUIIUTH SIK OPUTiHANBHI, TaK 1 pe3epBHi HOCII.

c) [Mo3acucTeMue 30epiraHHs pe3epBHHUX KOIIii 3MEHIITYE IMOBIPHICTh OKPEMHUX TTOXKEK Ta
3HUIICHHS OPUTIHANBHUX Ta PE3EPBHUX HOCIIB.

d) 30epiranHs pe3epBHUX KOI 3a MeXaMu CalTy 3HIKYE IMOBIPHICTH TOTO, IO Taka
KaracTpoda, K MoXKexKa, 3HAIUTH 00HIBa — OpUTIHATBFHUIM 1 pe3epBHUN HOCII.
10. Which is the odd one?

You should take measures to protect computers and devices from ...

a) theft;

b) vandalism;

c) failure;

d) bugs.

6. Translate the following sentences into Ukrainian. Use the dictionary if necessary.

1. It is very difficult to prevent both theft and vandalism for one piece or set of hardware.
2. Hardware vandalism can take form from someone aimlessly smashing computers at an
institution, to someone cutting a computer cable. 3. The people, who are mainly at risk in this
area, are organizations that house many computers, and people with mobile devices as the size
makes it especially easy to steal. 4. Thieves often aim for notebooks of company executives,
as they can access confidential company information for their own personal gain. 5. Software
and information or identity theft, can be associated with hardware theft. 6. Physical access
controls, such as locked doors and windows, are a good way to protect a mass amount of
hardware equipment. 7. Alarm systems go off when someone enters a room. 8. Physical
security devices, such as cables, allow a user to lock their equipment to a desk, drawer or even
the floor. 9. Implementing the requiry of a password or biometrics, to unlock mobile devices
makes the device useless to the thieves. 10. It does not guard against vandalism.

7. @) Render the text in English.

Hnst cydacHoi mioanHU OaHKOMAaT € 3BHYHMM CIHOCOOOM BHUKOPUCTAaHHS OaHKiBCHKHX
nocayr. Baxko moBiputH, mo mie 49 pokiB TOMYy OTpPUMATH Ipolli MOXHa OyJIO TiIbKH B
0aHKy, 3a3JlaJIeriib 3pOOMBIIM 3aIHT JO YCTaHOBH. lIepIIMMH CKOPUCTAIHMCh MOMKIHUBICTIO
3HIMAaTH KOINTH 3 PaxyHKIB 3a JOMOMOTo0 OaHkoMmaTy MemkaHIl Jlonmona 27 depBHsa 1967
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poKy. 3 TOTO HYacy KiTbKICTh OaHKOMATiB Ha INIAHETI 3pociia A0 TMOoHaA 3 MITLHOHIB Ta
30iMBIIyEThCA B cepenHboMy Ha 280 HOBUX MPHUCTPOIB momHsA. Sk Hachimok, GaHKOMATH
MoYay MPUBEPTATU yBary HE TIJIbKU KOPUCTYBadiB, ayiie W 3mounHIB. [loTeHIliiiHa HaXKuBa
IITOBXAJIa 3JIOYMHINB Ha CIPOOU JICTaTUCS JO Tpolied y OyAb-SKHi CrociO — Bij € HABIIN
MIPHUCTPiil Bix CTiHU 9u 3a0paBIIM BCe pa3oM, 3aCTOCYBABIIH (hi3UUHY CHITY.

3 gacoM JesKi 3TOBMHUCHUKH TIOYaIH OOHUPaTH OUTBIN CKIIaIHI METOIH, TaKi K CTBOPEHHS
(DIKTMBHUX YaCTUH JUIS IPUJIAJIIB, CKIMEPIB, SIKi JOCUTH BAYKKO BUSABUTH. [l0 HUX BiTHOCATHCS
migpo6ienHi maneni, auctuiei, PIN-migkmagku, mpopi3u miId TPUWHATTS KapTKH, MPUXOBaHi
Kamepu abo x KomOiHarmii meromiB. TakuM YHHOM 3JIOYHHINI OTPUMYBAIH MOXKIUBICTH
BUKOPUCTOBYBAaTH BKpaJeHi JAaHi, 100 BiJ iMEHi >KEPTBH 3HATH TpoOIli 3 PaxyHKYy abo X
npoaatu iHdopMmaniro onnaiiH. CydacHi K 3JI0BMHCHHKH, KpiM IEpEBIpEHHX YacOM CXEM,
BHKOPHUCTOBYIOTH TaKOXX HEIOJIKH IpOrpaMHOro 3abe3medcHHS OaHKOMaTiB. Y JCSIKHUX
BUMAJKaxX 37laM Npwiaay He MoTtpedye 3HAYHMX 3ycwWib. bararo OaHKoMaTiB yce Iue
MpaLIoOTh Ha 3acTapiioMy abo HE3aXWIICHOMY IPOrpamMHOMY 3a0e3ledeHHi, TaKoMy SIK
Windows XP a6o Windows XP Embedded (crtamom Ha 2014 pik maHe mnporpamHe
3abe3nedeHHs 0yso iHCTampoBaHe Ha 95% mpuaiB BChOTO CBITY).

HuHi nns BUKpaJeHHS TOTIBKM KiOSp3JIOYMHII BIAIOTHCS 0 Pi3HUX XuTpoimiB. OmHa 3
HUX TIoJisArae B mimkimodeHHi depe3 USB-moptu 06ankoMarta, TpWXoOBaHI 3a 30BHIIIHBOIO
000IJIOHKOI0, 3 TOAAJBIIMM BCTAHOBJICHHSM IIKiIJIMBOTO IPOTPAMHOTO 3a0€3MEYEeHHS, SKE
BuAaBatume Tpomn. Jleski OaHKOMaTH Bce 1€ aBTOMAaTHYHO 3amycKalTh Oyb-sKi
migkmodeni npuctpoi USB 1 Tomy Bpasnusi g0 iH(pikyBaHHA. MHHYIOTO POKY CKiMepH
BHHAWIIIIN HOBWI THIT IMAXpalCTBa — «YOPHUU SIIHK». [licisa BigkmrodeHHS OaHKOMATa BiJ
sipa MPUCTPOIO, BOHU 3’€JHYIOTh 3 HUM BJIACHUN NMOPTATUBHUM KOMM'IOTEp, SKUI Hamae

KOMAaHIHU I BUAAYl TOTIBKH.
(https://eset.ua/ua/news/view/464/Cash-machines)

b) Consider this:

1. Do you know any other ways, except those described in the text, used by cybercriminals to
steal money from the ATMs? 2. What measures should be taken by cybersecurity experts of the bank
to protect their equipment and money from thieves? 3. What should users do not to become victims
of information theft when withdrawing money from ATMs?

8. a) Look throug the table below; b) study the information concerning the main pros and
cons of different backup methods; c)* prepare a short presentation based on the results of this
analysis (suggest the best backup method and substantiate your choice with all necessary
characteristics).

Various Backup Methods

Type of Backup Description Advantages Disadvantages

Full backup Copies all of the files | Fastest recovery method. | Longest backup time.
on media in the All files are saved.
computer

Differential Copies only the files Fast backup method. Recovery is time-

backup that have Requires minimal storage | consuming because the last
changed since the last | space to back up. full backup plus the
full backup. differential backup are

needed.

Incremental Copies only the files Fastest backup method. Recovery is most time-

backup that have changed Requires minimal storage | consuming because the last
since the last full or space to back up. Only full backup and all
incremental backup most recent changes incremental backups since
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saved. the last full backup are
needed.
Selective backup | Users choose which Fast backup method. Difficult to manage
folders and files to Provides great flexibility. | individual file
include in a backup. backups. Least manageable
of all the backup methods.
Continuous data | All data is backed up | The only real-time Very expensive and requires
protection (CDP) | whenever a change is | backup. Very fast a great amount of storage.
made recovery of data.
Cloud backup Files are backed upto | Cloud backup provider Requires an Internet
the cloud as they maintains backup connection,
change hardware. Files may be otherwise files are marked
retrieved from anywhere for backup when the
with an Internet computer goes back online
connection on any device.

9. * Internet Research

- Browse the free web resources to search for: ‘News about hardware theft and
vandalism’. - be ready to present the results of your research in class in the form of written
(oral) presentation or report, or 200-250-word essay (choose the form that suits you best).

10. Write a short summary of the text ‘A Back Up Site’, p. 84 (see the scheme in ex.10,
Unit 1).

Extended Reading

(1) A Disaster Recovery Plan
A disaster recovery plan is a written plan that describes the steps an organization would
take to restore its computer operations in the event of a disaster. A disaster can be natural or
man-made (hackers, viruses, etc.). Each company and each department or division within an
organization usually has its own disaster recovery plan. The following scenario illustrates how
an organization might implement a disaster recovery plan.
Considerations for Disaster Recovery

Disaster Type What to Do First What Might Occur What to Include in the Plan
Natural - Shut off power - Power outage - Generator
(earthquake, - Evacuate, if necessary - Phone lines down - Satellite phone, list of
hurricane, - Pay attention to - Structural damage to employee phone numbers
tornado, advisories building - Alternate worksite
etc.) - Do not use phone lines if | - Road closings, - Action to be taken if
lightning occurs transportation employees are not able to
interruptions come to work/leave the office
- Flooding - Wet/dry vacuums
-Equipment damage - Make and model numbers
and vendor information to get
replacements
Man-made - Notify authorities (fire - Data loss - Backup data at protected site
(hazardous departments, etc.) of - Dangerous conditions | - Protective equipment and an
material spill, | immediate threat for employees evacuation plan
terrorist - Attempt to suppress fire | - Criminal activity, - Contact law enforcement
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attacks, fire, or contain spill, if safe to | such as data hacking - Make and model numbers
hackers, do so and identity theft and vendor information to
malware, etc.) | - Evacuate, if necessary - Equipment damage obtain replacements

Rosewood Associates is a consulting firm that helps clients use social media for marketing
and customer outreach. Last week, a fire broke out in the office suite above Rosewood. The
heat and smoke, along with water from the sprinkler system, caused extensive damage. As a
result, Rosewood must replace all computers, servers, and storage devices. Also, the company
lost all of the data it had not backed up. Rosewood currently backs up its systems daily to an
internal server and weekly to a remote cloud server. Because of damage to the internal server,
the company lost several days of data. Rosewood does not have a plan for replacing hardware.
Thus, they will lose several additional days of productivity while purchasing, installing, and
configuring new hardware. To minimize the chance of this type of loss in the future, the
company hired you as a consultant to help create a disaster recovery plan. You first discuss
the types of disasters that can strike, as shown in the table. You then explain that the goal of a
disaster recovery plan is to prevent, detect, and correct system threats, and to restore the most
critical systems first.

A disaster recovery plan typically contains these four components: emergency plan,
backup plan, recovery plan, and test plan.

Emergency Plan: An emergency plan specifies the steps Rosewood will take as soon as a
disaster strikes. The emergency plan is organized by type of disaster, such as fire, flood, or
earthquake, and includes:

1. Names and phone numbers of people and organizations to notify (company
management, fire and police department, clients, etc.)

2. Computer equipment procedures, such as equipment or power shutoff, and file removal;
employees should follow these procedures only if it is safe to do so

3. Employee evacuation procedures

4. Return procedures (who can enter the facility and what actions they are to perform)

Backup Plan: The backup plan specifies how Rosewood will use backup files and
equipment to resume computer operations, and includes:

1. The location of backup data, supplies, and equipment

2. Who is responsible for gathering backup resources and transporting them to an alternate
computer facility

3. The methods by which data will be restored from cloud storage

4. A schedule indicating the order and approximate time each application should be up
and running

Recovery Plan: The recovery plan specifies the actions Rosewood will take to restore full
computer operations. As with the emergency plan, the recovery plan differs for each type of
disaster. You recommend that Rosewood set up planning committees. Each committee would
be responsible for different forms of recovery, such as replacing hardware or software.

Test Plan: The test plan includes simulating various levels of disasters and recording
Rosewood’s ability to recover. You run a test in which the employees follow the steps in the
disaster recovery plan. The test uncovers a few needed recovery actions not specified in the
plan, so you modify the plan. A few days later, you run another test without giving the
employees any advance notice to test the plan again.

Consider This: 1. What kinds of natural and man-made disasters should a company take
into consideration? 2. What roles can cloud storage providers play in helping to recover from
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a disaster? 3. How involved should employees be in developing and testing disaster recovery
plans?
(2) A Back Up Site

A backup site or work area recovery site is a location where an organization can relocate
following a disaster, such as fire, flood, terrorist threat or other disruptive event. This is an
integral part of the disaster recovery plan and wider business continuity planning of an
organization. A backup, or alternate, site can be another data center location operated by the
organization, or contracted via a company that specializes in disaster recovery services. In
some cases, one organization will have an agreement with a second organization to operate a
joint backup site. In addition, an organization may have a reciprocal agreement with another
organization to set up a warm site at each of their data centers.

There are three types of backup sites, including cold sites, warm sites, and hot sites. The
differences between the types are determined by the costs and effort required to implement
each. Cold sites are mere empty operational spaces with basic facilities like raised floors, air
conditioning, power and communication lines etc. On occurring of an incident and if the
operations can do with a little down time, alternate facilities are brought to and set up in the
cold site to resume operations. A cold site is the least expensive type of backup site for an
organization to operate. It does not include backed up copies of data and information from the
original location of the organization, nor does it include hardware already set up. The lack of
provisioned hardware contributes to the minimal start-up costs of the cold site, but requires
additional time following the disaster to have the operation running at a capacity close to that
prior to the disaster. In some cases, a cold site may have equipment available, but it is not
operational.

A warm site is a compromise between hot and cold. These sites will have hardware and
connectivity already established, though on a smaller scale than the original production site or
even a hot site. Warm sites might have backups on hand, but they may not be complete and
may be between several days and a week old. The recovery will be delayed while backup
tapes are delivered to the warm site, or network connectivity is established and data is
recovered from a remote backup site.

A hot site is a duplicate of the original site of the organization, with full computer systems
as well as near-complete backups of user data. Real time synchronization between the two
sites may be used to completely mirror the data environment of the original site using wide
area network links and specialized software. Following a disruption to the original site, the hot
site exists so that the organization can relocate with minimal losses to normal operations in the
shortest recovery time. Ideally, a hot site will be up and running within a matter of hours.
Personnel may have to be moved to the hot site, but it is possible that the hot site may be
operational from a data processing perspective before staff has relocated. The capacity of the
hot site may or may not match the capacity of the original site depending on the organization's
requirements. This type of backup site is the most expensive to operate. Hot sites are popular
with organizations that operate real time processes such as financial institutions, government
agencies and eCommerce providers. The most important feature offered from a hot site is that
the production environment(s) is running concurrently with the main datacenter. This syncing
allows for minimal impact and downtime to business operations. In the event of a significant
outage event, the hot site can take the place of the impacted site immediately. However, this
level of redundancy does not come cheap, and businesses will have to weigh the cost-benefit-
analysis (CBA) of hot site utilization. Nowadays if the backup site is down and misses the
"proactive" approach it may not be considered a hot site depending on the level of maturity of
the organization regarding the 1SO 22301 approach (international standard for Business
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Continuity Management). Generally, an Alternate Site refers to a site where people and the
equipment that they need to work is relocated for a period of time until the normal production

environment, whether reconstituted or replaced, is available.
(https://en.wikipedia.org/wiki/Backup_site)

(3) Ex-Telstra employee jailed for $250k hardware theft

A former Telstra account executive has been sentenced to three years' imprisonment after
stealing more than $250,000 worth of hardware. Judge Julia Wager handed Jaime Kim Guan
Neoh his sentence at a Perth district court on last week, ruling he will be eligible for parole
after serving 18 months. "It costs the company and the community a lot if those they employ
are not honest - and it’s for these reasons that significant terms of imprisonment must result,"
Wager said. The court heard that over nine months, Neoh entered hardware purchase requests
under the name of two Telstra customers: IT services provider Swift Technology and Tap Oil
Limited, an oil and gas exploration company headquarted in Perth.

A total of 263 mobile phones, 13 tablets, four electronic devices and a tablet case were
received by Neoh, who then resold or gave out the items as gifts. The stolen devices added up
to a total value of $256,466. Of this, $231,054 was entered under the Swift Technology
account alone. "You wanted to impress others and give the appearance of being highly
successful," Wager said in sentencing Neoh. "You used the items you obtained to give out as
gifts to your family, to others or to pay for meals and present a lavish lifestyle to others
including clients." Telstra declined to comment on the case.

The thefts occurred between January and September 2014. Neoh placed the orders
through his sales team, by telephone, on the internet and other means, even instructing a junior
staff member to create a second account in the name of an existing customer and change the
details later. Neoh claimed his actions were in order to maintain a "certain lifestyle". At
Telstra, he was on a $99,000 yearly salary. He pocketed up to $90,000 from the sale of the
stolen devices. Neoh joined Telstra in 2003 as a contractor and switched to permanent full
time in 2005. He was promoted several times until eventually landing the account executive
role in February 2013, for which he was responsible for more than 70 business customers. It
was only when Tap Oil requested to terminate its contract with Telstra and a negative balance
related to a loyalty program appeared that the telco started internal investigations. The enquiry
discovered that Neoh had forged an authorised signature for that account. Neoh was
interviewed three times on the matter before he admitted his acts to a manager. After several

meetings, Telstra terminated his employment on October 2014.
(https://www.itnews.com.au/news/ex-telstra-employee-jailed-for-250k-hardware-theft-430251)
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Unit 9. Wireless Security

Pre-Reading Activities
Answer the gquestions.

1. Why might it be a good idea to secure your wireless network in addition to
safeguarding the data and information on your computers from others,? 2. Can you detect if
someone is accessing your wireless home network? 3. What are some safeguards to secure a
wireless network? 4. Have you got a wireless home network? 5. What are some guidelines to
protect your mobile device data?

1. a) Read the texts using the dictionary; b) translate the underlined words and word
combinations into Ukrainian (in writing); c) pay attention to the terminological units in bold
type. Be sure you can give their definition in English and their Ukrainian equivalents.

Wireless Security

Billions of home and business users have laptops, smartphones, and other mobile devices
to access the Internet, send email and Internet messages, chat online, or share network
connections — all wirelessly. Home users set up wireless home networks. Mobile users
access wireless networks in hot spots at airports, hotels, shopping malls, bookstores,
restaurants, and coffee shops. Schools have wireless networks so that students can access the
school network using their mobile computers and devices as they move from building to
building.

Although wireless access provides many conveniences to users, it also poses additional
security risks. Some perpetrators connect to other’s wireless networks to gain free Internet
access; others may try to access an organization’s confidential data. To access a wireless
network, the individual must be in range of the wireless network. Some intruders intercept and
monitor communications as they transmit through the air. Others connect to a network through
an unsecured wireless access point (WAP) or combination router.

Secure Your Wireless Network

When you set up a wireless network, it is important to secure the network so that only
your computers and mobile devices can connect to it. Unsecured wireless networks can be
seen and accessed by neighbors and others nearby, which may make it easier for them to
connect to and access the data on the computers and mobile devices on your network. The
following list provides suggestions for securing your wireless network.

» Immediately upon connecting your wireless access point and/or router, change the
password required to access administrative features. If the password remains at its default
setting, others may possibly be able to connect to and configure your wireless network
settings.

» Change the SSID (service set identifier), which is a network name, from the default to
something that uniquely identifies your network, especially if you live in close proximity to
other wireless networks.

» Do not broadcast the SSID. This will make it more difficult for others to detect your
wireless network. When you want to connect a computer or mobile device to your wireless
network, it will be necessary to enter the SSID manually.

* Enable an encryption method such as WPA2 (Wi-Fi Protected Access 2), and specify
a password or passphrase that is difficult for others to guess. The most secure passwords and
passphrases contain more than eight characters, uppercase and lowercase letters, numbers, and
special characters.
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* Enable and configure the MAC (Media Access Control) address control feature. A
MAC address is a unique hardware identifier for your computer or device. The MAC address
control feature specifies the computers and mobile devices that can connect to your network.
If a computer or device is not specified, it will not be able to connect.

» Choose a secure location for your wireless router so that unauthorized people cannot
access it. Someone who has physical access to a wireless router can restore factory defaults
and erase your settings.

If you notice the speed of your wireless connection is slower than normal, it may be a sign
that someone else is accessing your network. You also may notice indicator lights on your
wireless router flashing rapidly when you are not connected to your wireless network. Most
wireless routers have a built-in utility that allows you to view the computers currently
connected to your network. If you notice a computer that does not belong to you, consult your
wireless router’s documentation to determine how to remove it from the network.

3. Translate the following word combinations.

a) into Ukrainian:

1) to set up wireless home networks; 2) to provide conveniences to users; 3) to pose
additional security risks; 4) to be in range of the wireless network; 5) to monitor
communications; 6) to access administrative features; 7) to remain at its default setting; 8) to
configure wireless network settings; 9) to change the SSID (service set identifier); 10) to
uniquely identify one’s network.

b) into English:

1) xutH ayxxe OMM3BbKO Bif; 2) MOLIMPIOBATH ifeHTU(IKaTop Oe3mpoBinHOT Mepexi; 3)
BUSIBUTH O€3MPOBITHY Mepeky; 4) yBIMKHYTH METOJ INU(PYBaHHS; 5) BCTAHOBHTH HapoJib
abo0 (pasy-maposib, KU IHITUM BaKKO po3raaaTd; 6) MicTUTH Oijblile BOCBMH CHMBOJIIB,
BEJIMKUX Ta MaJMX JIiTep, NUp Ta CrelialbHAX CHMBOJIIB; 7) YBIMKHYTH Ta HaJAIITyBaTH
¢dyHK1ito kepyBanHs aapecoro MAC; 8) BU3HAYMTH KOMIT FOTEpH Ta MOOUIBHI TPUCTPOI, SIKi
MOXYTbh MiAKIOUaTHCS 10 Bamoi mepexi; 9) maru ¢isudnuit moctyn mo; 10) BimHOBUTH
3aBOJICHKI HaJIAIITyBaHHS 32 3AMOBYYBaHHSIM.

4. Choose from the box the appropriate Ukrainian equivalent to the following words and
word combinations.

Bunanutn HanmamryBaHHs, BOyIOBaHa yTHIIITA, B MeXaX, iAeHTU(IKATOp Oe3nmpoBigHOT
Mepexi, Oe3leuHe Miclie PO3TalllyBaHHs, KePyBaHHS JIOCTYIIOM JIO CEpEOBHMIIA Tepeadi,
(dyHKIiST KepyBaHHs, BpY4YHY, O€3MeUHHI Mapoiib, CelialbHi CUMBOJIN, PO3NOBCIOIKYBATH,
3aJisTH, KOMOIHOBaHMH MapUIpyTU3aTOp, HE3aXHILIEeHi Oe3NMpOBiHI Mepexi, He3axXHIIeHa
TOUYKa OE3MPOBITHOTO JIOCTYITY, BEJIHKI JIITEPH, Mali JITEPH, MEPEXOIUTIOBATH 1 BIJICTE)KYBaTH,
MaTH JOCTYI JI0 aJIMIHICTPaTUBHUX QYHKIIIH, CBITIOBUH 1HIUKATOD

uppercase letters

unsecured wireless networks

a secure location

a combination router

in range of

unsecured wireless access point

Media Access Control

to erase settings

XN |9~ wWINE

lowercase letters
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10. | built-in utility

11. | indicator light

12. | manually

13. | to broadcast

14. | special characters

15. | to intercept and monitor

16. | a secure password

17. | service set identifier

18. | to access administrative features

19. | to enable

20. | a control feature

5. What do we call:

1) the address that is a unique hardware identifier for your computer or device; 2) a
network name; 3) a preselected option adopted by a computer program or other mechanism
when no alternative is specified by the user or programmer; 4) by hand rather than
automatically or electronically; 5) a network having no wire; 6) a word or other string of
characters, sometimes kept secret or confidential, that must be supplied by a user in order to
gain full or partial access to a computer, computer system, or electronic device; 7) a capital
letter; 8) a hardware device that routes data (hence the name) from a local area network
(LAN) to another network connection; 9) the manner in which something is set; 10) a
networking hardware device that allows a Wi-Fi device to connect to a wired network.

6. Choose correct answers.
1. The text (ex.1) describes...
a) ways to secure a wireless network;
b) the advantages of a wireless network over a physical network;
c) the most reliable passwords and password phrases;
d) a secure location for your wireless router.
2. To access a wireless network, the individual must ...
a) intercept wireless signals;
b) be in range of the wireless network;
c) choose a secure location;
d) enable an encryption method.
3. The MAC address control feature ...
a) changes the SSID;
b) changes the password required to access administrative features;
c) specifies the computers and mobile devices that can connect to your network;
d) broadcasts the SSID.
4. While configuring a wireless network, we shouldn’t ...
a) change the SSID;
b) enable and configure the MAC,;
c) choose a secure location for your wireless router;
d) broadcast the SSID.
5. The word required is opposite in meaning to ...
a) all-important;
b) essential;
C) unnecessary;
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d) needed.
6. The word manual is close in meaning to...

a) done by hand;

b) automatic;

c) artificial;

d) guided.
7. According to the text, if the password remains at its default setting...

a) others may possibly be able to connect to your wireless network;

b) others may possibly have physical access to a wireless router;

c) others may possibly access wireless networks in hot spots at airports, hotels, cafes, etc.;

d) others may possibly determine how to remove it from the network.
8. The most secure password should contain ...

a) less than eight lowercase letters;

b) more that eight different uppercase characters;

c) less than eight lowercase numbers and uppercase asterisks;

d) more than eight characters, uppercase and lowercase letters, numbers, and special
characters.
9. WPA2 is ...

a) an encryption method;

b) a router identifier;

c) a wireless access point;

d) a special software.
10. Which is the best way to translate the following sentence into Ukrainian:

If the password remains at its default setting, others may possibly be able to connect to
and configure your wireless network settings.

a) ﬂKH_IO apoJib 3aJIMIIA€THCS Ha CBOIX 3aMOBYYBAHHUX HAJIAUITYBAHHAX, 1HIII MOXYTb,
MOJKJIUBO, MaTH 3MOT'Y HIJKIIOUUTHCS Ta HAJAIITOBYBATH MTapaMeTpu 0€3IPOTOBOI MEpexi.

b) Skmo 3amoBYyBaTH 3aNHUIICHUWI MApOJIb HANAIMITYBaHb, TO I1HINI, MOXJIHBO,
CIIPOMOXYTBHCS MTKITFOUUTHCS Ta KOHPIrypyBaTH IMapaMeTpu 0e3IpoBiTHOI MEpexi.

C) SIKmio 3aMMINIMTH Tapojib, BCTAHOBJICHHH 3a 3aMOBUYBaHHSM, IHIII 3MOXYTb
i1’ €THATHCS JI0 BaIIOi O3MPOBIIHOT MEPEXKi 1 3MIHUTH 11 HaJIAII Ty BaHHS.

d) 3MiHM Tapoib 3a 3aMOBYYBAaHHSIM HAJAIITYBAHHS 1 HIXTO MOXIJIHBO HE 3MOXeE
ML’ € THATHCS 0 MEepPexki Ta 3MIHUTH HaJIallTyBaHHS.

7. a) Render the text below in Ukrainian. Use the dictionary if necessary.

Wireless security is the prevention of unauthorized access or damage to computers using
wireless networks. The most common types of wireless security are Wired Equivalent Privacy
(WEP) and Wi-Fi Protected Access (WPA). WEP is a notoriously weak security standard. The
password it uses can often be cracked in a few minutes with a basic laptop computer and
widely available software tools. WPA was a quick alternative to improve security over WEP.
The current standard is WPA2; some hardware cannot support WPA2 without firmware
upgrade or replacement. Many laptop computers have wireless cards pre-installed. The ability
to enter a network while mobile has great benefits. However, wireless networking is prone to
some security issues. Hackers have found wireless networks relatively easy to break into, and
even use wireless technology to hack into wired networks.

The risks to users of wireless technology have increased as the service has become more
popular. There were relatively few dangers when wireless technology was first introduced.
Hackers had not yet had time to latch on to the new technology, and wireless networks were
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not commonly found in the work place. However, there are many security risks associated
with the current wireless protocols and encryption methods, and in the carelessness and
ignorance that exists at the user and corporate IT level. Hacking methods have become much
more sophisticated and innovative with wireless access. Some organizations that have no
wireless access points installed do not feel that they need to address wireless security
concerns. Issues can arise in a supposedly non-wireless organization when a wireless laptop is
plugged into the corporate network. A hacker could sit out in the parking lot and gather
information from it through laptops and/or other devices, or even break in through this
wireless card-equipped laptop and gain access to the wired network.

b) Consider this:

1. What are other types of wireless security? (Browse the Internet to find the necessary
information). 2. Why is it so important to address wireless security concerns nowadays? Give
your reasons. 3. Do you use the possibility of wireless networking? Do you enter the corporate
wireless network or do you have this popular technology at your service at home? 4. Do you
care for your wireless network security? What do you do to ensure your network security?

8. a) Render the following text in English.

WEP (Wired Equivalent Privacy) — TtexHojoris, po3po0ieHa CHeIiagbHO st
mmdpyBaHHs MOTOKY JaHUX B JIOKalbHIA Mepexi. Lle 3acrapina texnomoris, ame mo 2003
pPOKy BOHa OyJIO €IMHOIO.

WPA (WiFi Protected Access) mae Ginbin cTidikuii anroputm mmdpysanss, Hix WEP.
Bucokwii piBeHb 0€3MeKH J0CITaEThCs 32 paXyHOK BUKopHucTaHHs mpoTokoniB TKIP 1 MIC.
MIC — TexHOJIOTIS TEPEBIPKH LIIICHOCTI MOBIAOMIICHb — 3aXHINAE BiJ] IEPEXOIJICHHS MaKETiB
i1 ix nmepenanpasieHHs. Crangapt TKIP BukopuctoBye aBromatnuHO miniOpani 128-OiTHi
KIIFOYi, SIKi CTBOPIOIOTHCA HemepeAadadyBaHUM CIIOCOOOM, 1 iX 3aranpHa Bapiarmis csrae 500
mipa. CkiiajiHa iepapxidyHa cucTeMa anropuTMy IiI0opy KIIO4iB 1 IX JUHAMIYHA 3MiHa depes
koxHi 10 Kb pobnsate cucremy MakcuManbHO 3axuiineHoro. WPAZ2 cTBopeHuii Ha OCHOBI
moniepeHboi Bepcii, WPA. BpaxoByrouwm neski 3MiHM 1 JONOBHEHHS B IIbOMY METOI
mmdpyBaHHs, BBaXKaIOTh, IO BiH 3MOXKe IIe OiblIe migBUIUTH O0e3neky Mmepex. WPA2 He
Ma€ HEeAONIKIB (BIJOMUX Ha CHOTOJHIIIHIA JEHb), a TOMY €JIWHUHA CMOCI0 MPOHUKHEHHS B
Mepexy — MpsMUH miaoip mapoist. [ TyT yke Bce 3aJIeXKHTh BiJ| IKOCTI MapOIIs.

BuxopucranHs TexHoONOTIH npugamuux eipmyanvnux myHenie (VPN) BBaXalTh
HalikpamuM MetonoM 3axucty B WiFi mepexax. I Xo4 ms TexXHOJOTisl po3po0iisiiack s
3aXHMIIEHOTO MiTKIIOYeHHs 10 [HTepHeTy yepes 3aralbHOAOCTYITHI KaHAJIH, BOHA HEIOTaHO
3apeKoMeHlyBajia ce0e i B 0e3ApOTOBUX JIOKaIbHUX Mepexax. CyTh Li€l TeXHONOTIT mosrae
B TOMY, IO CTBOPIOIOThCS «OE3MEYHI» KaHalW BiJl KII€HTa JO 3ajaHoro By3na. s
mmdpysanns tpadika B VPN BukopuctoByeThes mpotokoi IPSec. Ha choroaHimHii qeHb He
3aikcoBano BuUnaakiB 3noMy VPN-mepex. 3acTocyBaHH 1€l TEXHOJOT1] pEKOMEHAYETHCS B
KOPIIOPATHBHUX MeEpeXax, TOMY IO JJIsi JOMAIIHbOTO KOPHCTYBaHHsS BCTAHOBIICHHS 1
HAJIANITYBaHHS MOXKE BUSIBUTUCH BKKUM 1 TpoMi3IkuM. Kpim Toro, mpy BUKOpPHCTaHHI Ii€l
TEXHOJIOTI] IOBEJETHCS MOKEPTBYBATH OIM3bKO 35% MPOMYCKHOI 34aTHOCTI KaHaly.

b) Think of the possible title to the text.
c)* Browse the Internet to find more information about VPNs. Present the results of your
search.

9. * Internet Research
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- Browse the free web resources to search for: ‘Wireless security at organizations’.
- Be ready to present the results of your research in class in the form of oral presentation
/ 200-250-word essay (choose the form that suits you best).

10. Write a short summary of the text ‘How Mobile Security Works’, p. 92 (see the scheme
in ex.10, Unit 1).

Extended Reading
(1) Mobile Security

The consequences of losing a smartphone or mobile device are significant given the
amount of storage and the variety of personal and business data stored. Symantec, one the
world’s leading online security companies, projects that only one-half of lost or stolen phones
eventually will be returned to their owners. Chances are that the people who find the missing
phones likely will have viewed much of the content on the devices in a quest to find the
owners and possibly to gain access to private information. The goal, therefore, for mobile
device users is to make their data as secure as possible. Follow these steps to protect sensitive
and personal data and to fight mobile cybercrime.

Be extra cautious locating and downloading apps.

Any device that connects to the Internet is susceptible to mobile malware. Cyberthieves
target apps on widely used phones and tablets. Popular games are likely candidates to house
malware, and it often is difficult to distinguish the legitimate apps from the fake apps. Obtain
mobile device apps from well-known stores, and before downloading anything, read the
descriptions and reviews. Look for misspellings and awkward sentence structure, which could
be clues that the app is fake.

If something looks awry, do not download. Scrutinize the number and types of
permissions the app is requesting. If the list seems unreasonable in length or in the personal
information needed, deny permission and uninstall the app.

Use a PIN.

Enable the passcode feature on a mobile device as the first step in stopping prying eyes
from viewing contents. This four-to-eight-digit code adds a layer of protection. Only
emergency functions can be accessed without entering the correct sequence of numbers. This
strong code should not be information easily guessed, such as a birthdate.

Turn off GPS tracking.

GPS technology can track the mobile device’s location as long as it is transmitting and
receiving signals to and from satellites. This feature is helpful to obtain directions from your
current location, view local news and weather reports, find a lost device, summon emergency
personnel, and locate missing children. Serious privacy concerns can arise, however, when the
technology is used in malicious ways, such as to stalk individuals or trace their whereabouts.
Unless you want to allow others to follow your locations throughout the day, disable the GPS
tracking feature until needed.

Use mobile security software.

Protection is necessary to stop viruses and spyware and to safeguard personal and
business data. Mobile security apps can allow you to lock your mobile device and SIM card
remotely, erase the memory, and activate the GPS function. Other apps prevent cyberthieves
from hijacking your phone and taking pictures, making recordings, placing calls to fee-
imposed businesses, and sending infected messages to all individuals in your contact list.
Look for security software that can back up data to a cloud account, set off a screeching alarm
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on the lost or stolen mobile device, offer live customer service, and provide theft, spam, virus,
and malware protection.

Avoid tapping or clicking unsafe links.

Tapping or clicking an unknown link can lead to malicious websites. If you receive a text
message from someone you do not know or an invitation to tap or click a link, resist the urge
to fulfill the request. Your financial institution never will send you a message requesting you
to enter your account user name and password. Malicious links can inject malware on the
mobile device to steal personal information or to create toll fraud, which secretly contacts
wireless messaging services that impose steep fees on a monthly bill.

Consider This:

1. As the number of smartphones and mobile devices in use increases, the possibility of
security breaches and lost devices increases proportionally. How can manufacturers and
wireless carriers emphasize the importance of mobile security and convince users to take the
precautions suggested in this mini feature? 2. What mobile security safeguards have you taken
to protect your smartphone or mobile device? 3. What steps will you take after reading this
mini feature?

(2) How Mobile Security Works
by Dave Roos

You'd protect your computer from hackers and other online predators, and it may be time
to consider the security of your smart phone. Unfortunately, consumers aren't the only ones
making the shift to mobile devices. Malicious hackers and identity thieves are following close
behind. As more and more people use their smartphones and other mobile devices to do online
banking, pay bills, and store critical personal and business information, more and more bad
guys are trying to crack into this mobile gold mine.

Mobile security will be the key to winning the war against this new generation of cyber
thieves. Mobile security can come in many shapes and forms. Some protections are built
directly into the device you're using. For example, the iPhone ships with a default Autolock
feature that requires the user to enter a password after a few minutes of inactivity [source:
Sacco]. Other mobile security protections are built into the network, such as strong encryption
standards for data travelling across cellular networks. But perhaps no mobile security device is
as powerful as an educated consumer who keeps his or her personal information protected and
avoids downloading suspicious applications or clicking on booby-trapped links.

Is Mobile Security Necessary? Mobile security is as critical as the PIN number on your
ATM card or the lock on your front door. The sad truth is that there are people in this world
who will exploit any security vulnerability if there's money behind the door. As mobile
devices become mobile wallets, we are already seeing the rise of virtual pickpockets.

The good news is that, at least for the moment, mobile security is staying ahead of the
hackers. The Internet has been widely used for 15 years, and over that time, computer security
researchers and companies have devised a set of strong standards for locking out attackers.
Most of these same standards have already been applied to mobile devices and data networks.

Even with mobile security standards like encryption and passcodes, mobile device users
need to be aware of common mobile security threats and how to defend themselves. Keep
reading for a rundown of the major mobile security threats and alerts.

Mobile Security Risks and Alerts. Malware continues to be the most dangerous threat to
mobile device users. Malware is malicious software code that can steal sensitive information
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like passwords and account numbers, rack up charges on your phone bill, or spread itself
through your address book like a virus.

Loss and theft are two serious security threats to mobile devices. As devices get smaller,
they become easier and easier to lose. And the more we rely on these devices to send and store
messages, access our bank accounts and conduct business, the greater the consequences if
they fall into the wrong hands. Two of the most effective mobile security measures are remote
lock and remote wipe. Enterprise mobile security systems invariably include this feature,
which allows a user or an IT administrator to lock the phone if lost, and even to wipe its entire
memory remotely. Many devices also include GPS tracking features to locate the phone or
even activate ""screaming" alarms that can be heard from the bottom of a user's laundry basket.

Network security is less of a threat, since most communications over cellular data
networks are strongly encrypted. One remaining threat is communicating over an unencrypted
WiFi network. Be careful when sending e-mails or texts over a public WiFi network at the
local café. It's possible that a WiFi "sniffer" could be listening in on the traffic and trolling for
useful information.

Other security threats are common to anyone who uses e-mail or the Web. In a phishing
scam, for example, a hacker will send an email posing as a legitimate bank or business and
ask for the user to enter his password or some other piece of sensitive account information. As
more people access their e-mail from mobile devices, they need to use the same caution they

would at home or the office.
https://money.howstuffworks.com/personal-finance/online-banking/mobile-security.htm
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Unit 10. Online Banking Security

Pre-Reading Activities
Answer the gquestions.
1. Why is online banking security important for people? 2. How often do you use it? 3.
What online banking scams should people be aware of? 4. What measures do you take for
secure online banking? 5. Is online banking safe in Ukraine?

1. a) Read the texts using the dictionary; b) translate the underlined words and word
combinations and terminological units in bold type into Ukrainian (in writing). Be sure you
can give their definition in English.

Online Banking Security

Online banking allows people to undertake traditional banking activities, like account
transfers, payment of bills and requests for stopping payments, via the Internet. Customers can
also keep tabs on the account balance from the comfort of their home. In this day and age,
online banking has become an indispensable facility for people who are hard pressed for time
and find it difficult, if not impossible, to reschedule their busy lives for the sake of making a
few withdrawals and deposits. However, there are a few issues that have to be borne in mind
in order to avoid being cyberscammed.

An online bank account is accessed with the help of a username and a password. The
username and the password can be obtained by a trickster in one of the following ways:

Phishing: Phishing is the attempt to acquire potentially sensitive information via email,
instant messages, cellphones or through fraudulent websites and social networking websites.
Generally, a link spoofing the authentic bank website is sent via email, by scammers, to
unsuspecting customers forcing the latter to divulge confidential information like username
and password.

Malicious Software: Internet address redirection, which results in redirecting customers to
a copycat website that closely resembles the original site, occurs when a malicious software
has sneaked into the computer.

Weak Wireless Network Security: Most people, who access the Internet from their home,
are not tech savvy. They may inadvertently allow others to access their wireless network and
retrieve confidential information.

Banks usually use different means of securing transactions and personal information. A
Fraud Detection System, for instance, looks for patterns of transactions and new behaviour
which may indicate that a transaction is fraudulent. The sophisticated technology monitors
your transactions and identifies suspicious activity. If fraudulent activity is detected, you’ll be
contacted, and your Internet Banking will temporarily be frozen in order to prevent further
fraudulent transactions. Encryption is used to turn words and numbers into a coded language.
Encryption prevents unauthorized users from being able to change or read your data. TLS v1.0
(Transport Layer Security) is one of encryption technologies that are widely used. If you have
not logged out your banking session, your session will be automatically timed-out to protect
your sensitive banking information. Sending SMS notifications for certain high risk
transactions is one such measure to ensure you have a safer, more secure banking experience.
The SMS will provide you with the transaction amount, the last four digits of the payee
account number and the channel. Some banks have developed security apps that provide you
with extra security to unlock extra Internet Banking features. These security apps are
compatible for Android and iPhone devices. They, for instance, allow you to generate a one-
time pass code to authenticate certain Internet Banking payments and activities.
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Safe Online Banking Practices

Using virtual keyboards: Banks provide the option of using the virtual keyboard as a
measure to counteract keylogging malware. The customer should always use the virtual
keyboard instead of the physical keyboard.

URL beginning with "https://": The website's URL should begin with "https://" rather than
"http://" since the former allows the user to log in by creating a secure channel over an
unsecured network.

Safe access: One should avoid accessing the online bank account from public computers.
One should also avoid accessing the account via a public Wi-Fi from one's laptop. Moreover,
a home network ensures safe and secured online banking services.

Choosing a strong password: A strong password that is at least eight characters long and
uses a combination of upper and lower case letters, number, and symbols, is ideal.

Choosing security questions: Most bank sites allow the user to choose security questions
and answers in addition to the username and password. One will be forced to answer this
guestion in case one is accessing the account from a different/unrecognized computer. This
provides additional security.

Thwarting phishing: One should avoid logging into one's account via a link that has been
received in an incoming email requesting a change of username or password. This may help
ward off phishing.

3. Translate the following word combinations.

a) into Ukrainian:

1) to undertake traditional banking activities, like account transfers, payment of bills and
requests for stopping payments; 2) to keep tabs on the account balance; 3) to be hard pressed
for time; 4) to reschedule busy lives for the sake of making a few withdrawals and deposits; 5)
to be cyber scammed; 6) to acquire potentially sensitive information; 7) to divulge
confidential information; 8) to retrieve confidential information; 9) to prevent further
fraudulent transactions; 10) to log out or exit a banking session.

b) into English:

1) nepepuBaTH cecito mo uacy; 2) mo0 po30J0KyBaTH 10JaTKOBI (QyHKIi [HTepHET-
Oankinry; 3) mist aBTeHTHU(QIKalil TMEBHUMX IUTaTeXiB B [HTepHEeT-0aHKy; 4) NPOTUAIATH
mkigmuBomy 113, sike cTeXHTh 32 HATUCHYTUMHM KJIaBilllaM{ KJIABIaTypH; 5) YHHKATH JOCTYI
JI0 paxyHKy d4epe3 3araibHomoctymHuid Wi-Fi; 6) 3abesneuyBatu nomaTkoBy Oesmeky; 7)
nepemikopkat  GimmHry; 8) 3a0e3meuyBaTH Oe3ledHi OHJIAWH-O0aHKIBCHKI MOCITYTH; 9)
HaJaBaTH MOXKJIMBICTh BUKOpHCTaHHs; 10) BUOpaTy Ha{iHHUI Tapoib.

4. Choose from the box the appropriate Ukrainian equivalent to the following words and
word combinations.

HeBig’emHa mocmyra, cair-migpoOka, imiTailis  MiAKIIOYEHHs,  BUIUTYBaHHS
(vor(pineHuitinoi  iHdQopMmarlii), TEXHOJOTIYHO  «IJKOBaHHUI», CEKPETHE/KOHTPOIIbHE
3amuTaHHs, Oe3leYHMU KaHall, CHCTEMa BHSBIICHHS IaxpaiicTBa, Oe3nexoBe [13, HOMep
paxyHKy oJep)KyBaua IUIATEeXy, IIaxpail, MpoKpacTHcs, IIaxpaiicbki BeO-caith, I13, ske
CTEXHTb 32 HATUCHYTHMH KJIABiIIaMu KiaBiaTypu, SMS-crioBileHHs, pu3UKOBaHi TpaH3aKIil,
HEPO3Mi3HAHUKA KOMIT IOTEp, OJHOPA30BUH KOJ JOCTYIy, CYMICHUH B pOOOTi, YHUKHYTH,
HEHABMMCHO, CKJIaJHa TEXHOJIOTIS.

1. | one-time pass code

2. | phishing
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to sneak

copycat website

high risk transactions

indispensable facility

3
4.
5. | security questions
6
7
8

SMS notifications

9. | tech savvy
10. | fraudulent websites
11. | spoofing

12. | secure channel

13. | keylogging malware

14. | unrecognized computer

15. | fraud detection system

16. | compatible

17. | payee account number

18. | ward off

19. | inadvertently

20. | security app

21. | sophisticated technology

22. | scammer

5. What do we call:

1) the attempt to obtain sensitive information such as usernames, passwords, and credit
card details (and, indirectly, money), often for malicious reasons, by disguising as a
trustworthy entity in an electronic communication; 2) a type of scam where an intruder
attempts to gain unauthorized access to a user's system or information by pretending to be the
user; 3) is at least eight characters long and uses a combination of upper and lower case
letters, number, and symbols; 4) a question answered in case one is accessing the account
from a different/unrecognized computer; 5) malware that records the keys struck on a
keyboard, typically covertly, so that the person using the keyboard is unaware that their
actions are being monitored; 6) someone who makes money using illegal methods, especially
by tricking people; 7) an app that provides you with extra security to unlock extra features; 8)
obtained, done by, or involving deception, especially criminal deception; 9) a communications
protocol for secure communication over a computer network which is widely used on the
Internet; 10) any software that brings harm to a computer system.

6. Choose correct answers (see the text, ex.1).
1. The text deals with ...
a) some ways of obtaining bank account password and username;
b) safe online banking practices;
c) measures undertaken by a bank to prevent banking scams;
d) types of banking transactions.
2. The main items discussed in the text are:
a) the importance of online banking in our daily life;
b) the questions why we should follow safe online banking practices;
c) fishing and writing emails;
d) phishing and spoofing.
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3. The main idea of the text is:

a) to educate students on online banking threats and safe practices;

b) to encourage people to use online banking services;

c) to show some statistics and data of online banking practices;

d) to entertain students.
4. The word inadvertently in similar in meaning to:

a) accidentally;

b) unintentionally;

c) purposefully;

d) intentionally.
5. The word savvy means:

a) intelligent;

b) clever;

c) canny;

d) unaware of.
6. A word combination similar to sophisticated technology is:

a) complex technology;

b) simple technology;

c) skillful technology;

d) rare technology.
7. According to the text:
If you have not logged out your banking session, your session will be automatically timed-out
to protect your sensitive banking information.

a) True;

b) False.
8. One should log into one's account via a link that has been received in an incoming email
requesting a change of username or password.

a) True;

b) False.
9. Fraud Detection System...

a) traces patterns of transactions and new behaviour which may indicate that a transaction
is fraudulent;

b) looks for drawbacks in the system;

c) reboots the system;

d) is a useful utility.
10. What is the best way to translate this sentence into Ukrainian?

Customers can also keep tabs on the account balance from the comfort of their home.

a) KitieHTn Takoxx MOXKyTh 30epiraT BKIIQJIKH Ha OaiaHc 0OJIIKOBOTO 3amucy 3 KOMPOPTY
CBOTO OyJIMHKY.

b) KiieHTH TakoX MOXYTb CTEKHUTH 3a OaJlaHCOM pPaxyHKY, 3pyYHO BJIAIITYBaBIIUCH
BJOMA.

¢) Knienty xoMopTHO KOpHCTYBaTUCh OHJIAWH OAHKIHIOM 3 OMY.

d) KimienT ciigkye 3a 3MiHaMu Ha paxXyHKY 3 KOM(pOPTY CBOTO JIOMY.

7. a) Render the following text in Ukrainian.

With technology getting more and more advanced, banks are outdoing each other in
adding banking services that can be accessed across various platforms and applications.
Unfortunately, with the tough economic times, cyber crooks and fraudsters are also growing
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more tech-savvy nowadays and this has led to the rise of scams victimizing hapless online
banking customers. Although many online banking consumers are now aware of what
phishing is, a lot of them still fall victim to it. In electronic frauds, phishing is perhaps the
oldest form of identity theft where scammers send out an authentic-looking email that
purportedly comes from the victim’s bank, requesting him or her to update his or her account
information for various official-sounding reasons. The client will then be asked to click on a
link that is supposed to direct him to the bank’s website but instead takes him to a site that
looks exactly like the bank site but is actually a fraudulent one, where the scammers can
record whatever pertinent data the client enters. To avoid being conned into a phishing scam,
never click on links for bank account updates.

Stealing, cracking, or guessing passwords is another method widely-used by hackers to
gain access to bank accounts or financial transactions. Studies have shown that the more
experienced and technologically advanced of these hackers can make about one billion
guessing attempts in one second. The best prevention bank customers have against these
attacks is to use more secure passwords. A 5-character password can be cracked in 10
seconds, while an 8-character can only be correctly guessed in 115 days.

b) Think of the possible title for the text.
¢)* Formulate the main idea and a topic sentence of the text.

8. @) Render the text in English:

[Taxpai HajgCWmalOTh TMOTEHIIHHIA XepTBI JTUCT 3 OaHKy a0 IUTaTiIXKHOI CHCTEMH,
Hanpukian, PayPal. ¥ nucti Hammcano, 110 3 paxyHKOM JKEPTBH € SIKIChb MPOOJEeMH, IS
BUpIIICHHST SIKUX HEOOXiIHO NPOWTH MO MOCWIaHHIO 3 Jucra. Haifuacrtimme 1 BuMora
CYIPOBOJDKY€ETBCSI 3arpO30I0 OJIOKYBaHHSI OaHKIBCBKOTO paxyHKy. IlocmiaHHs, SIK MpaBuUIIoO,
BeJle Ha (albIINBUIA CaiT 0aHKy — SK MPaBUIIO, BiH BHUIJISIAE B TOYHOCTI, SIK CIPaBXKHIN
caiiT, Ta 1 ajpeca BIJIPI3HAETbCA JIHIIE OJAHIEI JiTepor. [loBipnuBa >kepTBa BBOJHUTH
CTpaBXHi JIOTIH Ta Mapojib, THM CaMUM TMOBIIOMIISIOUM iX MIaxpasM. MuIbHOHU IOJei
NOMAJAOThCSl HAa II0  BYAKY ImopiuyHo. @DimmHroM 1med MeToN Ha3WBa€ThCAd  BiX
anrmiicekoro fishing (pubanka), ToMy 110 maxpai po3CHIAIOTh Taki JIUCTH COTHIMH THCSIY 3
Ha/Ii€10, IO 3HANTYTHCS JIOBIPIMBI KOPUCTYBAUi, sIKi KIIOHYTh Ha HUX. [lonynspuauii y CIIA i
Kanani wmeroxm wmepekeBoro miaxpaiicrsa. JKepTBa OTpUMYe €IEKTPOHHHMH JIMCT 3
NPOIO3HIIIEI0 OTPUMATH KPEIUTHY KapTKy 3 BEJIMKHM JIIMITOM i HaJ3BHYAiiHO HH3BKOIO
MPOIICHTHOIO CTAaBKOIO. SIK TiJIbKU JKEpTBa MEpepaxoBye MIaxpasMm IMapy JECITKIB T0JapiB,
BOHH TYT K€ 3HUKAIOTh.

b) Browse the Internet in search for some more information concerning security measures
to prevent phishing. Present the result of your search in class.

9. * Internet Research

- Browse the free web resources to search for ‘Online Banking Scams’.

- Be ready to present the results of your research in class in the form of PowerPoint
Presentation / written (oral) report / 200-250-word essay (choose the form that suits you
best).

10. Write a short summary of the text ‘How secure are mobile banking apps?’, p. 99 (see
the scheme in ex.10, Unit 1).
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Extended Reading

(1) Designing Fraud-Detection Architecture That Works Like Your Brain Does

At its core, fraud detection is whether people are behaving “as they should,” otherwise
known as catching anomalies in a stream of events. This goal is reflected in diverse
applications such as detecting credit-card fraud, flagging patients who are doctor shopping to
obtain a supply of prescription drugs, or identifying bullies in online gaming communities.

To understand how to design effective fraud-detection architecture, one needs to examine
how the human brain learns to detect anomalies and react to them. As it turns out, our brains
have multiple systems for analyzing information. (If you are interested in how humans process
information, we recommend the book Thinking Fast and Slow, by Daniel Kahneman).

Consider a game of tennis, where the players have to detect the arriving ball and react to it
appropriately. During the game, players have to perform this detection-reaction loop
incredibly fast; there is no time to think, and reactions are based on instinct and very fast
pattern detection. Between sets, a player may have a moment or two to reflect upon the
game’s progress, identify tactics or strategies the other player is using, and make adjustments
accordingly. Between games, the players have much time for reflection: they may notice that a
particular aspect of their game is consistently weak and work on improving it, so during the
next game they can instinctively perform better. (Note that this reflection can be conscious or
unconscious. We have all occasionally spent hours trying to solve a challenging problem, only
for the solution to materialize during the morning shower while we are thinking of nothing in
particular.)

In a similar fashion, effective fraud-detection architecture emulates the human brain by
having three subsystems work together to detect anomalies in streams of events:

Near real-time system: the job of this system is to receive events and reply as fast as
possible, usually in less than 100ms. This system typically does very little processing and
depends mostly on pattern matching and applying predefined rules. Architectural design
should focus on achieving very high throughput with very low latency, and to this end, use
patterns such as caching of user profiles in local memory.

Stream-processing systems: this system can take a little longer to process the incoming
data, but should still process each even within few seconds to few minutes of its arrival. The
goal of this system is to adjust parameters of the fraud-detection models in near real-time,
using data aggregated across all user activity (for example, flagging vendors or regions that
are currently more suspicious).

Offline-processing system: this system can run in anything from hours to months of
latency and focuse on improving the models themselves. This process includes training the
models on new data, exploring new features in the data, and developing new models. It also
requires that human data analysts explore the data using Bl tools.

(http://blog.cloudera.com)
(2) How secure are mobile banking apps?

Do banking institutions have a good handle on the things they need to remediate and new
control layers they need to adopt to keep users secure?

To answer those questions, Accenture and NowSecure have performed vulnerability
assessments of customer-facing mobile banking apps of 15 banking institutions in the North
American market.

They have tested the iOS and Android app versions of each of these banks, and found that
every app they tested had at least one security issue.
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“Of the 465 tests completed for banking apps running on Android, 44 or nine percent had
low security issues; 48 or 10 percent had medium security issues; and 10 or two percent had
high level security issues. For banking apps running on iOS, a total of 315 tests indicated 24
or eight percent low level security issues; 13 or four percent with medium level issues; and
none with high level issues,” they noted.

Security risks

Among the security risks identified were:

o World-writable files (i.e. other apps can have write access to the files)

e Broken SSL check / sensitive data in transit (i.e. unencrypted communications).
Curiously enough, none of the tested iOS apps had this problem

e Writable executables — a failing that can be combined with other issues and lead to
additional app vulnerabilities, including remote code execution ones.

e Lack of obfuscation of the app source code, allowing for easy reverse-engineering
(some 60% of the tested Android banking apps are guilty of this)

e Weak SecureRandom implementation

e Dynamic code loading

o Inappropriately set “HttpOnly” flag (to prevent XSS attacks)

e Inappropriately set “Secure” flag (to prevent the sending of cookies over insecure
channels)

o TLS traffic with sensitive data (80% of tested iOS banking apps had sensitive values
intercepted while proxying SSL and Transport Layer Security (TLS) app communications (i.e.
username, password, GPS coordinates, etc.)

e Lack of app transport security (60% of tested iOS banking apps had ATS globally
disabled, which allows a connection regardless of HTTP or HTTPS configuration, connection
to servers with lower TLS versions and a connection using cipher suites that do not support
forward secrecy).

Based on this and other historical app security assessments, the researchers have
concluded that banking institutions have been proactive when it came to remediating well-
known critical security issues such as Heartbleed, MITM exposure and others, but less so in
regards to the above noted security risks.

Many of the institutions have also introduced multi-factor authentication for online

banking (a good step), but chose to leverage SMS technology to deliver authentication codes.
(https://www.helpnetsecurity.com/2017/04/27/mobile-banking-security/)

(3) Is Online Banking Safe?
by Wesley Fenlon

Online banking is simple and convenient, but is it really as safe as banking in person with
a teller. It's easy to be wary of online banking; the process involves transferring large
quantities of our sensitive information over the Internet, after all. With credit card fraud as
common as it is, how could banking online be safe?

While it's true that online transactions can lead to credit card fraud and stolen information,
most banks do their best to make transmissions secure. Online retailers with poor security and
millions of customers are juicy targets for hackers, who can theoretically obtain huge lists of
usernames, passwords and corresponding financial information. Thanks to the encryption
online banks use, you can mostly rest easy while paying bills online. Keep reading to find out
why you should be using online banking -- and what you should watch out for, just in case.

Online Banking Sites
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Online banking is an appealing concept: It's accessible anywhere, anytime and using e-
billing eliminates the pounds of paper bills mailed to your house every year. That last
advantage can actually make online banking more secure than traditional paper banking. Bills
frequently list your account number, credit card number or other financial information that
would be dangerous in the wrong hands. Without paper statements, only someone with access
to your online bank account can access your personal information.

Many Web sites — banks included — use a transfer protocol called Hypertext Transfer
Protocol Secure, or HTTPS. While we use HTTP on a daily basis to browse the World Wide
Web, HTTPS adds a form of security that encrypts data. This security is typically depicted in
your Web browser by a lock or key, and any secured URL should begin with "https://" instead
of "http://". Next time you log into your online banking account, pay attention to your URL
bar. Is the page encrypted? If so, it will be very difficult for anyone to eavesdrop on the
connection and hijack your financial data.

Popular online commerce sites like Amazon go to great lengths to secure their
information, too, so you should see the same comforting HTTPS protocol while carrying out
transactions. But that doesn't mean all online retailers are equally secure.

Online Shopping

Don't use a debit card when making online purchases because if the number is stolen,
thieves will have access to your entire bank account.

Banks obviously have to closely safeguard their money; keeping those dollars secure is
the only reason they exist. Retailers, though, make a profit by selling products. Whether it's
the fault of shoddy security or tenacious hackers, some Web sites have a history of being
hacked, resulting in fraudulent transactions for customers. Even major outlets are susceptible:
In 2007, TJX, which owns discount retail giants T.J. Maxx and Marshalls, among others, was
hacked to the tune of 45.7 million credit card numbers [source: Jewell]. Avoid making
purchases on sites that look sketchy, and never fall for e-mail phishing schemes that try to get
hold of your personal information.

There's one last precaution you should take when shopping online: Avoid using a debit
card whenever possible. It's bad enough when identity thieves obtain your credit card
information and make fraudulent purchases. But if they gain access to your debit card number,
they could tap directly into your bank account and potentially clear it out. Whether you're
using a debit card or credit card on the Internet, take advantage of your bank's online services
and account management to monitor your balance. Carefully watching for fraudulent charges
will help keep your finances safe, whether you're shopping or managing your money with

online banking.
https://money.howstuffworks.com/personal-finance/online-banking/online-banking-safe2.htm
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